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CEPTUD®UKALUA FCC

FS

[aHHoe obopynoBaHME MPOLUNIO COOTBETCTBYIOLLME WUCMbITAHWS, KOTOpble MoKasanu, YTO OHO
COOTBETCTBYET TpeboBaHMAM ANns LMdPOBbLIX YCTPOWCTB Kracca «B» B COOTBETCTBMM C YacTbio 15
npaeun FCC. [aHHble TpeboBaHusA Obinn paspaboTaHbl, 4YTOObI 06ecneyYnTb OMTUMAIbHYHO
3alUMTy OT HebnaronpusTHbIX SBNEHUA WHTepdEepeHUUn Mpu 3SKcniyaTaumm B AOMaLUHUX
ycnosusix. OBopyaoBaHWE reHepUpPYET, UCMONb3yeT U U3MyyYaeT PaavMoBOSHLI, KOTOpblE Mpu
HenpaBWibHOM YCTaHOBKE W 3KchfyaTauum MOryT Bbi3blBaTb HeONaronpusiTHble SIBIEeHUs!
NMHTepdepeHuun ans GecnpoBodHoOn nepedayn gaHHbiX. OOHaAKO HET rapaHTuW, YTO NOAOOHbIe
ABNEeHUs1 MHTepdepeHUMM He BO3HMKHYT B OTAENbHbIX Cry4Yasx ycTaHOBKW. B cnydae, ecnu
obopynoBaHNe TeHepUPYET MOMEXU, NPENATCTBYIOWME HOPManbHOMY MNPUEMY paamo- WUnn
TenecurHana (310 MOXXHO ONpPenennTb, BLIKITHOYMB U BKITIOUYUB €r0), PEKOMEHAYETCA NPeanpuHATL
cnegylowune OencTeus:

e VI3MeHWTb NonoXeHne Unn nepeaBuHyTb NPUHUMAIOLLYIO aHTEHHY.

e YBENMUMTb paccTosiHMe Mexay 06opyaoBaHNeEM U MPUEMHUKOM.

e [Moakntountb 0bopyaoBaHUE M NPUEMHMK K pasHbIM PO3ETKaM.

o O6paTI/ITbCF| K annepy mnnn K onbITHOMY cneunanucty no pagmno- nnn Tenesn3amoHHOMy
06opyaoBaHuIO.

YCTponcTBO COOTBETCTBYET TpeboBaHuAM YacTn 15 npasun FCC. Bkcnnyatauusa npomsBognTcs ¢
YYETOM CNEAYHOLNX ABYX YCIOBUNA:

1)  YCTponcTBO HEe AOMKHO BbI3blBaTb HEGNAronNnpUATHLIX SBIIEHUIN HTepdepeHLmn.
2) YCTpOWMCTBO MOXET paboTaTthk C MoObIM TUMOM MHTEPdEPEHLMM, BKITHOYASs
MHTepdepeHLMIO, KOTOPas MOXET Bbl3BaTb HEXENATENbHbIN PEXUM SKCMyaTauun.

JTloGble nameHeHns, He ogobpeHHbIE ABHBIM 06pa3oM CTOPOHOW, OTBEYAKOLWEN 32 COOTBETCTBUE,
MOryT MOBeYb 3a cOOOM OTMEHY NpaBa MoNb30BaTENs Ha 3KCMNyaTauuio 0bopyaoBaHUs.

MprmeyaHue: MpousBoauTeNb HE HeceT OTBETCTBEHHOCTM 3a WMHTepdepeHuMio paguno- wnum
TENEBU3NOHHOIO CUrHana, BbI3BaHHOTO HECAaHKLMOHUPOBAHHbIMWU U3MEHEHWSIMW, BHECEHHBLIMU B
obopynoBaHue. Takume M3MEHeHWs MOryT MoBfeYb 3a COOOW OTMeHy npaBa Mnonb3oBaTensi Ha
3Kcnnyartauuto 00opyaoBaHUS.


http://www.tp-link.com/

Tpe6oBaHua FCC no ypoBHIO paguounsnyyeHus

[aHHoe ycTponcTBO oTBedaeT TpeboBaHusm FCC no ypoBHWO paguounsnyvyeHuss ans
HEKOHTpOnMpyemMon cpefpbl. YCTPOMCTBO M €ro aHTeHHa He [OOSMPKHbl HaxoguTbCa wnm
3KCnnyaTnpoBaTbCA BMECTe C APYron aHTEHHOW Unn nepefaTymKkoM.

«[dns obecne4yeHns cooTBETCTBUS 3TUM TpebOBaHUSAM, MOMOXEHUS AOKYMEHTa NMPUMEHSATCH
TONbKO B OTHOLIEHWM MOOWUMBHBLIX KOH(pUrypaumin. AHTEHHbI, MNPUMEHSEMbIE OaHHbIM
nepenaTynMkoM, OOMKHbI ObITb YCTaHOBMEHbl HA paccTosHUM He MeHee 20 cm OT Bnmxaniiero
MECTOHaxOXAeHUs Nogen N He AOMKHbI HAXOAMUTBCHA PSAAOM MM COBMECTHO SKCNIyaTupoBaTbCs
C OpYrov aHTEHHOW UInn nepeaaTrynkomy.

OtmeTka CE

C€1588

[laHHoe yCTpOWCTBO sBnsieTcs npodykTom knacca «B». [Mpu akcnnyatauum B AoMallIHUX
YCOBWSAX, AaHHbIN MPOAYKT MOXET Bbi3BaTb SIBMIEHWE UHTEP(EPEHUMN paguocurHana, B 3ToM
cryyae OT nonb3oBaTessi MOXET NoTpeboBaTbCs MPUHSATME COOTBETCTBYIOLLMX MEP.

HacTosllee ycTponMcTBO npefHasHadeHo ANnd paboTbl C yKa3aHHbIMW HUXE aHTeHHamu C
MakcumarnbHbIM KoadpuLumeHToM ycunenusa 5 abu. CTporo 3anpellaercd MCNoOnb30BaTb C
HACTOSALUMM YCTPONCTBOM aHTEHHbI, KOTOpblE HE yKa3aHbl B CMMCKE UMW UMET KOIPULMEHT
ycuneHus 6onee 5 nbu. ConpoTtneneHne aHTeHHbl JOMKHO ObiTb 50 Om.

Ona CHWKeHNs1 BO3MOXHbLIX 3UPHBLIX MOMEX Yy APYrnx MNofb3oBaTernen TUM aHTEHHbl U ee
KO3(hDOULMNEHT YCUNEHNST AOMKHbI BbITb TaKMMK, YTOObI MOLLLHOCTb 3KBMBANEHTHOrO U30TPOMHOMO
nanyyartens He npeBbilWana npeaern, AonycTuMbIn ons 6ecnepebonHon ceA3n.

©

MpoaykT cepTudikoBaHo 3rigHo ¢ npasunamu cuctemu YKpCEINPO Ha BignoBigHiCTb BMMOram
HOPMaTUBHMX AOKYMEHTIB Ta BMMOram, WO nepenbadeHi YMHHMMM 3aKOHOO4ABYMMM aKTaMu

Ykpainu.

MpaBuna 6e3onacHoCTH

® Ecnu yCTpOWCTBO MMEET KHOMKY BKITIOYEHWS/BLIKIIOYEHUS MUTaHUS, TO C €€ NMOMOLLbIO MOXHO
ObICTPO OTKMIOYUTL MUTAHUE YCTpoicTBa. ECnmM KHOMKM MUTAHUS Ha YCTPOWCTBE HET,
€AVHCTBEHHbIN cnoco6 NOMHOCTLI0 0GECTOUUTL YCTPOUCTBO - OTKMHOYUTL aganTtep NUTaHns oT
3MNeKTPOCETH.

® He pasbupaiiTe yCTPOWCTBO U HE NMPOU3BOAUTE Er0 PEMOHT CaMOCTOSITENBHO, B 3TOM Criyyae
KOMMaHUs BrpaBe CHATb C cebs rapaHTuiiHble 00si3aTenbcTBa, KpoMe TOoro, Bbl
noABepraeTecb PUCKY NOPaKEHNS AMEKTPUYECKAM TOKOM.

® He ponyckaiiTe nonagaHusi BNnarv BHyTpb yCTPOMCTBA.

YCTpOWCTBO NpegHa3Ha4YeHo Ansi UCMONb30BaHUS B CrieayoLmx CTpaHax:
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KomMmnnekT noctaBKu

B koMnnekT nocTtaBku BXOOAT:

> becnpoBogHo MapuwpyTtusatop cepun N ¢ nopaepxkkon ctaHgaptoB 3G/4G, mopenb
TL-MR3220

> ApganTep nuTaHus NOCTOSHHOro Toka ans 6ecnposogHoro 3G/4G-maplupyTtmsaTtopa cepumn N
mogenu TL-MR3220

> PykoBoacTtBo no ObICTpOW yCcTaHOBKE

> KowmnakT-guck ¢ matepmanamu ana ansa 6ecnposogHoro 3G/4G-mapLupyTtusartopa cepmum N
mogenu TL-MR3220:

e PykoBogcTBO nonb3oBaTtens
e [lpoyvas nonesHas MHpopMaLms
& MpumeyaHue:

Y6e,EI,VITer B TOM, YTO KOMMNJEKT COAEPXKUT BCE YKa3aHHbl€ BbllL€ HAMMEHOBAHUA. Ecnu yto-nnbo

NOBPEXAEHO UM OTCYTCTBYET, 06paTUTECH K CBOEMY ANCTPUOLIOTOPY.
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MnhaBa 1. BBepeHue

1.1 O630p

lMpuHMMas BO BHUMaHWE pacTywme noTpebHOCTU pblHKA B YCTPOWCTBE, ObecneyvBaroLlLem
coBmecTHoe 3G/4G-noakniodeHne B MNOMELLEHUKU, KOMNaHus paspaboTana cepuio YOOOHbIX
B6ecnpoBogHbix 3G/4G-MapLpyTU3aToOpoB, KOTOPbIE MO3BONAOT BLICTPO HACTPOUTL CTabUIBbHYHO
N BbICOKONPOU3BOANTENLHYIO OEeCNpOBOAHYD CETb CO CKOPOCTbIO Mepefayn faHHbix go 150
Méut/c wn obecneuntb coBmecTHbIn goctyn Kk  3G/4G-nogkntodeHuto.  Moaknoume
LTE/HSPA/UMTS/EVDO USB-kapTy Kk MaplpyTtmu3atopy, Bbl mMomeHTanbHo cospaéte Wi-Fi
TOYKY JOCTyMna ¢ BO3MOXHOCTbIO COBMECTHOro AocTtyna Kk MHTepHeT B Niobom MecTe B npegenax
30HblI NokpbITA 3G/4G-ceTn. YCTPOMCTBO OTMIMYHO MNOAXOOWUT AN MCNONb30BaHWA OOMa, B

rapaxe unm B NtoGoM ApYyroM NOMELLEHUN, ECINIM BO3HUKHET HEOBX0ANMOCTb.

3G/4G v WMPOKONONOCHOE NPOBOAHOE NOJKIIOYEHME

BecnpoBogHon 3G/4G-mapuwpyTtusatop cepun N mogenn TL-MR3220 nopaepxvBaeT ABa Tuna
LWwmMpokononocHoro nogknodeHna k WHtepHeT: 3G/4G u npoBogHoe noakntodeHne (xDSL,
ctratmyeckun P unm guHammyeckun [IP). Brnaropgaps ¢yHKUMM pe3epBUMpOBaHUA KaHana,

noAKrn4yeHne K MHTepHeT BCEerga ocTaéTtcsl akTUBHbBIM.

Bbicokasa ckopocTb

[laHHoe ycTponctBo obecneymBaeT CKOpPOCTb nepedadn gaHHbix go 150 M6ut/c, 4yto ropasgo
ObiCTpee MO CpaBHEHUIO C YCTpoWcTBaMy cTaHgapta 11g, M NO3BONSET WUCMNOMbL30BaTb
NPUMNOXEHUSA, KPUTUYHBIE K NPOMYCKHOM CNOCOBHOCTM KaHana, HanpumMep — NPOCMOTP NOTOKOBOMO

BUOEO0 BbICOKOro KayecTaal

WPS

OpHum Haxxatuem KHomnkn WPS MOXHO B CHMTaHHbIE CEKYHObl YCTAHOBUTL COeAUHEHNE, HaaEXHO

3amLLEHHOE ¢ nomoLlbio WwndposaHua WPA2.

QoS

®dyHKUMS NpuopuTesaumm aaHHblx (QoS) paboTaeT Kak «MeHeaXep NPomnyckHOW CNOCOBHOCTUY M
CMYXWUT ANS TOro, Ytobbl MporpamMMbl, KPUTUYHBIE K 3adepXkam M paspbiBam, Monyyvanu Kak

MOXXHO GoribLUe NPOMYCKHON CMNOCOGHOCTU B NPUOPUTETHOM NOPSiAKe.
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1.2 [onyweHus

Vcnonb3yemoe B HacTosweM pykoBoacTBe HaumeHoBaHue TL-MR3220 wnu MapwpyTtusatop
nogpasymeBaeT nog cobon GecnposogHon MapuipyTtudatop TL-MR3220 cepun N cO CKOpOCTbIO

nepegayun gaHHbix go 150 Méwurt/c.

1.3 OCHOBHbIe XapaKTepUCTUKU

» OpawnH nopt WAN 10/100 M6uT/c ¢ aBTocornacoBaHnem (pasbém RJ45), yetbipe nopta LAN
10/100 M6uT/c c aBTocornacoBaHuem (pasbém RJ45), nogaepxkka Asto MDI/MDIX
CosmectumocTb ¢ LTE/HSPA/UMTS/EVDO USB-ycTporictBamu.

dDyHKUMS aBTOMATMYECKOro pesepsupoBaHusa kaHana: 3G/4G nnn WAN.

CkopocTb 6ecnpoBogHon nepeaayn gaHHbix ctaHgapta N go 150 MéuTt/c

YV V V V

Mopnepxka TexHonormn 1T2R MIMO, CCA obecneunBaeT Bonee LLUMPOKYHO 30HY MNOKPLITUSA U

6OJ'IbUJyI-O CKOPOCTb nepenayn AaHHbIX

Y

3awmTta 6ecnpoBoAHOr0 NOAKMHOYEHMSI OOHUM HaxaTuem kHonkn WPS

> becnpoBoagHo moct WDS no3BonsieT yBenuunTb 30HY MOKpbLITUS ©ecnpoBogHOM ceTn 6e3
pa3pbiBOB

» CoBMecTUMOCTb C ycTponcTBamn ctaHgaptos 802.11b n 802.11g

> Topagepxka ayteHTupmkaummn: WPA/WPA2-Enterprise, asTopusauuio WPA/WPA2-Personal
n wudpoBaHua TKIP/AES

> Tlopgepxka poctyna kK  WHtepHer uepes 3G/4G/puHamuueckuin  IP/ctatuveckmii

IP/PPPOE/L2TP /PPTP

> Topgaepxka dyHKumn BuptyaneHbin cepeep, Special Application 1 DMZ Host.
» Moppepxka TexHonorun UPNP, OuHamunyeckor DNS 1 Ctatudeckon mapLupyTtmnsamu.

>  ABTOMaTM4yeckoe Nnoakrnt4YeHne 1 NoAKIIoHeHne K MHTepHeT no pacnncaHuto.

» BctpoeHHbii NAT n DHCP-cepBep ¢ nogaepxkon pacnpegeneHus ctatudeckux IP-agpecos
> Topaepxka dyHKuMn Pogntenbcknii kOHTponb 1 KoHTponb goctyna.

> Togkntoyaetcs k MHTepHeT no TpeboBaHuio 1 oTKMNo4YaeTcsa Bo Bpemsi npoctos ans PPPoE.

> 64/128/152-6utHoe wundcpoaHne WEP wn dyHkuma Cnmcok KkoHTpond pocTtyna Ans

©ecnpoBOAHON NOKaIbHOW CETU.
> Toggeprkka CTaTUCTUKM MO NOTOKaM.

> [lopnepxka obHoBneHus BcTpoeHHoro M0 1 ynpaeneHne Yepes BeG-mHTepdeiic.
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1.4 OnucaHue naHenewn

1.4.1 [lepepHsasn naHenb

Puc. 1-1 TlepegHsis naHenb

CeeTognoaHble MHAMKATOPbI pacnonoXeHbl Ha NepeaHern NaHenu (Cneea Hanpaeo).

UHpoukaTtop CocTosiHue 3HayeHue
Bbikn. [NuTaHne oTKNYeEHO.
O (Mutanne)
Bkn. lNuTaHmne BKNHOYEHO.
loput MapLpyTmnsatop 3arpyxaetcs.
3 (Cuctema) Mwuraet Mapwpytnsatop pabotaet 4OMKHbIM 06pa3omMm.
He roput CuctemHas owmnbka mapLupyTtmsaTopa.
& (WLAN) Bbikn. dyHKUMs BecrnpoBoAHOM Nepenayn AaHHbIX OTKITHOYEHA.
) Mwuraet dyHKUMs BecnpoBogHOM Nepefadn AaHHbIX BKAKOYEHA.
Bbikn. Y nopTta HeT NoAKMNIYEHHbIX YCTPOMUCTB.
S (WAN), p i) vy p
O Bkn. K nopTy nogknto4yeHo yCTPOWCTBO, HO OHO HEAKTUBHO.
(LAN 1-4) -
Mwuraet K nopTy noaknto4eHo YCTPOMCTBO U OHO aKTUBHO.
FopuT 3G/4G USB-mogem nogkniovéH, HO nepegadva AaHHbIX He
P NPONCXOOMUT.
< (USB) Muraer Uepes 3G/4G-mogem npoucxoauT npuém/nepenada
JaHHbIX.
He roput 3G/4G USB-moaem He noakmntoYéH.
BecnpoBogHoe yCTpOMCTBO MPOM3BOAUT MOLKITHOYEHNE K
MepnneHHo
MnraeT cetn 4epe3d dyHkumo WPS. 3T1oT npouecc 3aHumaet
NPUMEPHO OBE MUHYTHI.
ﬁ(WPS) Bkr BecnpoBogHoe yCTPOWCTBO ObINO YCNELWHO MOAKMHYEHO
' K ceTn nocpenctsom dyHkummn WPS.
BbicTpo He ypanocb nogkniounTe GecnpoBOOHOE YCTPOWCTBO K
Muraet ceTn nocpeactsoM yHkumm WPS.

Tabnuua 1-1  CeeTtoanoaHas MHAMKaLMS
& lMpumeyaHue:
lMocne TOro, Kak yCTPOMCTBO ObIIO YCNELWHO MOAKMYEHO K cetn uepe3d dyHkuuio WPS,

nHamkatop WPS 6yaeTt npoaomkatb ropeTb NPMMEPHO 5 MUHYT, a 3aTeM MoracHer.
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1.4.2 3apHAA naHenb

B e [ o

POWER ON/OFF 4 3 2 1 WAN  Reser

Puc. 1-2 3apHsasa nanenb

Ha 3agHel naHenu pacnonoxeHsl cneayoLlme anemMeHThl (Cneesa Hanpaso).

>

ON/OFF: [aHHbln nepeknioyatens npegHasHavyeH Ans  BKIHOYEHWUS/BbIKIIOYEHUS

MapLipyTu3atopa, HO TOJ1IbKO Npu yCroB1n, YTO MapLUpPyTU3aTop NOAKITHOYEH K CEeTU.

POWER: Pasbem ons nogknoyveHnsa nutaHms. icnonb3ynte agantep NUTaHUs, BXOOALLNN

B KOMMNEKT noctaekun 6ecnposogHoro mapwpyTtunsaropa TL-MR3220.

4,3,2,1 (LAN): 311 noptbl (4,3,2,1) Mcnonb3yoTCa ANS NOOKIOYEHUs MapLupyTmM3aTopa K

KoOMnNbOTEPAM nokarbHOW ceTu.

WAN: WAN-nopT ucnonb3syetrcsa ana nogkntodeHus DSL/kabenbHoro mogema wvnu cetu
Ethernet.

WPS/RESET: [laHHas kHOMKa ucnonb3yetcs ansa BknoveHns WPS mn gns BosBpaTta K
3aBOACKMM HacTponkam. YTobbl BKNOUNTL/BbIkNOUMTL WPS, NpoCcTo HaXXmmnte 3Ty KHOMKY,
He yaepxuBasd ee; Ans BO3BpaTa K 3aBOACKMM HAaCTPOMKaM HaXKMUTE KHOMKY W yaepXuBanTe

ee bonee nATM cekyHA.

® [lpu ucnonb3oBaHMM KHOMKKU Ans cbpoca HacTpoek (RESET):
CyuecTBytoT ABa cnocoba Bo3BpaTa K 3aBOACKMM HacTpOMKam:

1) Boblbepute cyHkuuio 3aBoAcKue HaCTPOMKU B OKHE CUCTEMHble UHCTPYMEHTbI ->

3aBoAacKue HacCTPOMKKN BEG-YyTUNUTLI MapLIpyTM3aTopa.

2) Mpu nomowwm kHonkn WPS/RESET: [llpu BkMOYEHHOM MWTaHWM MapLupyTtusaropa
HaxxmuTe kHonky WPS/RESET (yoepxwuBanTe 6onee 5 cekyHa) 40O TeX Nop, noka curHan
CBeTOaMoOHOro mHaukatopa SYS He M3MEHUTCS C MEOSIeHHO MurarLlero Ao ObICTpo
Muratpowero. 3atem OTNycTUTE KHOMKY W NOAOXAWTE, NOKa MapLupyTu3aTtop BbIMOMHUT

nepesarpysky 1 c6poc BCex HacCTPOEK Ha 3HAYEHUS MO YMOMNYaHUIO.
® [lpu ucnonb3oBaHuM B KayecTBe KHonkun WPS

Mpyv HanMuMM  KNWEHTCKMX  YCTPOWCTB, TakMx Kak ©ecnpoBofHble —aganTtepbl,
nogaepxusatowme WPS, MOXHO NPOCTO HaxaTb 3Ty KHOMKY ANsi ObICTPON YCTaHOBKU
COEeaVHEHNA MeXAy MapLIpyTU3aTOPOM M KITMEHTCKUMK YCTPOMUCTBaMMU U aBTOMAaTUYECKOW

HacTponkn 6esonacHocT 6ecnpoBOOHON CETH.

BecnpOBo.qHasl dHTEeHHa: CNy>XuTt and 6eCI'IpOBO,EI,HOFO nony4vyeHna n nepenayvyn gaHHbIX.
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1.4.3 BokoBasa naHenb

WIFI UsB

PucyHok 1-3 bokoBasi naHenb
Ha GokoBon naHenu pacnonoXeHbl cnegyloLime anemMeHTsl (Bug cnpasa):
>  WIFI: JaHHbIn nepekntoyaTenb npegHasHaveH ans ObiCTPoro BKIOYEHUS UMK BbIKITHOYEHNS
GecnpoBOAHOrO BelllaHuUs.

» USB: USB-nopt gnst mogema.
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NnaBa 2. [Moakno4yeHMe MaplupyTusartopa

2.1 CuctemMmHble TpeboBaHuUs

WnpokononocHein goctyn B NHTepHeT (DSL/Cable/Ethernet)

OpawnH DSL/kabenbHbii Mogem ¢ pasbemoM RJ45 (He TpebyeTtcs, ecnu yCTPONCTBO Hanpsamyto

noakntoyeHo kK cetn Ethernet)
KomnbtoTephbl ¢ paboTatowwmnm agantepom u kabenem Ethernet ¢ pasbemamn RJ45
Mopaepxka npotokona TCP/IP gns kaxgoro KomnboTepa

Be6-6pay3sep - Microsoft Internet Explorer, Mozilla Firefox unu Apple Safari.

2.2 TpeboBaHuA K cpefie YCTaHOBKU

MapLpyTnsaTop OOMKEH HAXOAUTLCS B XOPOLLO NPOBETPMBAEMOM MECTe B OTAANEHUU OT

HarpeBaTene|7| mnnn OGOFpGBaTeJ'IbHO-BeHTI/IJ'IFILI,MOHHbIX CUCTEM

yCTpOVICTBO He OOJMKHO noaBepratbCd npamMomy BO34ENCTBMIO UCTOYHUKOB CUIBHOMO CBETA

(Hanpumep, CONHEYHbIN CBET)
Bokpyr ycTpocTBa 4OMKHO OCcTaBaTbCA He MeHee 5 cM CBOBOAHOro NPoCTpaHCTBa

Temnepartypa akcnnyatauum: 0°C~40°C

OTHocuTenbHas BnaxHoOCTb Bo3ayxa npu akcnnyatauun: 10%~90%, 6e3 obpasoBaHuns

KoHOeHcaTa

2.3 lMoaknro4yeHue MapLupyTusatopa

lMepen ycTaHOBKOW MapLupyTM3aTopa crnegyetr yoeouTbCsi, YTO Ball KOMMbHOTEP MOAKIOYEH K

MHTepHeT yepes LLII/IpOKOI'IOJ'IOCHbIIZ cepBuc. I'Ipvl BO3HUKHOBEHUN np06neM 06paTVITer K cBOEeMYy

NOCTaBLUKY WHTepHeT-ycnyr. 3aTem npov3BeauTe YCTAHOBKY MapLlupyTUsatopa COrmacHo

MHCTPYKUMKU. He 3abyabTe BbITAWMUTb BUIKY M3 PO3ETKW, NPOU3BOAUTE AaHHbIe AEACTBUS CyXUMM

pykamu.

1.
2.

OTknoYMTE OT NUTaHNSA KoMNbloTep, DSL/kabenbHbli MOaEM U MapLIpyTU3aTop.

Bbibepute noaxopsilee Mecto Ans maplupytusatopa. OGbIYHO Ny4luMM BapuaHTOM

ABMAETCA LIeHTp 6ecrnpoBoaHON CeTu.

OTperJ'IVIpyVITe NnonoXeHme aHTeHHbl. Yaule Bcero Haunyywmm ABNAETCA BEpPTUKallbHOE

NnoJ10XeHne.

MopkniounTe ceTeBON(-ble) KOMMNbIOTEP(-bl) MMM KOMMYyTaTop/KOHLUeHTpaTop K nopty LAN

-7-
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3G/4G-mapLupyTrsaTtopa ¢ nomoLllbto kabensa Ethernet.

5. 3G/4G-mapwpyTtunsatop nogaepxmaetr nogknioveHne 3G/4G n WAN, noatomy MOXHO
BcTaButb 3G/4G USB-mogem B nopt USB mapwpytmsatopa (CM. puUCyHOK 2-1) unu
nogkmtoumTb DSL/kabenbHbin mogemM k nopty WAN maplipyTusatopa (CM. pUCYHOK 2-2).
WHpopmaumio o coBmecTuMocTM  USB-MOOEMOB  MOXHO  HaWTM  Ha  canTe
http://www.tp-link.com, nposepbre cpasy, 6bin nu npotectuposaH komnaHuen TP-LINK

moagewm, KOTOprIZ Bhl co6|/|paeTer ncnonb3oBaTtb.

6. [MogkntoumTe aganTep NUTaHUS K COOTBETCTBYIOLLEMY pasbeMy MapLupyTu3aTopa, a ApYyroM

€ro KOHeL, BCcTaBbTe B pO3eTKy. MapLupyTmu3aTop Ha4yHeT paboTy aBTOMaTUYeCKU.

7. Bkntounte komnbtoTep n DSL/kabenbHbli Mogem.

PO3ETKA

TL-MR3220

HoyTbyk

Puc. 2-1 YctaHoBka annapaTtHoun YacTu mapLipytmusatopa TL-MR3220 --Cetb 3G/4G

TL-MR3220 ADSL/kabenbHbii Mogem

Puc. 2-2 YctaHoBka annapartHon Yactun maplupyTtusdatopa TL-MR3220 —Cetb WAN
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NmnaBa3. PykoBoACTBO No ObLICTPOM HACTpPOUKe

B aton rmaese paccKka3bliBaeTCAaA O TOM, KaK B Te4eHNEe HECKOJIbKMX MUHYT NPOnN3BECTU HaCTpOIZKy

Ba3oBbix dyHKLUMI MappyTr3aTopa TL-MR3220 npu nomowm mactepa 6bLICTPOM HACTPOMKN.

3.1 Hactpowuka TCP/IP

Mo ymonuaHuio gomeHHOe mmsa MapupyTtudatopa TL-MR3220 http://tplinklogin.net, IP-agpec

yctponctea 192.168.0.1, macka nogcetun 255.255.255.0. NMpu xenaHnum aTn 3Ha4E€HUA MOryT ObITb
n3ameHeHbl. B pgaHHOM pykoBOACTBE B KayecTBe Mpumepa WCMOMb3YKTCA 3HadYeHus Mo

YMOIT4aHuto.

> [MogkniounTte KOMMbIOTEP NOKanNbHOW ceTn K ogHomy u3 noptoB LAN mapuipyTtusatopa.
lNocne atoro Bbl MOXeTe HacTpouTb |IP-agpec Ons Bawero KomnbtoTepa, npoaenas
cnegyoLiune warm.
> [Nonyuntb IP-agpec aBTomaTnyecku
1) B Hactpowkax npotokona TCP/IP Bawero komnbtoTepa Bbibepute MonyunTtb IP-agpec
aBTomaTnyeckn. Ecnn Bam HeobGXoauMbl MHCTPYKUMW, Kak 3TO caenaTtb, CMOTpUTE

Npunoxxenne B: HacTporka kKomnbloTepa.

2) BctpoeHHbin DHCP-cepBep Ha3HauuT KomnbtoTepy IP-agpec.
> Hactporika IP-agpeca Bpy4Hyto
1) BbinonHuTe HacTpomnky npotokona TCP/IP gnsa Bawero komnbioTepa. Ecnv Bam
HeobxoouMbl MHCTPYKLMKU, Kak 3TO caenaTb, cmoTpuTe [punoxenne B: HacTtpoika

KoMnbloTepa.
2) BbinonHuTe HacTporiku cetu. IP-agpec 192.168.0.xxx (rge «xxx» noboe uncno ot 2 Ao

254), macka noacetn 255.255.255.0, wno3 192.168.0.1 (IP-agpec maplipyTnsartopa no

YMOS4YaHMIo)

3.2 PykoBoacTBO NO ObLICTPOU HAacTpoUukKe

Mpn nomoLwim BeG-yTURUTBI MapLUpyTU3aTop JIErko HacTpouUTb WM ynpasnsaTb um. Beb-ytunuta
MOXeT mcnonb3oBatbest B nobon OC Windows, Macintosh unu UNIX OS uepes BeG-6paysep

(Microsoft Internet Explorer, Mozilla Firefox nnu Apple Safari).

1. [Ona poctyma K ytunute oOTkponTe BeOG-Opay3ep M BBeaWTe agpec No  yMOMYaHuio

http://192.168.0.1 B agpecHou cTpoke Gpaysepa.

Aapec. | hitp:192.168.0.1 v B co

Puc. 3-1 Bxop B mapLupyTtusaTtop


http://tplinklogin.net/
http://192.168.0.1/
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MosiBUTCA OKHO BXO4a B CUCTEMY, aHanorMyHoe ToMy, Kak npegcrtasneHo Ha Puc. 3-2. B none

Monb3oBatens 1 lNMapons BBeaute admin, NCNONb3ysi HWXHUIM perncTtp. 3aTemM HaxmuTe

kHonky OK vnnu knasuwy Enter.

lMogrknwuenwe K 192.168.0.1

TP-1IHE Wireles=s H 3G/M4G Router MREIZZ0
MonesoBaTenk: |ﬁ admin V|
Napone: | e |
[loxpanyme napone:
[ Ok l [ OTHEHA

Puc. 3-2 Bxop B cuctemy
& lMpumeyvaHue:

Ecnn gaHHoOe OKHO He NoSIBUNOCH, 9TO O3HAYaeT, YTO Ball Beb-6pay3ep HAacTpoeH Ha paboTty
B pexume npokcu. 3anamte B pasgen CeonctBa obospeBaTtens > [llogkntoyeHus >
HacTtponka napaMeTpoB fnokanbHou ceTu. B nosiBuBLLEMCHA OkHE ybepuTe ranoyky ¢ S4emnkm

Vcnone3oBaTtb NpOKCK-cepBep AlA NoKanbHbIX noaknio4eHnn n Haxxmmte OK.

2. Tlocne ycnewHoro Bxoga B cuctemy Bblbepute MeHio BbicTpas HacTpoWnka ans HacTPOVKK

mMapLipyTuaaTopa. Haxmvmute [lanee ons nepexofa Ha CrneayroLLyto CTpaHuLy.

C NOMOWE K BLICTRON HACTRORKM BBl CMOXKETE 330aTh OCHOEHLIE MAPAMETRE CETH.

0Ona NpojormKeHda HaxMuTe kHonky fanee .

INA BbIX043 HEKMMTE KHONKY BoiXon, .

[ Beog | [ Oamee |

Puc. 3-3 bBbicTpas HacTporika

3. Bblbepute npaBunbHbin pexum doctyna k UHTepHeT n Haxvmute Oanee. Hactponkun ans
KaXXgoro pexxuma oauHakoBbl. [Jarnee BCe HACTPOWKM yKasblBalOTCA Ha Mpumepe pexunma
Tonbko 3G/4G.

-10 -
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MapWpyTHIATOP NPEANAraeT BEIBPATE OAMH M3 CNEOVHIWME PEXHMOE NOAKNINYEHKA K FIHTERHET:
@Tonbl(o 3G/4G - lMcnonesoeaTe TONbKD 3GMG NogrnoYeHue K MHTepHET.
(_}.I‘Ipe,u.noqmienbuo 36G/G - Mcnone20eaTe 3G/4G KAK OCHOBHOR NOOKMHYEHWE, 3 TN NOAENIKYEHKA VAR B KaUeCcTER PRIENEHOTD.
(_j.l'lpe,u,noqmienbuoWAN - [cNONE20BATE THN NOAKNKYEHMA WAR B KAUeCTER OCHOBHOTD, 8 3GI4G B KAYRCTER DEZEPEHOMD NOKMIYEHKA.

() Tonbko WAN - Mcnonb30eaTe TONbKD YWAN NOAKNKDYEHME K FIHTERHET.

[ Hasan | [ Manee |

Puc. 3-4 Choose Internet Access Mode

» Tonbko 3G/4G
B oatom pexume wmapwpytmnsatop 0OyaoeT nbiTatbCsa ycTaHoBUTH Tombko 3G/4G
nogkntoveHue. MogkniovyeHne WAN He BO3MOXHO.

» [MpepnoytutensHo 3G/4G
B atom pexume wmapwpyTtusatop OygeT yctaHaenueatb 3G/4G nogkntoveHve B
npuoputeTHoM nopsake. Ecnn nogkntoueHne no cetn 3G/4G ycTaHOBUTL HE yOaéTcsa unm
3G/4G USB-mogem He MOAKMYEH, HO Mpu 9TOM MPOBOAHOE MOAKMYEHUEe OOCTYIMHO,
MapLLpyTM3aTop YCTAHOBUT NPOBOAHOE NOAKMoYeHne. Ecnv maplipyTnsatop ycnewHo
yctaHaBnueaeT 3G/4G nogknmyeHMe, TO YCTaAHOBKA MNPOBOOHOMO MOAKMYEHMS
npekpawaeTcs 1 MapLpyTu3aTop cpasy nepekntovaetcs Ha paboty B cetn 3G/4G.

> [MpepnoytntensHo WAN
B aTOoM pexxume mapLupyTtu3atop OyaeT ycTaHaBnmBaTtb npoBoaHoe nogkrnodeHne (WAN)
B MpMOpUTETHOM nopsake. Ecnu npoBoaHOE NogknyYeHWe YCTaHOBUTbL He yaaéTcs, a
3G/4G nopkrnoyeHne OOCTYNHO, MapwpyTtudaTop OygeT nbitatbest yctaHoBUTb 3G/4G
nogkniodeHve. Ecnn y  MapuwpytmsaTopa MOSIBSIETCS BO3MOXHOCTb YCTaHOBMWTb
NpPoBOAHOE nofgknoveHne, To oH pa3opBET 3G/4G noakntoyeHne M NepeksiunTCa Ha
WAN.

> Tonbko WAN
B aTtoM pexuMme MaplpyTusatop OydeT MbiTaTbCA YCTAHOBUTb TOMbLKO MPOBOAHOE

nogkntoveHune. 3G/4G nogkntovYeHe HEBO3MOXKHO.

4. TlosiBuTCA cTpaHuua kak Ha Puc. 3-5. HacTponTte HeobGxogumble napameTpbl U HaXMUTe

Danee.

-11 -
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Ecnu BawW pErloH UK NOCTABWME VIHTEPHET-YCAYT HE YK33aHL! B CAWCKE, yeTapen HoMep HaBopa/APN No yMONYaHWIo WK BAW NOCTABLWAK
WHTepHeT-yenyr TpefyeT yKa3aTh HOBOTO NONB30RATENA, BKNIOYWTE BOAMOXHOCTE YKa3aHHA BPY4HYK Honepa Habopa, APN, Umenu nonk3ogatens, Mapons, W 3anonHWTE COOTRETCTEYKWME NONA.

Pernou: Poccua hd
MocraBwuk yenyr MoSunsHoro UHTepHeT: Beeline -
Homep Habopa no ymonuaknio: 994" APN: “internet.beeline.ru
Twn ayTeHTHgHKaLmm: ®a4Aeto (OPAP (O CHAP

MpumeyaHne:
[[] ¥kaaatk epyynyio Homep HaBopa, APN, WMA NoNk30BaTENA W Napens

Homep wabopa:

APH:

Wms nonk3oBarens: beeline (HeoGA3aTeNLHaRA HACTPOIKE)
Napons: sssesse (HeoBA3aTenLHaA HacTRoIKa)
[ Hasan | [ Damee |
Puc. 3-5

PernoH — Buibepute pervoH, rae Bol ncnonbayete kapty 3G/4G.

MocTtaBWwuKK ycnyr mobunbHoro UHTepHeT — BbibepuTe noctaBwumka WHTepHeT-ycnyr,
kotoporo Bbl ucnonbsyete ana 3G/4G nogkntodeHusd. MaplupytmsaTtop aBTOMaTU4ECKU
3anonHut nonst Homep Habopa (Dial Number), Umsa Toukm goctyna (APN) no ymonyaHuio
yKkasaHHoro noctaswuka VIHTepHeT-ycnyr. Ecnv Baw noctasBmk NHTepHeT-yCcrnyr He yka3saH
B cnucke [MocTaBWUK ycnyr MobunbHoro WHTepHeT, MocTaBbTe rafiouky HanpoTuB
Yka3aTtb Bpy4Hyto Homep Habopa, APN, ums nonb3oBaTens u naporsb, 3aTeM 3anofiHNTE
nonst Homep Habopa 1 APN Bpy4Hyto.

Tun ayteHTudukaumm— HekoTopble noctasBlimkn WHTepHeT-ycnyr TpebytoT ocobbin Tun
ayTeHTUdUKaumMm, YyTOUHUTE 3Ty UHopMaLuio Y Ballero nocrtaBluka NHTepHeT-ycnyr unm
ycTaHoBuTE 3HadeHne ABTo (Auto).

Homep HaGopa n APN — O6Ga 3Tk napameTpa yKasblBalOTCA BPY4YHYH, MOCMe TOro Kak
nocraeneHa rano4yka B none Ykasatb Bpy4Hyto Homep Hab6opa, APN, umsa nonb3oBatens
M naponb.

Uma nonb3oBatens/Maponb — Ykaxute Nma nonb3osatens u [Naponb, npegocTaBrieHHble

BaLUMM NocTaBLUMKOM NHTepHeT-ycnyr. 3T1 Nons YyBCTBUTENbHbI K PEFUCTPY LWpudTa.

HacTtponte napametpbl becnpoBogHOro pexuma Ha CTpaHuue Kak rnokasaHo Ha Puc.3-6,

3areM Haxmute Janee.
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BecnpoeofHOe BellaHe: Brniounts b
Wua GecnpoBogHOn ceTi: TP-LINK_2B0303 (SSID)
PeruoH: Poccua bt
Kanan: ApTo e
Pexm: 11bgn cMewakkell | ¥
npuHa KaHana: ABTo A
3awwra GecnpoBoHON0 PEXMMa:
® OTKMHYHTE 3AWMTY
(5] WPA-Personal\WWPA2-Personal

Mapons:
(BbI MO¥ETE BESCTH CUMEONEI B KOGMPOEKe ASCII UMW B WECTHIOUSTEPUYHOM GopMare; ana Goprara ASCI AnuHa

KNya gom#Ha OwiTe 0T 8 go 63, @ ANA WecTHaguaTepryHore Gopmarta ot & go 64.)

(5] Be3 M3MEHEHMIl

Hasan | [ Oanee |

Puc. 3-6 BbicTpas HacTpolika — becnpoBOgHOM peXxum

> BecnpOBo.que BelwlaHune — Bbl6paB COOTBeTCTByI'OLLI,VIVI 3NemMeHT U3 BbllMagarLwero

MEHI0, Bbl MOXETE BKIHOUYNTL/BbLIKITIOYNTL q’JyHKLI,VII-O.

> Wma becnpoBogHoM ceTu — YKaxuTe 3HaudeHue anvHom ao 32 cumeonoB. Bcem
0ecnpoBOAHbLIM YCTPOMCTBAM CETU OOIDKHO ObITb MPUCBOEHO OAHO U TOT e ums SSID.
Uto kacaetcsi ©OesonacHocTu ©OecnpoBogHon ceTtn, mmsa SSID no ymomnyaHuio
TP-LINK_XXXXXX  (XXXXXX -

MAC-agpeca mapLupytusaTopa). [laHHoe rnore sBnsieTcs YyBCTBUTESbHbLIM K PEFUCTPY.

nocnegHne  WecCcTb  YHUKallbHbIX  CMMBOJIOB

Hanpumep, TEST n test — 9T0 pa3Hble 3HaYEHUS.

> PervoH - Bbl6epMTe COoOoTBETCTBYyKOLlEee 3Ha4YeHne W3 BblMagakowero cnucka. B
OaHHOM none ykKa3blBaeTCA pPeruoH, rae (byHKLI,I/IFI 66CI'IpOBOﬂHOI7I nepegayn OaHHbIX
MOXeT ObITb Mcnonb3oBaHa. Wcnonb3oBaHne OaHHOW (byHKU,VIVI B pernmoHax, He
YKa3aHHbIX B CMUCKE, MOXET ObITb HE3aKOHHbIM. Ecnin Bawwen CTpaHbl U pernoHa HeT

B Cnucke, O6paTI/ITer 3a NOMOLLIbIO B MeCTHOE NMpaBUTESIbCTBEHHOE areHTCTBO.

& MpumeyaHne:
Bepcus ons CeBepHon AMepUKM HE UMEET OMnuMK BbIGOpa permoHa B Cuiny orpaHU4eHun,

YCTaHOBJ1€HHbIX MECTHbIMU 3aKOHOAATENIbHbIMUA N HOPMATUBHbIMU OOKYMEHTaAMW.

> KaHnan — B aTom none ykasbiBaeTcs paboyas yactoTa, kotopasi 0yaeT ncnonb3oBaTbCs.

3HayeHve no ymonyaHuo ABTO, TakMMm o6pasoM, TOuka [JocTyna BblGeper
noaxoAdLmMn kaHan asTomatmyeckn. MeHaTb kaHan 6ecnpoBogHOrO NMOAKMYEHUS He
obs3aTenbHO, ecnu Tonbko He ByayT obHapyXeHbl NPobnemMbl ¢ nomexammn OT APYrou

pacnonoXeHHOWM B6M3n ToYKU AocTyna.

> Pexunm — Pexum 6GecnpoBogHoOM nepegayun gaHHbIX MapLupyTm3aTopa.
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> LUupwmHa kaHana — BbibepnTe cOOTBETCTBYIOLLEE 3HAYEHME U3 BbiNagatoLLero cnucka.
3HauyeHune no ymonuyaHuio ABTO, Npu KOTOPOM YCTPOWCTBO aBTOMATUYECKN perynupyeT

LUMPWHY KaHana and KrnneHToB.

> 3awwuTta 6ecnpoBogHoro pexuma — Ha BbIGOp npeanaraeTcs HECKONbKO ONUUiA
3amThl.

e Otknwuntb 3awmty — OyHKUMA obecnedyeHna 6es3onacHOCTM MOXET ObITb
BKIOMEHA UIK BbIKNOYEHa. [pn BbIKMIOYEHHOW PYHKUMM GecnpoBOAHbIE CTaHLMK
MOFyT MOOKNYaTbCs K MapwpyTtmsatopy ©0e3 npuMeHeHus LundpoBaHuS.
HactositTenbHO pekomMeHAyeM BbiOpaTb OgHy M3 onuui ansa  obecneyveHus
Ge3onacHocTu.

e WPA-Personal/WPA2-Personal —3awuta Ha ocHoBe WPA c ucnonb3oBaHUEM
obuiero kntova.

Maponb — MoxHo wucnonb3oBatb cumBonbl  ¢dopmata ASCIH  vnm
LLecTHaguaTepu4iHble CMMBOIbI

Mpu Beibope ASCII, kntod MmoxeT cogepxatb undppbl ot 0 40 9 1 GykBbl OTA 4O Z 1
€ero AnvHa gormkHa cocTtaBnsaTb oT 8 4o 63 cMMBONOB.

Mpu BbiGope LlecTHaguaTepUUHbIN, KNOY MOXET COCTOATL U3 umdp ot 0 4o 9 n
6ykB oT A oo F, a ero annHa gosmkHa ObITb B Nnpegenax ot 8 4o 64 cumBonoB.

CnepyeT umeTb B BUAY, YTO KMOY SIBNSIETCH YyBCTBUTENbHbLIM K PEerucrpy. 9To
03Ha4yaeT, 4YTO WCMOoNb3oBaHME MPOMUCHBIX W CTPOYHbIX OYKB BNUSIET Ha €ro
3HayeHue. Bam ctouT 3anucaTb roe-Hubyab KoY M Apyrme HacTpOMKW 3alyuTbl
GecnpoBoaHoO Nepeaayn OaHHbIX.

e bBe3 nsmeHeHnm — Ecnn Bbl BbiGepuTe 3Ty onuuto, napameTpbl HACTPOWKK 3aLLMThbI
6GecnpoBoOAHOrO pexxuma He 6yayT n3MeHeHbI!

[aHHble HaCTpOVIKM SBMAIOTCS BCEro nuwb 6a3oBbiMW. YTOOLI y3HaTb O AONOJIHUTENbHbIX

HacTpownkax, cmoTpuTe Pasgen 4.6 becnpoBogHOW PEXUM.

HaxmunTe 3aBepwntb unu Mepesarpy3nTb Ha CTpaHuULe 3aBepLUnTb.

Ecnn Bbl He penaete uM3MeHeHul Ha cTpaHuue BecnpoBogHow pexum, Bbl yBugute
CTpaHuuy 3aBeplleHMe Kak nokasaHo Ha Puc.3-7. Haxmute kHOMKy 3aBepwuTtb Ans

3aBepLueHns BbICTpon HaCTPONKN.

YcTpoicTBo nogkniwyeHo K MIHTepHeT! leTanbHble HACTPONKN HAXOAATCA B COOTBETCTBYHLMNX pasgenax.

[ Hasag | [ 3aeepuwts |

Puc. 3-7 bBbicTpas HacTponka — 3aBepLueHmne
Ecnn Ha cTpaHuue BecnpoBogHOM pexum Obiny coenaHbl Kakume-To U3MeHeHus, Bebl
yBMANTE CTpaHuuy 3aBeplleHMe Kak nokasaHo Ha Pwuc.3-8. Haxmute KHomky
Mepe3arpy3nTtb Ang Toro, 4tobbl HACTPOMKM OECMPOBOAHOIO pexuma BCTYNUIM B CUny,

nocne 4ero npouecc bbicTpon HacTponkn OyoeT 3aBepLUEH.
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YcTponcTBo nogknkYeHo K MHTepHet! JeTanbHbie HACTPONKN HAXOAATCA B COOTEBETCTEBYKIWNX pasgenax.

MaMEHEHHEIE HACTPOMKM GECMPOBOOHOD PEXAMA GYOyT MCNONE30BETECA TOMEKD NOCME NEPE3arpy3KM YCTRORCTEA.

[ Hasam | [Nepesarpyauy

Puc.3-8 bBeicTpas HacTponka — 3aBepLueHne
[Mocne nepesarpyskn, noxanyncra, npoeepbre, umeetcsa nu y Bac poctyn Kk UHTepHeT Ha

cTpaHuue 4.2 CocTosiHMe.
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maBa4. Hactpouka mapwpyTmusartopa

B aTon rnaee pacckasbiBaetcst 060 BCex PyHKUMAX BED-yTUNUTBI U cnocobax HaCTPONKK.

4.1 Bxop B cuctemy

Mocne ycrnewHoro Bxoda B MapLUpyTM3aTop B 1eBOV YacTu BEG-yTUNUTLI Bbl yBUAWUTE NATHaAUaTb

OCHOBHbIX MeHI0. B npaBown yactu cogepxartca cnpaBovHas MHOPMaLUa U UHCTPYKLUK.

CocroAHne

BhICTpanA HacTponKa
WPS

Cems

BecnpoBOoHONR PEHMM
DHCP

MNepeagpecauynn
BezonacHOCTL
PoOMTenbCEWA KEOHTPOME

{OHTPONL QOCTYNa

PacwmpeHHEIe HACTPORKKH MapLpyTHIALNN

KoHTpONs NPONYCKHOA CNOCODHOCTH
Mpueazea IP- n MAC-agpecoe
NuHammyeckni DNS

CHCTEMHBIE MHCTPYMEHTLI

Hwxe npueoautca noapobHas nHgpopmaums No BCEM OCHOBHBIM (PYHKLUMSIM BEG-YTUNUTDI.

4.2 CocTtosiHue

B okHe CocTosiHue copepXuTcs Tekywas uWHgopmaums no  mapupytusaTtopy. [HaHHas

NHGOPMaLMS OOCTYMHA TONbKO ANs YTEHUS.
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Bepcur ectpoedHoro Mo:

3.15.0 Build 130527 Rel.70635n

Macka nogcera:

Bepcua oGopynoBaHnA: MR3220v2 00000000
LAN
MAC-agpec: 00-32-20-2B-03-03
IP-agpec: 182.168.0.1

255.255.255.0

BecnposogHoi pemum

BecnpoeogHOe BelaHme:

LupuHa kaHana:
MAC-agpec:

CoctonHne WDS:

BrniugHo

WA {SSID): TP-LINK_2B0303
KaHan: ABTO (TEKYILMI KaHan 6)
Pexom: 11bgn cMeWaHHLIA

ABTOMATHYECKN
00-32-20-2B-03-03

OTENoYeHD

Bpewmna B ceTi:

3IG/4AG
3G/4G USB-mogem: He nogknioveH
YpoBeHb CHrHana: 0%
IP-agpec: 0.0.00
Macka nogcera: 0.0.0.0
OCHOBHO# W03 0.0.0.0
DNS-cepeep: 0.0.00,00.00

0 gHedt 00:00:00

CTaTucTUKa Tpathuka

Mony4exno OtnpaeneHo
baiim: 0 0
MakeTos: 0 0
Bpewmna paboTel: 0 oHen 00:16:00

Puc. 4-1 OkHO coCTOSIHUS MapLupyTu3aTopa

4.3 BbiCcTpas HacTpoOMKa

Cwmotpun Pasgen 3.2: PykoBoacTtBo no ObICTpOKr HacTponke.

44 WPS

B atom pasgene cogepxatca ykasaHus, kak AobaBuTb HOBOe GecrnpoBOAHOE YCTPOWCTBO K
cyuwiectsytoulen cetn ¢ nomowbio WPS (Wi-Fi Protected Setup).

a). Beolbpas pasgen WPS, Bbl okaxeTech B crniegytowiem okHe (Puc. 4-2).

-17 -



1%\ ;%¥¥{] BecnpoBogHon mapwpyTusatop cepumn N c nogaepxkkon ctangaptos 3G/4G

WPS Coctonume:  Biioeno | OTKIKOWMTE WPS |
Texyuwit PIN-kop: 64688282 | BoccTaHosuTs PIN-kog  |[ | Co3path Hoswlit PiN-kog |
[00aEnTL HOBOE YCTPONCTEO: [ NoGaBuTh YCTPOHCTRO ]
Puc. 4-2 WPS

> WPS CoctosiHue — 30ecb Bbl MOXETE BKIMIOYMTb UNN BbIKITOUNTL doyHKUmno WPS.

» Tekywmn PIN-kop — 3gecb otobpaxaerca Ttekywmi PIN-kog maplpyTtusatopa. 3HayeHune
PIN-koga no ymonyaHuio Bbl MOXETE HaWTKM Ha Hakrernke Ha kopnyce unm B PykoBoacTse

nosib3oBarens.

> BoccraHoButb PIN-kog — BoccrtaHoeneHue 3HadeHus PIN-koga wmapwpytmusartopa,

3adaHHOro no ymon4aHuto.

» Cospatb HOBbIM PIN-kog - HaxmuTe [aHHyl KHOMKY Ans MNOMyYeHWUst CryyYyamHOoro
3HauyeHnss PIN-koga gns Bawero mapuupytusatopa. Co3gaHve M MCnonb3oBaHME HOBOMO

PIN-kopa noBbiliaeT 6e3onacHOCTb Balleln CeTu.

> Jlo6aBuUTb YCTPOMUCTBO - HaxxmnTe JaHHYO KHOMKY, YTOObl 406aB/TL HOBOE YCTPOMCTBO K

CYLLECTBYIOLLEN CETU BPYUHYHO.

b). YTobbl fOGaBMTL HOBOE YCTPONCTRBO:

Ecnu 6ecnposogHon apantep nopaepxuaet Wi-Fi Protected Setup (WPS), Bbl MoxeTte
ycTaHoBUTbL  GecnpoBogHoe — nogkntoyeHve  Mexay — GecnpoBogHbiM — ajantepoM U
MapLUpyTU3aTopoMm Haxatuem kHonkm — Push Button Configuration (PBC) vnu npu nomolum
PIN-kona.

& lMpumeyaHue:

YT100bI Cco3aaTth ycnewHoe nopkntodeHne ¢ nomowpbto WPS, Bam Takke npuaeTcd nNpomnsBecTu
COOTBETCTBYHOLME HACTPONKN HOBOro ycTponcTtea ana WPS.

HacTtpoiika HOBOro ycCTpOWCTBa paccMaTpuBaeTcs Ha npumepe O6ecnpoBOAHOrO agantepa
TP-LINK.

I. HacTtpomka HaxaTuem KHOMKMH

Ecnn 6ecnposogHon agantep nogaepxmsaet gyHkumio WPS - HacTtpowka 3awmwénHoro Wi-Fi
mnn (QSS) n HacTpoViKy C MOMOLLBI HaxaTusi KHOMKW, Bbl Moxere nobaButb ero B CeTb

cnegyowmumm cnocobamm.
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TL-MR3220
Haxmute kHonky WPS/RESET Ha 3agHeln naHenu maplupyTmMsaTtopa, He yaepusasi eé

Cnoco6 Homep oauH:

War 1:
bonee 1 cekyHabl.

LA S
N

2 1 RESET
—

o

POWER ON/OFF 4 3

Pwuc. 4-3 [lobaBneHne HOBOroO yCTpOMCTBA

War 2: Haxmute kHonky WPS unu QSS apgantepa v yaepxuBanTe e€ HaxaTton 2 - 3 CeKyHbl.

r A
N

War 3: [NogoxauTe, Noka He NOSABUTCA yKasaHHOE HuXe OkHO. Haxmnte 3aBepwuntb (Finish)

ans 3asepeHuns HacTponkmn WPS.
& WPS for Wireless @

Wireless Configuration Completed
Your computer has successfully joined the TP-LINK network.

OkHo HacTporikn WPS b6ecnpoBogHoro agantepa

Cnoco6 Homep ABa:
War 1: Haxmute kHonky WPS/RESET Ha 3agHen naHenv mapLupytmusartopa.

]
WAN\_ Reser

2 1

©o

POWER ON/OFF 4 3
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War 2: [Ona HacTponku GecnpoBogHOro agantepa Bbibepute HaxaTb KHOMKY Ha MOen Touke

poctyna (Push the button on my access point) B ytunute Hactporikn WPS kak nokasaHo Huxe,
3atem HaxxmuTe danee (Next).
Join a Wireless Network

WPS is preparing to join your computer to a wireless network.

‘Which setup method do you want to use?
(%) Push the button on my access point
() Enter a PIN into my access point or a registrar

) Enter the PIN from my access point

Push the button on your access point and click Next to continue.

Automatically select the network [¥]

[ < Back ][ Next > ][ Cancel ]

OxkHo HacTpovikn WPS GecnpoBoaHOro agantepa
War 3: [Mopoxaute, noka He MOSIBATCA YKa3aHHOE Huxke okHo. Haxmute 3aBepwutb (Finish)

ans 3aBepLueHns HacTporkn WPS.

& WpS for Wireless @

Wireless Configuration Completed
Your computer has successfully joined the TP-LINK network.

Finish

OkHo HacTporkun WPS BecnpoBogHoro agantepa
Cnocob6 Homep Tpu:
War 1: CoctosHne WPS pomkHO ObiTb BkIOYEHO, He MeHSAWTe €ero, HaXMUTE KHOMKY

Ho6aBuTtb ycTponcTBo — Puc. 4-2, nocne yero Bbl yBuanTe cnepyoLyto cTpaHuLly.
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& BBeawuTe PIN-KOJ HOBOrO YCTPOACTBA.

PIN: |
): HAUKMUTE KHOMKY HOBOTO YCTPOMCTBA B TEYEHNE 2 MUHYT.

[ Hasan || MomxnwounTs |

PucyHok 4-4 [Jo6aBWTb HOBOE YCTPONCTBO

LWar 2: Bowibepute HaxkmMute KHOMKY HOBOro YCTPOWCTBA B T€YE€HUE 2 MUHYT U Haxmute

MopknounThbeA.
War 3: [nsa HacTpoviku BecnpoBogHOro agantepa Bbibepnte HaxkaTb KHOMKY Ha MOeln Touke

poctyna (Push the button on my access point) B ytunute Hactponkn WPS kak

nokasaHo Huxe, 3atem HaxmuTe [lanee (Next).

#3 WPS for Wireless @

Join a Wireless Network

‘WPS is preparing to join your computer to a wireless network.

‘Which setup method do you want to use?
(%) Push the button on my access point
() Enter a PIN into my access point or a registrar

() Enter the PIN from my access point

Push the button on your access point and click Next to continue.

Automatically select the network [v]

[ < Back ][ Next > ][ Cancel ]

OxkHo HacTpoviku WPS GecnpoBoaHoro agantepa
War 4: [Mogoxaute, noka He NOSIBUTCS yKa3aHHOe HWKe OkHo. HaxmuTte 3aBepwmTb (Finish)

Ons 3aBepweHmnst Hactporkn WPS.
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Wireless Configuration Completed

Your computer has successfully joined the TP-LINK network.

Finish |

OkHo HacTporikn WPS B6ecnpoBogHoro agantepa
Il. C nomouwsto BBoaa PIN-koaa
Ecnu 6ecnpoBogHon apgantep nogaepxusaet dyHkumio WPS (Hactporka sawuwérHoro Wi-Fi)
unn QSS n ayteHTupmkaumo ¢ nomowbto PIN-koga, Bbl moxeTe gobaBuTb ero B ceTb, BBeas

PIN-kog, cnegyowmmmn cnocobamm.

Cnocob6 Homep oauH: BBecTn PIN-koa ¢ mapwpyTtusartopa
War 1: CoctosHne WPS gomkHo ObiTb BKoueHo, He MeHsanTe ero, HaxmuTe KHornky [lo6aBuTb

YCTPOMCTBO — Nnocrie Yero Bl yBUanTe crieqyioLlyto cTpaHuLy.

& BeeguTe PIN-KOQ HOBOMO YCTROMCTEA.
PIN- |

(O HE[KMUTE KHOMKY HOBOTO YCTPORCTBA B TEUEHUE 2 MUHYT.

[ Hasan || NoaknioumTs |

LWar 2: Bwibepute BBectn PIN-koa HoBoro ycrtponctea u Beeaute PIN-kog GecnpoBogHoro

aganTtepa B nose PIN kak ykasaHo Bblle, nocne vyero Haxmmte NMoaKnioYnTbes.

& NMpumeyaHue:
PIN-kog agantepa Bcerga otobpaxaeTtcs B okHe HacTponkn WPS unn QSS.

War 3: [ns HacTpornku 6ecnposogHoro agantepa Bblbepute BBectn PIN-Kog B MO TOYKY
poctyna unu peructpartop (Enter a PIN into my access point or a registrar) B ytunute

HacTtporikn WPS kak nokasaHo Huxe, 3aTteMm HaxvuTe [lanee (Next).
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Join a Wireless Network

WPS is preparing to join your computer to a wireless network.

Which setup method do you want to use?
() Push the button on my access point
(*) Enter a PIN into my access point or a registrar

(O Enter the PIN from my access point

Enter the into your access point or extemal registrar
and click NexTtororlinue.

Automatically select the network.

[ < Back " Next > ][ Cancel ]

OxkHo HacTpovikn WPS G6ecnpoBogHOro aganrtepa

&= NMpumeyaHue:
B naHHom cny4yae PIN-kog aganTtepa no ymonyanuto: 16952898 (cm. pucyHOK BbiLLe).

Cnoco6 Homep aBa: Beectu PIN-kop ¢ mapwipyTtnsaTtopa

War 1: BosbmuTe Tekywmii PIN-kog maplipytmnsatopa (cm. Puc. 4-2) (kaxabii MapLupyTmMsaTop
nmeetr cBon yHukanbHbll PIN-kog. Bosbmém, ana npumepa, PIN-kog paHHoro
MapuipyTusartopa: 12345670).

War 2: [Ons HacTponkn GecnpoBogHoro agantepa Bbibepute BBectn PIN-kog ¢ Moen TOYKu
poctyna (Enter the PIN from my access point) B ytunute HacTponkn WPS kak nokasaHo
Hwke n Beeagute PIN-kog mapwpyTtusatopa B none PIN-kog Toukum pgoctyna (Access
Point PIN). Haxxmute [lanee (Next).

W2 WPS for Wireless @

Join a Wireless Network

WPS is preparing to join your computer to a wireless network.

Which setup method do you want to use?
(O Push the button on my access point
() Enter a PIN into my access point or a registrar

() Enter the PIN from my access point

Enter the PIN from your access point below and click Next to continue.

Access Point PIN:

Automatically select the network

[ < Back ][ Next > ][ Cancel ]

OxkHo HacTpoviku WPS GecnpoBoaHoro agantepa
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& MpumeyaHne:

PIN-kog mapLipyTnsaTtopa no yMOMYaHUIO MOXHO HaWTW Ha Hakrnenke Ha HWKHeN NaHenu unv B
OKkHe HacTponkn WPS (cm. Puc. 4-2).
c). Tocne TOro kak ycTpomcTBO OyaeT yCnelwHO NOAKMIYeHO K ceTn, Bbl monagéte Ha

cneayoLLyo CTpaHuLLy.

HdobaBuTb HOBOE YCTPONCTEBO

O BeeauTe PIN-KOJ HOBOTO yCTPORCTBA.
PIN: | |

(®) Ha#muTe KHOMKY HOBOTO YCTPOWHCTBA B TEYEHWE 2 MUHYT.

CoenuHeHHe npowno yenewHo!

[ Hasan || Nomkmounts |

& MpumeyaHne:

1) Ecnu yctponctso 6bIno ycnewHo 4o6aBneHo B CeTb, CBETOANOAHBIN UHANKATOP COCTOSAHMUSA
MapLupyTu3aTopa 6yaeT ropeTb NOCTOAHHO.

2) @yHkuna WPS He moxeT ObiTb HacTpoeHa, ecnu OTKMYeHa gyHKuma BecnpoBoaHon
nepefayv AaHHbIX MapLipyTusaTopa. [poBepbTe, 4TOObI hyHKLMA BecnpoBOAHON Nepeaayn
AaHHbIX MapLupyTu3aTopa bbina BkMYeHa 40 Havana npouecca HacTponkn WPS.

4.5 Cetb

Cems

- Doctyn K HHTepHeT
- 3GIG

- VAN

- Knonwpoeanne MAC-anpeca
-LAN

-1PTV

Puc. 4-5 Menio CeTb

MeHio CeTb comgepxuT wecTb pasgenoB (cm. Puc. 4-5): AQoctyn K UHTepHeT, 3G/4G, WAN,
KnoHnnpoBaHne MAC-appeca, LAN u IPTV. Bbibepute HyXHOE€ MEHIO [fsi HaCTPOWKM
COOTBETCTBYHOLLEN PYHKLNN.

4.51 [Joctyn Kk UHTepHeT

3angute B MeHto Ha cTpaHuuy Cetb — [ocTtyn K UHTepHeT, ansa HacTporku pexnma goctyna
(cm. PucyHok Hwxke). MaplipyTnsatop MOXeT pabotaTb, MCMonb3ys MOAKoYeHNe Yepes nopT
WAN wunn 3G/4G USB-mogem, v nogaepxvBaeT YHKLUMIO pes3epBMpPOBaHMS KaHamna wu
aBTOMaTMYeCcKoro nepeknodeHns Ha 3G/4G-nopknoyeHne, ecnv MpoBOAHOE MNOAKIOYEHME

yepes nopT WAN cTaHOBUTCS HEBO3MOXHbIM.
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MapwpyTnaatop NpeanaraeT BeBpaTe oauH 13 CNEOYIWNK PEXUMOE NOGKMIYEHNA K VIHTEPHET:
(%) Tonbko 3G/4G - Vcnonbaoeatk Tonbko 3G/4G-NogkNKYeHne ANA 4ocTyna K VIHTepHeT.
(O NpegnoyturensHo 3G/4G - cnons3oeate 3G/4G KaK 0CHOBHOE NOLKMOYEHWE, A TUM NOSKNKUEHUA WA B KaUeCTEE pe3epEHONO.
() Npegnoyturensso WAN - lcnonb3ceats THN NogknioueHnA WAMN B KauecTBe 0CHOBHOTO, @ 3G/45 B KaueCTBE PE3EPEHOTO NOOKNIYEHNA.

() Tonsko WAN - lcnonk3ceaTe TonsKo WAN NogknioyeHne K FIHTEpHET.

COXpaHuTb

PucyHok 4-6  [octyn k IHTepHeT

> Tonbko 3G/4G
B atom pexunme maplupytmnsatop 6yaeT nbiTaTbCa YCTaHOBUTL Tonbko 3G/4G nogknioveHme.
MopgkntoueHrne WAN He BO3MOXHO.

»> [MpegnouytutensHo 3G/4G
B aTtom pexume wmapuwpyTtusatop 6Oyamet yctaHaBnueatb 3G/4G  nogkrnoyeHne B
NPUOPUTETHOM MOPSLKE;
Ecnn nogkntodeHne no cetn 3G/4G yctaHoBuTb He ypaétca unm 3G/4G USB-mogem He
NOAKMNIOYEH, HO NPU 3TOM MPOBOAHOE MOAKMYEHNe AOCTYMNHO, MapLUpyTM3aTop YCTaHOBUT
NPOBOAHOE NOAKITHOYEHNE;
Ecnn wmapwpytmsatop ycnewHo yctaHaenueaeT 3G/4G nogkntoveHve, TO yCTaHOBKa
NPOBOAHOIO MOAKITHOYEHNST MpeKpallaeTcs M MapLpyTM3aTop cpasy nepekniovaeTcsa Ha
paboty B cetn 3G/4G.

> [MpeanoytutensHo WAN
B aTtom pexume mapwpyTtusaTop 6yaeTt yctaHaBnmBaTtb nposoaHoe nogkrtodeHne (WAN) B
NPUOPUTETHOM MOPSIAKE;
Ecnn npoBogHoe nogknioveHue yCcTaHoBUTb He yaaétcs, a 3G/4G noaknoyeHne JOCTYMHO,
MapLupyTusatop OyaeT nbitaTeCs yeTaHoBUTb 3G/4G NoaKNOYEHUE;
Ecnn y mapwpyTtusaTtopa nosiBfsieTcs BO3MOXHOCTb YCTaHOBUTb MPOBOAHOE MOAKMIOYEHME,
TO OH pa3opBéeT 3G/4G nogkntoveHme n nepekntountca Ha WAN.

> Tonbko WAN
B oatom pexume wmaplpytmnsatop OydeT nbiTaTbCA YCTAHOBUTbL TONbKO MNPOBOAHOE
nogkntoveHme. 3G/4G nogknio4YeHne He BO3MOXHO.

Haxmute kHonky CoxpaHUTb 47151 COXPaHEHNs] HaCTPOEK.

& NMpumeyaHue:

1. B pexumax MNpegnouytutenoHo 3G/4G vnun MpeanoytntensHo WAN, maplupytmsatop
yCTaHaBNMBaeT MOAKIIOYEHNE, pa3pblBaeT ero U nepeknoyaeT Tekyllee MNoaknoYeHne
aBTomaTtudeckn. KHonka Mopgkniountbea/OTknwuntb (3G/4G, PPPoE, PPTP, L2TP) He
ncnosb3yeTcsl, a HEKOTOPbIE NPOYNE NapamMeTpbl HE MOTYT ObiTb HACTPOEHbI BPYYHYIO.
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2. BoamoxHocTb Bblbopa mexay pexumamn 3G/4G n WAN pgoctynHa Tonbko npu Tune
nogkntodeHna  WAN  "OuHamnueckmnn  IP-agpec”, "Ctatumyeckun |IP-agpec” wnu
"PPPoE/PPPoE Poccus".

452 3G/4G

3angute B MeHto Ha ctpaHuyy Cetb — 3G/4G anda HacTponkn dyHkumm 3G/4G (cm. PrucyHok
Hwke). Ona wucnonb3oBaHusa QyHkuun 3G/4G npexage BCEro HeoOXOAMMO  MOAKMHYUTL
USB-mogem B nopt USB wmapwpytmnsatopa. MaplpyTtnsatop yxXe COOEPXUT AOCTaTOYHO
uHdopmauum o 3G/M4G USB-mogeme. [lapametpbl USB-mogema OyayT HacTpoOeHbl
aBTOMaTMYeCKku, ecnv KapTa nogaepxuBaeTcs Maplipytu3atopoM. Ecnu nogkntoveHHbIi Bamu
USB-mogem nopaepxuBaeTcsa MaplupyTusatopoMm, Bbl yBuauTe coobuieHne “YenewwHo
onpepenéH’s none 3G/4G USB-Mogem (3G/4G USB Modem) (cm. Puc. 4-7).

& lMpumeyaHue:

Mpn ucnonb3oBaHuu pexuma nopknoveHus k MHtepHer Tonbko WAN Hactponku 3G/4G
HeOOCTYMHbI. Onsa NCMNONb30BaHUA 3G/4G-noaknoyeHns Heobxoanmo N3MEHUTb
COOTBETCTBYOLWMM 00pa3omM pexnm goctyna K IHTepHeT B COOTBETCTBUM C yYKa3aHUAMK pasgena
Ooctyn k VIHTepHeT.

3G/4G USB-mogem: He nogrnoyéx
Ecnu BawWw peroH UNW NoCTaBWMK FIHTEpHET-YCYT HE YKa3aHkl B cKCKe, Homep HaBopa/APMN No yMOonyaHWio yCTapeBWKHe MNK Baw
NOCTAEWMEK MIHTEpHET-yCmyr TpeGyeT BEECTM MMA NONb30BATENA W N3P0k, HA¥MUTE [ONONHUTENEHEIE HACTPOMKKM ANA Toro, YToGk YKA3aTh UX EDYUHYK.
PeruoH: Poceun b
NMocTaewmk ycnyr modunsHoro MHTepHeT: Beeline ™
Peim NogknoveHna: () NMopkniownTe No TpeGoBaHKK

(& MogKninyNTE 3BTOMATHYECKN
() MofKnIoYNTE BRYYHYK

MaKcumaneHoe BpeMA NPOCTOR MUHYT (0 03H3YAET, UTO NOQKNKUEHUE GYOeT AaKTHEHLIM NOCTORHHD)

Tun ayTeHTHgQMaKLWM ®asto OPAP (O CHAP

OTknoyeHo

[ LlONONHUTENEHEIE HACTPOIiKM | [ coxpanuts | [ HacTpoiikn mogema

Puc. 4-7 3G/4G

> PernoH — Buibepute pervnoH, rae Bbl ucnonb3yete kapty 3G/4G.

> [MoctaBwmk ycnyr mobunbHoro UHTepHeT — Bbibepute noctaBwuka WHTepHeT-ycnyr,
KoToporo Bbl ucnonbsyete ansa 3G/4G nogkniodeHus. MaplpyTtusaTop nokaxeT Homep
Habopa, APN (umsa TOYkM JOCTyna) yka3aHHOro nocrasLumka NHTepHeT-ycnyr.

> TlMopkn4uTb No TpeboBaHUIO — B HacTporkax MapLUpyTM3aTopa MOXHO yKa3aTb, YTOObI OH
aBTOMaTtuyeckn cbpacbiBan coeguHeHne ¢ WHTepHeT u4epe3 onpefdeneHHbI nepuon
BpeMeHn — MakcumanbHoe Bpems npocTtos. Ecnv Takoe nogkntoveHne Gbino pasopsaHo

n3-3a npocCToA, (byHKLWIFl Mopgknwuntb no TpeGOBaHMI'O B aBTOMaTU4eCKOM pexunme
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BOCCTaHOBWUT €ro kak Tonbko Bbl obpatuteck k WHTepHeT-pecypcy. Ecnm Bbl xoTute
akTmBmpoBaTb yHKUMIO [MoAKNIOYMTL MO TPeOOBaHWUIO, HAKMUTE COOTBETCTBYIOLLYIO
paguo-kHonky. Ecnn Bbl xoTute, 4TOObI nogknioveHne K VIHTepHeT O6biflo  akTUBHbLIM
NOCTOSIHHO, BbibepuTe O B none MakcumanbHOe BpeMsi MPOCTOA, MUIM YKaXuTe BPeMs B

MUHYTax, Yepes KOTopoe NoakmnoYeHve k MIHTepHeT GyaeT cOpoLLIEHO aBTOMATUYECKU.

& lMpumeuaHue:

MHoroa nogknioveHne K MHTepHeT He MoXeT ObiTb MpeKkpalleHo [axe ecnu B none
MakcumanbHoe Bpemsi MPOCTOSA YKa3aHO KOHKPETHOEe 3HadyeHue, T.K. HeKoTopble
NPUIOXEHUS NOCTOAHHO obpallatTes K MIHTepHeT B hOHOBOM pexunme.

MogkniounTb aBTOMaTM4Yeckn — MaplpyTmusatop aBTOMaTU4eCKUM BOCCTaHaBNMBaeT
NnoaKnio4eHne, Kak TofbKo OHO Bb1io copoLlueHo. YTobbl nogxkniounTb 3Ty OYHKLUMIO BbibepuTe
COOTBETCTBYHOLLYIO PaAMOKHONKY.

MopkniounTb BpPYYHYHO — B HacTpomkax MapLlipyTM3atopa MOXHO BblbpaTb
NnoaKknio4YeHMe/oTkNIoYeHNe  BpyYHyk.  [locne  nCcTevyeHuMs  yka3aHHOro  nepuopa
MakcumanbHoe BpeMsi MPOCTOSA MapLIpyTU3aTop MpPeKpaTuT nogkntoyveHne k UHTepHeT,
npu 3TOM, ecnn Bbl oOpaTuTecb K WHTEepHeT-pecypcy CHOBa, MNOAKM4YeHMe He Oyaet
aBTOMaTU4YEeCKM BOCCTaHOBMEHO. YToObl akTuBMpoBaTb 3Ty  YHKUMIO, HaXMute
COOTBETCTBYHOLLY pagnokHornky. Ecnu Bbl xoTuTe, 4Tobbl NoAKNoYeHne K MHTepHeT 6bino
aKTMBHO Bce Bpems, ykaxuTe 0 B none MakcumanbHoe Bpemsi MPOCTOA. TakkKe MOXHO
yKkasaTb Nepuog BpEMEHN B MUHYTaX, B TEYEHNE KOTOPOro NoAkmnoyeHne K VIHTepHeT byaeT

aKTUBHbIM OO0 NOCTynJieHnA 3anpoca Ha HOBOE NOoAKI4YeHune.

& lMpumeyaHue:

WHorga nogkntodeHne Kk WMHTEpHET He MoxeT ObiTb NpekpaweHo Aaxe ecnv B rnore
MakcumanbHoe BpeMsi NPOCTOSA YKa3aHO KOHKPETHOe 3HayeHue, T.K. HeKoTopble
MPUMOXEHUst MOCTOSIHHO obpaLlatoTcs K VIHTepHeT B (DOHOBOM pexume.

Tun ayteHTUdmkauum — Hekotopble noctaBlmku VHTEpHET-ycryr TpebyloT ocobbi Tvn
ayTeHTUdUKaLMKN, yTouHUTE 3Ty nHdopmaumio y Ballero noctaslimka VIHTepHeT-ycnyr unm
yCTaHOBUTE 3Ha4yeHne ABTO.

e ABTO — MapLipyTn3aTop CBAXeTCS C CepBEPOM B peXXUMe ANHaMUYECKOro CornacoBaHus,
noatomy Tun ayteHTUdMKaLUN yKasbiBaTb HE HYXXHO. TuN No ymonyaHuio: ABTO.

e PAP - TllpoTokon npocToi nNPOBEPKM MNOASIMHHOCTM. JOTOT NPOTOKON MNO3BONSAET
MapLLpyTU3aTopy NPOBOAUTL ayTEHTUMUKALMNIO NYTEM OTNPAaBKU MMEHM MONb3oBaTeNs U
napons Ha cepBep ydanéHHoro goctyna. Beilbepute aTOT TMn ayTeHTudMKauuu, ecnu
aToro TpebyeT nocTaBLMK NIHTEpHET-yCnyr.

e CHAP — Anroputm npoBepku NOANMHHOCTU, NpeaycMaTpuBaloLwuin nepegadvyy He camoro
napons nonb30BaTensi, a KOCBEHHbIX CBeAEHWA O HEM. ITOT NPOTOKOMN NpoBOAUT
NpOBepPKY NOANNHHOCTU Nepuognyeckn. Beibepute 3aT0T TMN ayTEHTUMMKALUKN, €Cnn 3TOro

TpebyeT nocTaBLMK VIHTepHeT-yCnyr.
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HaxmuTe PaclumpeHHble HacTPOMKWU Ansl OCYLLECTBIEHUS AOMNONHUTENbHOW HaCcTPOMKU (CM.
Puc.4-8).

Pervox: Foccna

MocTaewme ycnyr moounsHoro HHTepHeT: Beeline
[] ¥kazate Homep HaBopa, APN, MIMA nonk30BaTens 1 Maponk BpYYHy0
Homep Habopa: *00%
APN: internet.beeline.ru
WMA nonk3oBatens: |bee|ine (He oGA3aTentHo)
Maponk: ,T (He o0A3aTentHo)

Paamep MTU (B GaiTax): 1480 (Paamep no ymonuaHwi: 1480, He WameHATE Ge3 HeoGxogUMOoCTH)

[]Wcnone3oceate cnegyiowme agpeca DNS-cepeepos
MpeanounTaemeiin DNS-cepeep:

AnbTepHaTMBHLIA DN S-cepeep: (He ofA3aTenstHo)

[ Coxparmts | [ Haszag |

Puc.4-8 [ononHutenbHble HacTponkn 3G/4G

> PeruvoH/lMocTtaBlWuk ycnyr Mmo6unbHoro MHTepHeT — B aTux nonsx Oygetr otobpaxkeHa
MHopmauusa o permoHe W nocTtaBwmke WHTepHeT-ycnyr, Kotopble Bbl BbiOpanu Ha
npeabiaywen crpanuue (cMm. Puc. 4-7). Ecnn Bbl noctaBute ranoyky HanpotuB YkasaTb
Bpy4Hyto Homep Hab6opa n APN B 3Tnx nongax He OygeT ykasaHa Kakas-TO KOHKpeTHasi
NMHopmauums.

»> Ykasatb Bpy4Hyto Homep Habopa u APN - [loctaBumB 3aecb ranoyky Bbl cmoxerte
3anonHuTb nond: Homep Habopa m APN (umsa Todku gocTtyna), ecnu Baw nocTaBlyuk
WHTepHeT-ycnyr ykasaH B cnucke [lloctaBwMK ycnyr mobunbHoro WHTepHeT Ha
npeabiaywen ctpanuue (Puc. 4-7).

> Homep Habopa — Ykaxute Homep Habopa, npenocTaBrneHHbI BalUM MNOCTaBLLMKOM
WHTepHeT-ycnyr.

> APN - BeguTe wmsa TOYKM [oCTyna, npegocTaBneHHoe Bawwm nocTtaBLMKOM
WHTepHeT-ycnyr.

> Wma nonb3oBartens/naponb — Ykaxute Vima nonb3oBatens u Naponb, NpenocTaBneHHble
BaLUMM MOCTaBLUMKOM VIHTepHeT-ycnyr. OTu Nons YyBCTBUTENbHBI K PErMcTpy LwpudrTa.

> Pasmep MTU — Paamep MTU (MakcumanbHbI pa3mep naketa) no ymondauuio: 1480 6anr,
3TOro BMoNnHe AocTatodHo. B criyyae ¢ HekoTopbiMKM MocTaBLlmkamn NHTepHeT-ycnyr aTo
3HayeHue TpebyeTcs M3aMeHUTb. MI3MeHeHre AaHHOro napameTpa OCYLLEeCTBSeTCS TOMNbKO,
ecnu atoro TpebyeT Ball NOCTaBLUMK VIHTEpHET-yCnyr.

> MWcnonb3oBatb cnepylowune agpeca DNS-cepsepoB — Ecnv Baw nocraBlimK
WHTepHeT-ycnyr npepocTtaBndet Bam |P-agpec DNS-cepBepa, noctaBbTe ranouvky u

3anonHuTe Hwxecnegyowme nons MNpeanountaembin DNS-cepBep 1 AnbTepHaTUBHLIN
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DNS-cepBep. AnbTepHatmBHbil DNS-cepBep ykasbiBaeTca no BblOopy. B npotuBHOM

cnydyae agpeca DNS-cepsepoB OyayT NpUCBOEHbI AMHAMUYECKU BalUMM MOCTABLLMKOM
WHTepHeT-criyr.

> MNMpepnountaembin DNS-cepBep — (HeobGszatenbHas HacTpovika) Ykaxute |P-agpec
DNS-cepBepa B gecatndHom dopmarte C pasgenuTternibHbiMU TOYKaMu, npegocTaBlieHHbIN
BaLUMM NOCTaBLUMKOM VIHTEpHET-yCnyr.

> AnbTepHaTtuBHbIN DNS-cepBep — (Heoba3zaTenbHas HacTponka) YkaxuTte gpyrou |IP-agpec
DNS-cepsepa B gecaTMyHOM dopmate C pasgenuTenbHbIMU ToYKamMu, npefocTaBreHHbIN

BaLlM NOCTaBLLUMKOM MHTepHeT-CJ'IyI'.

Haxmute kHonky CoxpaHUTb 41151 COXpPaHEHNS] HAaCTPOEK.

HaxmuTe Hasapg nocne 3aBepLleHns HaCTPOWKM.

Haxmute kHonky Hactpomkm momema (cm. Puc. 4-7), ecnm Baw 3G/4G USB-mogem He
noaaepXMBaeTcs MapLLpyTM3aTopoM, nocrne Yero Bbl nonagéTte Ha CcTpaHuLy, YKa3aHHYK Huke

(cm. Puc. 4-9). Ha aTow cTpaHuue MOoXHO HacTpouTb napameTpbl USB-mogema.

D MNpowzsoguTens Monens YOanurs

Puc. 4-9 Hactponiku 3G/4G USB-mogema
MapLupyTr3aTop yXe COgepXuT 4OCTaToMHOE KonudecTBo MHgopmauumn o 3G/4G USB-mogeme.
Mapametpbl USB-mogema OyoyT HacCTpOEHbl aBTOMATUYECKW, €Civ KapTa MOAAEPKUBaAETCS
JaHHbIM  ycTponcTBOM. Ecnuv Bbl BCTaBunM KapTy, a YCTPOMCTBO onpedenser €€ Kak
"HensBecCTHyl" KapTy, To Bam OygeTr npeanoxeHo 3arpy3uTb ann C HacTponKkamu.
"HensectHas" kapTa MOXeT ObITb ONpeaeneHa, ecrnm B CMMCKE yKa3aHbl BepHble napameTpbl.
PekomeHayeTca aenatb HAaCTPOWKY TOMbKO B 3TOM CUTyaLMM.

Onsa no6aBneHus 3anucu 3G/4G USB-mopema.
1. CkavanTte nocriegHo Bepcuto danna ¢ Hactponkammn 3G/4G USB-mogema ¢ Hawero canTta

(http://www.tp-link.com).

2. Haxwmunte kHonky Jo6aButb (cm. Puc. 4-9), nocne yero Bbl monagére Ha cTpaHuuy Kak
ykasaHo Huxe (cMm. Puc. 4-10).
Haxmnte O630p... M YKaXUTE NYTb K COXPAaHEHHOMY hainy C HacTpovikamu B CTpoke Pann.

HaxmuTe 3arpy3uTb aAnd 3arpysku danna ¢ HacTpomKamu.
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Dann: | | Q&=op...

MpuMevaHne: ECnW Bl BOCCTAHABNMBAETE 3AB00CKME HACTPORKK N0 YMONYaHW, dain ‘bin' Gyoet yTepAH. ECNW Bbl NoTEpANK
thain "hin’,

Bam HeoOx0OMMO CHOBA 3arpyanTk Erd UMW CKaYaTe NOCMEQHION BEpCH0 BCTpoeHHOra MO cwww tp-link.com . OBHoBN&HHOE
nporpamMmHoe MO GyOeT yCTAHOBNEHO Ha Bawe 3G/4G-yCTPONCTED, Boe GiyHKUMKW, NPK 3ToM, GYOYT EOCCTAHOENEHL! 00 33B00CKWE.

[ 3arpyawte | [ Hasam |

Puc. 4-10 [do6aButb unun namexHntb 3anmcb 3G/4G USB-moaema

4.5.3 WAN
Bbibpae CeTb - WAN Bbl MOXXeTe HacTpouTb napameTpbl WAN, kak Moka3aHo Ha PUCYHKE HUXKeE.

& lMpumevaHue:

HacTtpowika nposogHoro nogkntodeHms yepes nopt WAN HeBosmoxHa, ecnu [octyn Kk NHTepHeT
YyCTaHOBINEH B pexunme Tonbko 3G/4G. MNoxanyncra, U3MEHUTE HAaCTPOMKK KaK yka3aHo B pasgene

4.5.1 Joctyn K IHTepHeT, ecnn Bbl XoTuTe MCNonb30BaTbh NPOBOAHOE MOAKITHOYEHME Yepes NopT
WAN.

1. Ecmm  nocraBwmk  UHTepHeT-ycnyr  obecneunBaet  DHCP-cepBuc,  Bbibepute
OuHamunyeckun IP, n mapwpyTtnsatop aBromatudeckm nonyuut IP-napameTpbl OT Ballero

noctaBwymka MHTepHeT-ycnyr. [lomkHO NosiBUTLCS crneaytowlee okHo (Puc. 4-11):

Tun nogkntoverns WAN: |,IJ,HHaMHL|em<H|I1 IP-agpec V| [ Onpegenirs ]
IP-afpec: 0.0.0.0
Macka nogcetu: 0.0.00
OCHOBHOM W3 0.0.0.0
Pasmep MTU (B GaiTax): 1500 (aHAYEHWE NO YMONYaHuia: 1500, He M3MEHATL Ge3 HeoGX0aMMOCTH.)
] Klcnone3oeate cNegywme agpeca DMNS-cepeepoe

MpeanoydTaemsiil DN S-cepeep: I:I
AnbTepHaTMBHLIA DNS-cepeep: I:I (HeoBA3aTENLHAR HACTRORKA)

WmA yana: TL-MR3220

] MonyyuTe IP-agpec c noMows Unicast DHCP (Kak npaeuna, 370 He TpedyeTcA.)

CoxpaHuTb

Puc. 4-11  WAN —[Ounamuyeckuin IP
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B atom okHe nokasaHo kak napameTpbl WAN, Bknoyasa IP-agpec, macky noacetu, OCHOBHOM

W3 U Tak ganee, gUMHaAMUYECKNM Ha3Ha4YakTCA MOCTaBLMKOM I/IHTepHeT-ycnyr. YToO6hI
0bHOBUTL napameTpbl OT MNOoCTaBLWKMKa I/IHTepHeT-ycnyr, HeO6XOD.I/IMO HaXaTtb KHOMKY

O6GHOBUTb. YTOOLI COPOCUTL 3HAYEHMS, BOCMONb3YMTECH KHOMKON OcBOGOAUTD.

» Pasmep MTU - OO6blvHO 3HayeHne MTU (makcumanbHOro pasmepa naketa) Ans
bonblwuHcTBa ceten Ethernet coctaBnsier 1500 Gawnt. PekomeHayem He M3MEHSITb 3TO

3Ha4veHune, ecrnin ToJ1IbKO 3TOro He Tpe6yeT Ball NMNOCTaBLUUK MHTepHeT-YCJ'IyI'.

» [Ecnu Baw noctaBwuk WHTepHeT-ycnyr npegoctaBun Bam oavH unu gea IP-agpeca
DNS-cepsepoB, Bam crnegyet Bbibpate Ucnonb3oBatb 3T DNS-cepBepbl 1 BBeCTM
MepBnyHbii DNS n BrtopmyHein DNS B cooTtBeTcTBylOWMe nons. B npotnBHOM cnydae

DNS-cepsepa 6yayT npMcBOEHbI NOCTABLLMKOM VHTEPHET-YCNYr AMHAMUYECKM

& lMpumeyvaHue:

Ecnu nocne ykasaHusi agpeca DNS-cepBepoB npu nonbiTke 3aiiT Ha CalT y Bac BO3HUKMA
owmnGka, 3TO 03HaYaeT, YTo ckopee Bcero agpeca Bawmx DNS-cepBepoB ykasaHbl HEBEPHO.
CBsxkmMTechb C BalMM NocTaBLMKOM VHTepHEeT-ycnyr Ans NonyvyeHust NpaBuiibHbIX aapecoB

DNS-cepBepos.
> Wwmsa y3na - [JaHHas onums No3BonsieT HasHa4YMTb UMS y3ra MapLipyTusaTopa.

» MNMonyuutb IP-agpec ¢ nomouwbio Unicast DHCP - DHCP-cepBepa HeKOTOpbIX
NMOCTaBLUMKOB VIHTEPHET-yCNyr He MOAAEPKMBAKT MPUNOXKEHNS  LUMPOKOBELLATENBHON
nepegayun. Ecnu y Bac He nonyyaetca nonyuntb IP-agpec 06bl4HbIM 06pa3om, Bbl MOXeETE

BbIGpaTh 3Ty ONuMIo (AaHHas ONuMst UCMONb3YeTCs PeaKo).
HaxxmuTe kHonky CoXpaHUTb AN COXpaHEHUsi HAaCTPOEeK.

2. Ecnu Baw noctaswuk WHTEpHeT-ycnyr Mcnonb3yeT cTaTU4eckuin unu UKCMPOBaHHbLIN
IP-agpec, macky nogceTtu, W3 U onpeaenéxHHble napameTpbl DNS, 1o Bam cnegyet
BblOpaTb BapuaHT: Ctatnueckum IP-agpec. NMpy 3TOM OTKPOETCS OKHO, Kak NMokasaHo Ha
Puc. 4-12.
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Tun nogknioyesna WAN: Cratueckwii IP-agpec v
IP-anpec: 0000
Macka noaceT: 0.0.0.0
OCHOBHOW WNH3: 0000
Pasmep MTU (B Gairax): 1500 (3HaYeHWe No yMonyaduie: 1500, He M3MeHATs Ge3 HeoBxomUMOocTh.)
MNpegnoywTaemei DNS-cepeep: 0.0.0.0
AnNbTepHaTHBHLIA DNS-cepeep: 0.000 (HeoGA3aTENEHAA HACTPOMKA)

Puc. 4-12  WAN -Cratnyeckui |IP-agpec

IP-appec — YkaxuTe |IP-agpec, nony4eHHbIn OT nocTaBLmka MHTepHeT-yCcnyr, B AECATUHHOM

dopmaTe ¢ pasgenuTenbHbIMKU TOYKaMu.

Macka nogcetTu — YKaxute 3Ha4YeHMEe Macku MOACETWU, MNOSlyYeHHOe OT MNocTaBLUMKA
WHTepHeT-ycnyr B pecstudHom dopmarte ¢ pasgenuternbHbiMu Tovkamn. OObl4HO 3TO
255.255.255.0.

OcHoBHOM wnto3 — (HeobssatensHoe none) Ykaxute IP-agpec wnio3a, NofyYeHHbIA OT

NnocTaBLLUMKa MHTepHeT-YCJ'IyI' B 0EeCATUYHOM cbopmaTe C pasgenunteribHbIMW TOYKaMU.

Pasmep MTU — O6bI4HO 3Ha4veHre MTU (MakcumanbHbI pa3mep naketa) Ans 60nbwmHCTBa
ceten Ethernet coctaBnsier 1500 6anT. He pekoMeHOyeTcss N3MeHATb 3TO 3HA4YeHWe, ecnm

TONbKO 3TOro He TpebyeT noctaBLUMK MIHTepHeT-ycnyr.

MepBuyHbIM/BTopnyHbin DNS (HeobsizatensHoe none) — YkaxuTe oOuH unu aesa agpeca
DNS-cepBepoB, nomny4eHHble OT nocTaBlimka WMHTEpHEeT-ycnyr B AeCcATU4HOM dopmate C

pasgennTenbHbIMU TOYKaMW.

Haxxmunte KHOMKY COXpaHMTb Ana coXxpaHeHuna HaCTpOek.

3.

Ecnu Baw noctaBwumk MIHTepHeT-yCcnyr ncnosb3dyeT nogkrioyeHne yepes npotokon PPPOE,
TO Bam crneayeT BbibpaTb BapuaHT: PPPoE/ PPPoE Poccusa. 3geck TpebyeTca ykasatb

cnegytowme napameTpbl (Puc. 4-13):
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Tun noaKkstoHeHIs WAN: PPPoE/PPPOE Poccia %

Moaknioyenne PPPoE/PPPoE Poccus:
Wua nonsb3osarens:
Maponk:

Moareepaute naponk:
BTOPHHHOE NOJKIHYEHNE: @ Otkniouedo O OuHamuueckwit IP-agpec O Cratuueckwit IP-agpec  (AnA Dual Access/PPPOE PaccuA)

Micnoneayemelil Ha AaHHEIT MOMEHT TUR A0CTyna K VIHTEpHET: NpeanosTHTensHO 3GI4G. Pexiti NoOKNYeHIA 1 MaKCUMaNEHOE BpEMA NPOCTOR He MOMNT GalTe YKa3aHk! BRYYHYIO.
Peiim NOKIHYEHNA MoOKKYNTe NG TREGOBAHUK
MakCcMManeHoe BpeMA NpocToA MUHYTEI (0 03H3YaET, 4T NOAKNKYEHNE OyAeT aKTMEHKIM NOCTOAHHO.)
TOOKMIOYNTE ABTOMATHYECKN
MoQKMIoYNTE NG PACTHCAHND
Mepuog BpeMeHn.c (Y4:MM) go (HY:Mm)
MOOKMIOYNTE BRYYHYIO
MaKkcumMankHoe BpeMA NpocToA WMIHYTEI (0 03HEYEET, 4TO NOAKMYeHNe GYOeT aKkTMEHEIM NOCTOAHHO.)

Otknioveno!

[_Coxpanute | | [lononHKTENEHLIE HACTPOKK |

Puc. 4-13 WAN - PPPoE/Poccua PPPoE

Uma I'IO.I'II:30BaTeJ1$I/napOJ1b — YKkaxunTe Mms nonb3oBaTens u naposib, NorfiyvyeHHble OT

NnocTaBLLMKa I/IHTepHeT-ycnyr. 91K nons YYyBCTBUTEIbHbI K PETNCTPY.

BTopuyHoe noaknioveHue — [JaHHas onumsa OOCTYMHaA TONbKO Ans noakntodeHns PPPoE.
Ecnn Bbl nonyumnu ot noctaBwmka VIHTEpHET-yCnyr AOMONHUTENbHbLIN TUM MOLKITHYEHNS,
Takon kak OQuHamudecknn/Ctatnyeckmn IP, onga paboTbl ¢ nokanbHOW CETbO, TO HEOOX0AMMO

BblbpaTtb none OuHamudeckuin/Ctatudeckuii |P, 4ToObl akTMBMpPOBaTb 3TO NOOKITHOHMEHME.

e OTtknountb — [lo ymMonuaHWO BTOPUYHOE MNOAKMOYEHME OTKIMIOYEHO, TaK u4TO
ncnonbe3yeTcs Tonbko nogkntodeHmne PPPoE. 3T1o pekomeHayeTcs.

e OuHamuueckun IP — YT1o6bl Mcnonb3oBaTb AMHamudeckuin IP-agpec, nonyveHHbIn oT
NnocTaBLUMKa VIHTEPHET-yCNyr, B Ka4eCTBe BTOPMYHOIO MOAKIIOYEHUA Onsd paboTbl C
NoKanbHOW CETbIO, BblbEepMUTE COOTBETCTBYIOLLYIO PAANOKHOMKY.

e Cratnyeckmn IP — Yt06bl Mcnonb3oBaTb cTaTudeckuii IP-agpec, nonyyeHHbld OT
nocrtaBwimka VIHTEpHET-ycnyr, B Ka4yecTBe BTOPWUYHOrO MOAKIOYEHUs Ans paboTbl C
noKanbHOWM CeTbi0, BbIOEPMUTE COOTBETCTBYHOLLYIO PAANOKHONKY.

MoaknounTb No Tpe6oBaHUIo — [Npn BbIOOPE 3TOr0 pexnma NogktvYeHne nNpekpaLlaeTcs

aBTOMAaTMYECKM Yepe3 onpedeneHHbln nepuog HeakTusHocTn (MakcumanbHoe Bpemsi

nNpocTos) 1 BOCCTaHABNMBAETCS rnocne obpalleHus k VIHTepHeT-pecypcy. Ecnn Bbl XxoTuTe,
4TOObI CoOeauHEHNE ObINo akTUMBHLIM MOCTOSIHHO, B None MakcumanbHoe Bpemsi NpocTos
yKaxuTe 3HadeHue “07, nMbo yKaXuTe KONMMYECTBO MMHYT, MO MWCTEYEHUM KOTOPbIX

NoaKIoYeHne Kk ceTn VIHTEpHET npekpallaercs.

Moagkn4YnTb aBTOMaTUYECKU — I'Ipm cboe nogkntoveHus npoucxoguT ero aBToMmaTnyeckoe

BOCCTaHOBJ1€HUME.
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> lMopknounutb No pacnucaHuio — [logknyeHne ycTaHaBnMBAETCS TOMbKO B 3adaHHbIN

nepvoa (gaTta Hayana u KoHua nepvoaa ykasbiBaetcs B hopmate H4:MM)

& lMpumeyaHue:

MopknioyeHne no pacnucaHuto 6Oyaetr pabotaTb TOMbKO MNOCMEe TOrO, KaKk B OKHe
CuctemHble MHCTPYMeHTbl — HacTpoika BpemeHu OydeT BbICTAaBNEHO CUCTEMHOE BPEMS.
> TMopgknunTb BpyYHyr — [Ina nNogkniovYeHUs/OTKIOYEHNA BOCMOMb3YWTECH KHOMKOM
CoeanHntb/OTCOEAMHNTL. B 3TOM pexmme nopaepxunBaetcs GyHkuns MakcumanbHoe
BpeMsi npoctosl kKak u ana pexuma Mopgknountb no TpebGoBaHuto. [ogknioyeHune K
WHTepHeT MoxeT ObITb NpekpaLLleHo nocne onpeaeneHHoro nepMoga HeakTMBHOCTH, a 3aTem

BO30GHOBIEHO CHOBa Npu obpatleHnmn k IHTepHeT-pecypcy.

Haxmnte KHOMKY CoeouHNTb ONd HeMeasleHHOro noaknodenus. Haxvute OTcoeguHUTbL ANs

HeMeOs1eHHOro OTKIMIO4YeHUA.

WHorga nogknioveHre He MOXeT ObiTb NpekpalleHo aaxe ecnu B none MakcumanbHoe Bpemst
NPOCTOA yKa3aHO onpeferieHHoe 3HayeHue, T.K. HEKOTOpbIE MPUMOXEHNS B (DOHOBOM pexunme

obpaluatoTcsa k MHTepHeT-pecypcam

Ecnn Bbl XxOTUTe BHECTU W3MEHEHUS B AOMNONHUTENbHbIE HaCTpOVIKI/I, HaXXMUTE KHOMKY

JdononHuTenbHo. [MoABUTCS OKHO, Kak Noka3aHo Ha Puc. 4-14:

Pazmep MTU (e GanTax): 1480 (aHauerKe No ymonuyannk: 1480, He N3MeHATE Ge3 HeoGX0QUMOCTH.)

1A cepeuca:

WA KoHUEHTpaTopa focTyna:

[J Wcnons3aceats IP-anpec, NpesoCT2ENEHHBIR NOCTABWMKDM VIHTERHET-YCryT

IP-agpec, NpefoCTaENeHHLIA NOCTABWMKOM HHTEPHET-yCIyT:

HHTePBAN OHNANH-OTCIIEXNBAHNS; 0 cekyHOel (0 ~ 120 cekyHg, no ymonyanui: 0; 0 03H3YaeT, YTo OTCMNEXNEAHME HE MPOUCKOONT.)

[J Wcnonsaoeats cnepyiowse agpeca DNS-cepeepoe
TMpeano4uTaemkii DNS-cepaep:

AnbTepHaTEHBIR DN S-cepeep: (HeoBA3aTeNEHAA HACTPOIIKA)

[ corparuts | [ Hasag |

Puc. 4-14 JononHuTenbHble HacTporiku PPPoE

> Pasmep MTU — 3HayeHune no ymonuaHumto 1480 GanT, 4TO 06bIYHO SABNSIETCA ONTUMAasbHbBIM.
He pekomeHayeTcsa mameHsaTb Pasmep MTU, ecnn Tonbko 3TO He siBNSieTCA TpeboBaHMEM

nocTaBLUuMKa VIHTepHeT-ycnyr.

> Wma cepBuca/KoHueHTpaTtopa goctyna — VMs cepBuca U KOHUEHTpatopa [AocTyna.
JlaHHoe 3HayeHue criefyeT yKkasbiBaTb TONbKO B TOM Crlyyae, eCiiv 3T0 HeobxoanMo BalLeMy
noctaBLuky NHTepHeT-ycnyr. B GonbLUMHCTBE CryyaeB MOXHO OCTaBUTb 3T NOMS MyCThIMU,

YTO He nomeLuaeT pabore.
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IP-agpec, ykazaHHbIN nocTaBwmkom UHTepHeT-yenyr — Ecnu noctasmk NHTepHeT-yenyr
He nepefaeT aBToMaTuyeckn IP-agpec maplipyTMsaTtopy npu BXode B CUCTEMY, Bbibepute
ayenky IP-agpec, ykasaHHbIn nocTtaBwumkoMm WHTepHeT-ycnyr un ykaxuTte |P-agpec,
nonyyYeHHbI OT nocTaBwWuka WHTepHeT-yCcryr, MUCMoNb3ys TOYKM B KayecTBe 3Haka

pasfeneHus.

UHTepBan oHnanH-oTCneXxXmuBaHuUA — 3HavyeHne no ymonyaHuio 0. Takke MOXHO yKasaTb
3HaveHue ot 0 go 120. MapwpyTusatop 6yget BECTU MOMUCK KOHLUEHTpaTopa Aonycka vyepes

3afaHHbIn uHTepean. MNpu 3HavyeHun 0 Nomck BecTUCh He Byaer.

IP-appec DNS cepBepa - Ecnu Baw noctaBwmk WIHTEpHeT-ycnyr He HasHayaer
mappyTtusatopy DNS-agpeca aBTomatudecku npu BXo4e B CUCTEMY, MOCTaBLTE ranoyky B
averike MWcnonb3oBatb cnepyowme DNS-cepBepbl ”  yKaXuTe MOMYYEHHbIA OT
nocraswmka WHTepHet-ycnyr IP-agpec B pecaTuyHom cphopmaTte € pasgenuTenbHbIMU
Toukamu B none nepsuyHbin DNS-cepep. Ecnn umeerca agpec sropmyHoro DNS-cepBepa,

ero Takxe criegyeT ykasaTb.

Haxmunte KHOMKY COXpaHMTb Ana CoXxpaHeHuna HaCTpOek.

4,

>

>

Ecnu nocraBwmk VHTepHeT-ycnyr ncnone3yet kabens BigPond (unu curHan Heart Beat),
BblbepuTe Kabenb BigPond. 3geck Heob6xoanmo ykasaTtb cnegytowme napameTpbl (M. Puc.
4-15):

Tun nogkno4eHnA WAN: Kabene BigPond e
WA nonk3oBarens:
Naponk;
Cepsep ayTeHTADHKALNM: sm-server
[OomeH ayTeHTUdMKaLIK:
Pazuep MTU (g BaiTax): 1500 (3HaueHWe nNo yMonuaHro 1500, He 3MEeHATE 083 HeoBXogUMoCT.)
The current Internet Access is MpegnoyrurensHo 3Gi4G. The Connection Mode and Max |dle Time could not be set manually
Hecnonk3yemeiin Ha gaHHBIA MomeHT Thn Joctyna kK HHTepHeT: MogkniounTte No TpeGoeanno
M3KCUMManeHoe BREMA NPOCTOR: MUHYT (0 03HEYEET, YTO NOOKMIOYEHHE GYOET aKTHEHBIM NOCTOAHHO.)
TOAKNKYNTE ETOMATHYECKN
TOAKNIOUNTE BPYUHYID
MaKcumansHoe BpeMA NpocTon WMUHYT (0 03H3YaET, YT0 NoOKMIoYeHne GyIeT akTHBHLIM NOCTORHHO.)
Otkniyeno!
COXpaHUTL
Puc. 4-15

Umsa nonb3oBartensi/Maponb - YkaxuTe MMs nofb3oBaTensl M naporib, MOnyYeHHble OT

nocTaBLimka NIHTEpHET-ycnyr. T Nonsi YyBCTBUTENbHbI K PEFUCTPY.

CepBep ayTeHTUdUKaumm - Ykaxute IP-agpec unu nms ysna cepeepa ayTeHTMdmKaLmm.
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> [omeH ayTeHTUMKaLMmM - Ykaxunte nma cepsepa ¢ cyddmMKCoM JOMEHaA C Y4ETOM BaLLEro

MECTOHaXOXAEHWS.
Hanpumep:

NSW /ACT - nsw.bigpond.net.au
VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au
QLD - gld.bigpond.net.au
> Pa3smep MTU - O6blyHO 3HayveHne MTU (makcumanbHbI pasMmep naketra nepefaBaeMblX
OaHHbIX) ana 6onbwnHcTBa ceten Ethernet coctaensetr 1500 Gawmt. He pekomeHpyetcs

N3MEHATb ero, ecrin ToJfibKo 3TOro He Tpe6yeT NoCTaBLUUK l/IHTepHeT-ycnyr.

> MMopkntounTtb no TpebosaHuio — [py BLIBOpe 3TOro pexxnma NoakmnveHne npekpalaeTcs
aBTOMaTUYeCcKn 4Yepes oOnpefeneHHbIn nepuoa HeakTMBHOCTM (MakcumanbHoe Bpems
NpoCTOA) 1 BOCCTaHABNMBAETCA MNocne obpalleHus k VIHTepHeT-pecypcy. Ecnu Bbl XxoTuTe,
4YTOObI cCoeAnHEeHVe BbINo akTUBHBLIM NOCTOSAHHO, B nNone MakcumanbHoe Bpemsi NpocTosi
ykaxute 3HadeHue “0°, nnbo yKaxuTe KOMMYECTBO MWHYT, MO WCTEYEHUN KOTOPbIX

nopgkroveHne kK cetn MHTepHET npekpallaercs.

> MoaknunTb aBTOMaTUYeCKU - ABTOMATUYECKOE MOAKMIOYEHNE MOCNe OTKMAYEHUS

mMapLupyTm3aTopa.

> TMogknunTb BpY4HYH — [1ns HEMeaneHHOro NOAKMOYEeHUSA/OTKITIOMEHNST BOCMONb3yNTECh
kHonkon CoeaumHnTb/OTCOEAMHUTL. B 9TOM pexume nopaepxmBaetrca  (pyHKUMS
MakcumanbHoe Bpemsi NMpocTos kak u B pexume [Mogknouutb No TpeboBaHMIO.
MoakntoveHne Kk WIHTEPHET MOXET OblTb MpPeKpalleHO Mnocre onpeaeneHHoro nepuopa

HeakTVBHOCTW, a 3aTeM BO30GHOBNEHO CHOBA Npu obpalleHun k IHTepHeT-pecypcy.

Haxmute kHonky CoeguHUTbL AN HeMeAneHHoro noaknioyeHus. Haxvmute OTcoeauHUTL

ana HemeaneHHoro OTKINi4YeHu4.

MpenynpexpeHue: NHorga nogknoveHne K IHTEPHET HE MOXET ObITb NPeKpaLleHo Aaxe ecnv B
none MakcumanbHoe Bpemsi TMPOCTOS YyKasaHO KOHKPETHOe 3HayeHue, T.K. HeKoTopble

MPUNOXEHUS NMOCTOSIHHO obpaLLatoTcs K IHTEpHET B (DOHOBOM peXxunMe.

Haxmunte KHOMKY COXpaHMTb Ona coxpaHeHnAa HaCTpOeK.

5. Ecnu noctaBwmk WHTepHeT-ycnyr wucnonb3dyeT Tun noaknwodeHusa L2TP, Boibepute

L2TP/L2TPPoccus. 3gecb Heobxoanmo ykasaTb cnegytowme napametpsbl (Puc. 4-16):
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Tun nogknyeHns WAN: L2TR/L2TP Poccua b

HmA nonk3osarens: |
Mapons:

OtknioyeHo!

@ OuHamuyeckuit IP O CTaTHyeckuil IP
IP-anpec/MiMA cepeepa:
IP-appec: 0.0.00
Macka nogcerm: 0000
OCHOBHOW WIH03: 0.000

DHNS: 0000,0000

IP-agpec HHTEpHET: 0.0.0.0
WHTepHeT DNS: 0.0.0.0,0.0.0,0

Pazmep MTU (B Gairax): 1460 (o ymonyaxui: 1460, He H3MeHATE Ge3 HeoBxXoOMMoCTH.)

Mcnonsayemelil Ha AaHHBIR MoMeHT TUR JocTyna K MHTepHeTlpegnoyTurensHo 3G/4G. PexiuM nogknioueHnA 1 MaKCUManksHoe BpeMA NPOCToA He MOryT BbiTh ¥Ka3aHk! BRYUHYK
Pexin NogKnoYeHnn: MogknioynTs no TpefoBaHnio
MoAKNIoYNTE BTOMATHYECKI
MoaKNOYNTE BRYYHYID

MaKcnmansHoe BpeMA NPOCTOR: MUHYTEI (0 03HAYAET, YTO NOAKNKYEHNE BYOET AKTHEHEIM NOCTOAHHO.)

CoxpanuTe

Pwuc. 4-16

Umsa nonb3oBartensi/Maponb - YkaxuTe MMs Mnofb3oBaTensl M naporib, MOnyYeHHble OT

nocTaBLmka NIHTEpHET-ycnyr. 3T Nonsi YyBCTBUTENbHbLI K PEFUCTPY.

OnHamunyeckun IP-agpec/Ctatnyeckun IP-agppec - Bbibepute  CraTtuyeckum
IP-apgpec,

ecnu Bbl Nonyunnu 3HavyeHue IP-agpeca, macku nogcetu, wn3a n agpec  DNS-cepsepa
OT nocTaBLmka NHTepHeT-ycnyr. B npotnBHOM criyyae Bbibepute  [OuHamMunyeckuin
IP-apgpec. IP-agpec/ma cepeepa — VYkaxute IP-agpecunu  gomeHHoe nwvs,

nomny4YeHHble OT NocTaBLUMKa VIHTEpPHET-YCNyT.
IP-appec/msa cepBepa — Ykaxute |P-agpec nnm goMeHHoe nUms, NoflyyYeHHble OT
nocTaBLMKka IHTepHET-yCnyr.

MoaknounTb No TpeboBaHUIO — B HacTporkax MapLupyTU3aTopa MOXHO yKasaTb, YTOObl OH
npekpawan coeguHeHve ¢ WHTEpHET 4epe3 oOnpedeneHHbli  nepuon  BpPeMEHU
(MakcumanbHoe Bpems npocTtos). Ecnn Takoe coeguHeHue ObIO MpekpalieHo u3-3a
npocTos, PyHKUuS MoaKknoYnTL NO TPe6oBaHUIO B aBTOMATUYECKOM PEXMME BOCCTAHOBUT
ero, Kak TonbkO Bbl obpaTtutecb K WHTepHeT-pecypcy. Ecnu Bbl XOTMTe akTMBMPOBaTb
dyHkumio MogknounMTb NO TPe6oBaHUIO, HAXKMUTE COOTBETCTBYIOLLYIO PagUOKHOMKY. Ecrniun
Bbl XOTWUTE, YTOObI noakrntoveHne Kk MHTepHeT Oblno akTMBHLIM NOCTOSIHHO, Bblbepute 0 B
norne MakcumanbHoe BpeMsl NPOCTOA. Takke MOXHO yKasaTb Nepuog BPEMEHU B MUHYTaX,

rnocrne KOToporo noAknoveHne Byaet npekpatleHo.

MoaknunTb aBTOMaTUYeCKU - ABTOMATUYECKOE MOAKMNIYEHNE Mnocne OTKMAYEeHUs
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MapLlipytusatopa. YToObl nOAKMOYUTL  3TY (PYHKUUIO HaXMUTE COOTBETCTBYIOLLYIO
PaanOKHONKY.
> [lMopgknwuuTb BpPY4HY - B HacTpovkax MaplpyTMsatopa MOXHO BblOpaTb

NOAKITIOYEHNE/OTKINIOMEHE BpYYHYl0. [locne uMCTeYeHWs yka3aHHOro nepuoda npoCTos
(MakcumanbHoe BpeMA NpoCTOos), MapLLUpyTU3aTop NpekpaTuT coegmHeHne ¢ NHTepHeET, 1
Korga Bbl CHOBa obpartutecb K VIHTEpHET-pecypcy, coeguHeHne He OyaeT aBToOMaTU4eCcKu
YTtobbl

pPaanoOKHOMKY. Ecnu Bbl X0TUTE, 4TOObLI NOAKMOYEHNE OblNo aKTUBHO NOCTOSAHHO, YKaxunTe OB

BOCCTaHOBJ1€HO. akTmBupoBatb 3Ty (byHKU,I/I}O, HaXMUTe COOTBETCTBYIOLLYIO
none MakcumanbHoe BpemMs NMPOCTOA. Takke MOXHO yKasaTtb nepuog spemMeHn B MUHYTaX,
B T€4eHne KOTOpPOro Bbl XOTUTE MMETb aKTUBHOE MNMOAKITIOHEHNE K MHTepHeT 0o Tex nop, noka

He 6y/:1eT caenaH 3anpoc Ha HOBOE MNoAKro4YeHne.

BHumaHue: VHorga nogkntoyeHne He MOXeT ObiTb npeKkpaweHo aaxe ecnnm B none
MakcumanbHoe BpeMsa npocToA YyKa3aHO onpegereHHoe 3Ha4deHue, T.K. HeKOoTopble

npunoxeHusi B oOHOBOM pexxnmMe obpaliatotcs k IHTepHeT-pecypcam.

Haxmute kHonky CoxpaHUTb 415 COXpPaHEHUSI HACTPOeEK.

6. Ecnu noctaBwuk MIHTepHeT-ycnyr npegoctaensaeT PPTP-nogkntoyeHne, Boibepnte 3Ha4YeHne

PPTP/ PPTP Poccus. 3geck HeobxoamMmo ykasaTb crniegyrowime napametpsl (Puc. 4-17):

Tun nogrntoyenus VAN: PPTP/PPTP Poccus v
WMA NONb30BaTenA:
Naponk:

Otknioveno!

(@ Ounamnyeckai IP-agppec () Cratnyecknii IP-agpec

IP-anpec/Wma cepeepa:

>

IP-agpec:
Macka nogcem:
OCHOBHOM WH3:

DNS:

IP-agpec B ceTH HHTepHeT:

HuTepHer DNS:

Pazauep MTU (B Gairax):

VICNonk3yemelil Ha AaHHEI MOMEHT THN JOCTYNa K MHTEpHETMPEANONTUTENEHO 3GI4G. Ptk NoOKNIUEHNA 1 MaKCUMaNsHOE EDEMA NPOCTOA HE MOTYT ObiTk YKAIAHE! BDYUHYI.

Pexni NoAKNYeHnnA:

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0,0.0.00

0.0.0.0
0.0.0.0,0000

1420 (aHaveHne no ymonyanni: 1420, He namenATs Ge3 HeoOxogumocTh.)

MopknioynTe No TpefoBaHno
MoOKNIoUNTE BETOMATHYECKN

MoOKNIUHTE BRYUHYID

MakcumansHoe BpemA NPoCToR: MUHYTEI (0 03HAYAET, YTO NOOKNIOYEHHE GyAeT aKTUBHLIM NOCTOAHHO.)

CoxpaHuTb

Puc. 4-17 Hactpowkn PPTP/Poccua PPTP

Umsa nonbs3oBaTtens/Maponb — Ykaxute UMms nonb3oBaTenss U naporb, MOnyyYeHHble OT

nocTaBLUMKa I/IHTepHeT-ycnyr. OTn nons sBNATCA YYBCTBUTEJIbHBIMU K PErncTpy.
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> OnHamunyeckun IP-agpec/Ctatnyeckun IP-agpec - Bbibepute CrtaTtuyeckum

IP-agpec,

ecnv Bbl Nonyynnu 3HadeHue IP-agpeca, macku nogcetu, wn3sa n agpec  DNS-cepsepa
OT nocTaBLmka MHTepHeT-ycnyr. B npotnBHOM criyyae Bbibepute [OAuHammnyeckuin
IP-apgpec. IP-agpec/va cepeepa — VYkaxute I[P-agpecunu  gomeHHoe nms,

nosny4eHHble OT NoCTaBLMKa l/lHTepHeT-ycnyr.

> TMopgknounTb No TpeboBaHUIO — B HacTpoikax MapLipyTn3aTtopa MOXHO yKasaTb, YTOObI OH
npekpawan coeguHeHne ¢ VIHTEpHET 4Yepe3 oOnpefdeneHHbIn  nepuog  BpeMeHu
(MakcumanbHoe Bpemsi npocTtofi). Ecnn Takoe coeanHeHue ObINO MpekpaweHo M3-3a
npoctos, PyHKUMsi MoAKNYMTL NO TPeOOBaHMIO B aBTOMaTUYECKOM PEXMME BOCCTAHOBUT
ero, Kak TonbKO Bbl obpatuTecb K WMHTepHeT-pecypcy. Ecnu Bbl XOTUTE aKTMBMPOBATb
dyHkuuio MogknounTb NO TPEOOBaHUID, HAXXMUTE COOTBETCTBYIOLLYIO pagnokHonky. Ecnu
Bbl XOTUTe, 4YTOObI MoAKMoyYeHne K MHTepHET GbiNo akTMBHLIM MOCTOSIHHO, Bbibepute 0 B
norne MakcumanbHoe BpeMsl NPOCTOA. Takke MOXHO yKasaTb Nepvuos BPEMEHU B MUHYTAX,

rnocre KOToporo noAkntovyeHne Byaet npekpatleHo.

> MMopknwuuTb aBTOMaTM4YeCcKkM - ABTOMaTMYECKOE TMOAKMIOYEHME MOCHe OTKIYEHUS
mMaplpyTu3atopa. YTobbl NOAKMIOYUTL 3Ty YHKLUMIO, HAXMWUTE COOTBETCTBYHOLLYIO

pPaanoOKHOMKY.

> MopknwouuTb BPYYHYW - B HacTpoiikax MaplipyTusatopa MOXHO BbIOpaThb
NOAKIOYEHNE/OTKIIOYEHNE BpYYHYto. [locre WCTeYeHUs ykasaHHOro rfepuoga npocTos
(MakcumanbHoe BpeMsli MPOCTOA), MapLUPyTU3aTop NPeKpaTuT coeanHeHne ¢ VIHTepHeT, u
koraa Bbl CHoBa obpaTtutech k VIHTepHeT-pecypcy, coeanHeHue He Gyaer aBToOMaTUYecKu
BOCCTaHOBMEHo. YToGbl akTMBMpoBaTb 3Ty YHKUUIO, HaXMUTE COOTBETCTBYHOLLYHO
pagvokHonKy. Ecnv Bbl XoTuTe, 4TOObI NoAKIHoYeHVE Gbino akTUBHO NOCTOSIHHO, yKkaxuTe 0 B
none MakcumanbHoe BpeMsi MPOCToA. Takke MOXHO yKa3aTb Nepuo[ BPEMEHU B MUHYTaX,
B TEYEHME KOTOPOro Bbl XOTUTE MMETH aKTUBHOE MOAKMNoYeHne K IHTEpHET 4o Tex nop, noka

He 6y/:|,eT caenaH 3anpoc Ha HOBOE NogKr4yeHue.

BHumaHue: VHorga noakntoyveHne He MOXET ObiTb npeKkpaweHo aaxe ecnnm B none
MakcumanbHoe BpeMa npocToA YyKasaHO onpegerneHHoe 3Ha4veHue, T.K. HeKOoTopble

npunoXxeHuss B OHOBOM pexxnmMe obpallatotes k IHTepHeT-pecypcam.

Haxmute kHonky CoxpaHUTb 4S5 COXpPaHEHUS HAaCTPOeEK.
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4.5.4 KnoHupoBaHue MAC-agpeca

BuibpaB CeTb - KnoHnpoBaHme MAC-agpeca, Bbl MoxeTe HacTpoutb MAC-agpec WAN-ceTn
(Pwnc. 4-18):

Knonupoeanue MAC-agpeca

MAC-agpec B cetn VWARN: |00-32-20-2El-03-04 |[ Boccradoeute 3asogckoil MAC-agpec ]
MAC-agpec Bawero koMnbHTEpa: | | [ Knonwpoeate MAC-agpec

Puc. 4-18 Knonupoeanne MAC-agpeca

HekoTtopble nocrasLumku NHTepHeT-ycnyr TpebytoT pernctpaumm MAC-agpeca agantepa. 3aech

peako TpebyeTca BHOCUTb Kakne-nmbo M3MeHeHHUs.

» MAC-agpec WAN - B atom none otobpaxaetcsa tekywmnn MAC-agpec WAN-nopta. Ecnu
Ball nocTaBLUK WHTepHeT-ycnyr TpebyeT, 4Tobbl Bbl 3apernctpuposann MAC-agpec,
ykaxute  npaBunbHeln  MAC-agpec B atom none. ®dopmar MAC-agpeca

XX-XX-XX-XX-XX-XX (roe X wecTHaguaTepnyHoe Yncro).

> MAC-agpec komnbloTepa - B atom none otobpaxaetrca MAC-agpec KomnbloTepa,
ynpasenstowero MmapwpyTtusatopom. Ecnn MAC-agpec Bawlero agantepa 3aperMcTtpupoBaH,

HaxxmuTe kKHonky KnoHupoBaTb MAC-agpec, v oH nosisutcs B none MAC-agpec WAN.

Haxas KHOMKY BoccTtaHOBUTbL 3aBOACKOM MAC-a.qpec, Bbl BEpHeTeCb K MICXOOQHOMY 3Ha4Y€HUI0

MAC-agpeca WAN-noprTa.

Haxmute kHonky CoxpaHUTb 47151 COXpaHEHUST HACTPOEK.

& lMpumeyaHue:

®dyHkuna KnoHupoBatb MAC-agpec MoOxeT ObiTb MCMONMb30BaHa TOMbKO KOMMbIOTEPOM

riokanbHOW CeTn.

4.5.5 JlokanbHas ceTb
BbibpaB CeTb - JlokanbHas ceTb, Bbl MOXETe HacTpouTb |IP-napameTpbl NokanbHOM CETU, Kak
NnoKasaHo HuXe.

MAC-agpec: 00-32-20-2B-03-03

IP-agpec: 192 168.01
Macka nogcem: 265 256 2550 w

CoxXpaHnTs

Puc. 4-19 JlokanbHas ceTb
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> MAC-agpec — dusmdeckun agpec LAN-nopToB nokanbHOW cetu. [aHHOe 3HavyeHue He

MOXET ObITb U3SMEHEHO.

> IP-agpec — Ykaxute |IP-agpec mapLipytusaropa nnm copockTe ero, MCnosb3ys AeCATUYHbIN

dopmaT C pasgenntenbHbIMU ToYKamMm (3HaYeHne no ymonyanumio: 192.168.0.1).

> Macka nopgcetm — [aHHoe 3HaveHue onpegenser 3HadeHne cetn. OObIMHO 3TO
255.255.255.0.

& lMpumeyaHue:

1) Ecnu Bbl namenunu IP-agpec nokanbHOW ceTw, Bbl OOMKHbI yKasbiBaTb 3TO 3HAYeHMe npu

BXOZ€E B MapLupyT13aTop.

2) Ecnu HoBbIM IP-agpec nokanbHOM CeTU He COOTBETCTBYET Macke noacetu, nyn IP-agpecos
DHCP-cepBepa Takke M3MeHUTCH, a pyHKuumn BupTyanbHbii cepep 1 DMZ Host He GyayT
pabotaTtb OO0 Tex MOp, Noka B WX HACTPOWKM He OyayT BHECEeHbl COOTBETCTBYHOLLUE

N3MEHEHUA.

45.6 IPTV

IGMP Proxy:

Pexum:

CoXpaHuTE

» IGMP Proxy- IGMP(npotokon ynpaeneHus rpynnamu WHTepHeta). Ecnn Bbl xoTute

npocmaTpusaTh TenesuaeHve Yyepes IGMP, Bkrounte 3Ty onumio.
> PEXWUM

e ABTomaTtuyecku - [lopTel LAN, wucnonb3sytowme TtexHonormwo IGMP Proxy, OGyayt
paboTtaTb 6€3 n3MeHeHW, YTO NO3BONUT NpocMaTpmBaTh IPTV kak Nno npoBogHOMY, TaK u
no 6ecnpoBOAHOMY NOAKIIOYEHWIO.

e MocT - Ykaxute koHkpeTHbln nopt LAN gns IPTV TB-npuctaBku, koTopasi MOXeT
nonyuntb IP-agpec HenocpeacTBeHHO OT noctaswuka WHTepHeT-ycnyr. [pu atom He
OyoeT HabnogaTeCst NOTepM kKadecTBa, gaxe npw Hanuydum y MK Bxogswero Tpaduka,
3arpyaemoro yepes MapLupyTM3aTop Ha MakCcMMarnbHOW CKOPOCTU, NOCKOMbKy nopT LAN
nsonuposaH ot npo4mx noptos NAT LAN.

e 802.1Q Tag VLAN - lNocTtaBwuk NHTepHeT-ycnyr MoXeT NpefoCTaBnsATb NOAKMHOYEHUE
Ha ocHoBe TexHonorun nopaepxku 802.1Q Tag VLAN. Bbl moxeTe npucBouTb Ans
pasHbix noptoB LAN pasHble naeHTudukatopsl BuptyansHon cetu (VLAN Tag ID): gns
nogkntodeHnsa 1K, IPTV TB-npuctaskm wunu IP-tenedoHa. Ceskutecb ¢ Bawwmm
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MOCTaBLMKOM WHTEpHeT-ycnyr ans yToYHeHuss WHdopmauum o uaeHTUdrkKaTope
BMPTYyanbHON CeTu.

4.6 BecnpoBoOHOMN pPeXUM

BecnpoBoQHON PEXAM

- HacTpoikn GecnpOBOOHOTD PEXHME

- Jammra GecnpoBOOHOTO PEXMME
- MunsTpaunA MAC-anpecoe
- MoNONHATENEHLIE HACTPONKA

- CratmcTuka DecnpoBoQHOND pexuma

Puc. 4-20 MeHio BecnpoBoaHON pexum

B meHo BecnpoBogHOn pexmm cogepxatca nAaTe nogmeHwo (cMm. Puc. 4-20): Hactpomku
becnpoBoagHoro pexuma, 3awumrta 6ecnpoBogHoro pexuma, Punbrpauma MAC-agpecos,

JononHutenbHble HacTponkn 1 CtaTuctuka 6ecnpoBogHoro pexuma. Boibepnte ogHo m3
HUX AN HACTPOWKM COOTBETCTBYHOLLEN PYHKLNN.

4.6.1 HacTtpounkmn 6ecnpoBOogHOro pexuma

Bbibpas BecnpoBogHoW pexum - HacTpoiikm GecnpoBOAHOro pexuma, Bbl MOXETe
MPOM3BECTM HAaCTPOINKY 6a30BbIX MapameTpoB GeECNPOBOAHOW CETH.

HacTpoiiku 6ecnpoBogHOro pexuma

WmA GecnpoBogHON CeTH: | TP-LINK_2B0303 |(HMH 38ID)

PeruoH: | Poccua hd |

Kanar: ABTO v

Pemun: | 11bgn cvelwanHel (%

LnprHa KaHana: ABTO v

Brnwounte GecnpoBOQHOE BELWAHWE
BENIOYWTE WWpoKoBEWaHWE SSID

[ Brmwoynte WDS

CoxpaHuTb

Puc. 4-21 HacTtpoikn 6ecrnpoBoaHoO ceTu

> Wma cetm — Ykaxnte 3HaveHue anuHom po 32 cumBonoB. Bcem 6GecnpoBoaHbIM
yCTpONCTBaM CeTn OOMmKeH ObiTb MPUCBOEH OAMH M TOT Xe umaeHTudukatop SSID. Yto
kacaeTcs OesonacHocTn OecnpoBogHoOW ceTw, uaeHTudukatop SSID no ymonuyaHuio

TP-LINK_XXXXXX (XXXXXX — nocregHue WecTb yHuKanbHbIX cumBorioB MAC-agpeca
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MapLipyTusaTopa). [laHHoe none ABnAeTCcHa YyBCTBUTENbHBIM K pernctpy. Hanpumep, TEST

n test — ato PA3HbIE 3HauyeHus.

PernoH — BhiGepuTe COOTBETCTBYIOLLEE 3HAYEHWE U3 Bbinagarowero cnucka. B gaHHom
none ykasblBaeTcsi PervoH, rge yHkumsi 6ecnpoBodHON nepenayn AaHHbIX MOXET ObiTb
ucrnonb3oBaHa. Mcrnonb3oBaHne gaHHOW PYHKUMW B pernoHax, He ykasaHHbIX B CrUCKe,
MOXeT OblTb He3aKOHHbIM. ECnv Bawlen cTpaHbl UnnM permoHa HeT B cnmcke, obpatutech 3a

NOoMOLLBbI B MECTHOE NpaBUTENTbLCTBEHHOE areHTCTBO.

Mocne TOro, kak pervoH Obin BbiOpaH, HaxmuTe kHOMKy CoxpaHWUTb. B nosiBuBLUEMCS

WMHOPMALMOHHOM OKHE HaxxmuTe kHonky OK.

Coo6umeHue c Be B-cTpaHMLb

"_\ BrIiGupan He BaWy CTPaHY Bkl MOXETE BhISEETE NOMEXM HA LY X
L YCTROACT B S M HARY WWTE NEAMEHAEMEIS SSKOHOAATENEHEIS HORMEI,

NHdopmaumoHHOe OKHO

& MpumeyaHue:
N3-3a TpeboBaHMI MECTHOro 3akoHopaTenbctBa Yy Bepcun ansa CeBepHol AMepuku

OTCYTCTBYET onuusa Bbibopa pernoHa.
Pexum — BbibepuTte COOTBETCTBYIOLLNIN pexXnm. 3HaveHne no ymonyanuio 11bgn mixed.

Tonbko 11b — Bbibepute, ecnn Bce 6ecnpoBoAHble KIMEHTbI NOAOEPXUBAOT CTaHAAPT
802.11b.

Tonbko 11g — BbibepuTe, ecnnm Bce GecrnpoBOAHbIE KMNWEHTbI MOAAEPXUBAIOT cTaHOapT
802.11g.

Tonbko 11n - BbiGepute, ecnv Bce GECNPOBOAHbLIE KIMEHTbI MOAAEPXKMBAKOT CTaHAAPT
802.11n.

11bg cMewaHHbIn - Bbibepute, ecnu ucnonb3yete 6ecnpoBodHbIE  KIUEHTHI,

nogaepxueatome ctaHgaptel 802.11b and 802.11g.

11bgn cMewaHHbIn - Bbibepute, ecnu wucnonb3yete 6ecnpoBofHble KIUEHTHI,

nogaepxueatowme ctaHgaptel 802.11b, 11g, n 11n.

Bbibepute HyXHbIM pexum GecnpoBodHOW nepefayn gaHHbiX. Ecnn BoibpaH 802.11g, TO
Tonbko GecnpoBofdHble CcTaHuuMu cTaHgapta 802.11g cmoryT nogknwyarbcs K
mappytusatopy. [lNpu Bbibope 802.11n Tonbko GecnpoBOAHbLIE CTaHUMU CTaHaapTa
802.11n cmoryT nogknoyaTbCsa K Touke goctyna. HactosatenbHO pekomeHayeTcs BblOpaTb
pexum 802.11bgn, 4ToObI BCe GecnpoBogHble cTaHumm ctangaptoB 802.11b, 802.11g u

802.11n cmornu NoAaknto4aTbCsa K MapLLpyTU3aTopy.
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WupuHa kaHana — BbibepuTe WMPUHY KaHana n3 BbinagawoLlero cnucka. o ymonyaxuio
ycTaHoBMNeHo ABToMaTnyeckn. B aTom cnyyae perynupoBka LUMPUHbLI KaHana aAng KNneHToB

npon3BoaAnTCA aBTOMaTUYECKN.

& lMpumeyaHue:

Ecnn B none Pexum BbibpaHo Tonbko 11b, Tonbko 11g unu 11bg cmewaHHbIn, none
LLinpuHa kaHana cTaHeT ceporo UBeTa, U B HeM nosaBuTcs 3HaveHve 20Mru, KoTopoe Hemnb3s
OyaeT M3MeHUTb.

KaHan - B gaHHOM none BbicTaBnsieTca pabodvas 4acTtoTa, KOTOpPYyl Bbl cobupaeTechb
ncnonb3oBatb. 1o ymonuyaHuio cTtouT pexmm ABTO, Takmm oOpasom, Todyka [ocTyna
CaMOCTOAITENIbHO B aBTOMAaTMYECKOM pexuMMe BblOepeT Havbornee noaxodsawWwuin KaHarn.
BecnpoBoaHOM kaHan crnegyeT MeHsiTb TONbKO B TOM crlydae, ecnv Bbl Habniogaete
npobnemMbl, CBA3aHHble C MHTepdepeHUMen C OPYro TOYKOW [OCTyna, PacrofioKeHHOWN

pPAOOM C BallMM 0GopyaoBaHMEM.

MakcnmanbHasa ckopocTb nepegauym (Tx) - B gaHHOM none Bbl MOXETe OrpaHuyuTb

MaKcUMarnbHyt CKOPOCTb Nepefayun AaHHbIX MappyTtusatopa (Tx).

BkniounTb 6ecnpoBoaHoe BeluaHue - becnpoBoaHON pexnm MapLupyTusaTopa MOXeT
ObITb BKIMIOYEH UMW OTKMOYEH AnsA obecneyeHus GecnpoBoaHOro AocTyna 6ecnpoBOaHbIX
cTaHumi. BecnpoBoaHOE BellaHe MOXET ObiTb BKITHOUYEHO/BLIKIMHOYEHO TOMBKO C MOMOLLbHO

kHonkn WIFI ON/OFF Ha mapwipyTusaTtope.

Bkniountb wmpokoBewaHme SSID - Korga 6ecnpoBogHble KIMEHTbI NPOBOAST MOWUCK
©ecnpoBOAHOM CETU, K KOTOPOWM OHWM XOTAT NOAKNIOYNTCH, OHN yBUAAT naeHTudukatop SSID,
nocblfaemMbld  MapLllpyTM3aTopoM. EcnvM Bbl OTMETUTE ranodkon syenky BknounTtb
wupokoBewaHme SSID, TO OGecnpoBogHoW MaplwpyTusatop OyaeTr OTKpbITO B
LLUMPOKOMNOSIOCHOM pexunme nepenasatb cBoE ums (SSID).

Bknounte WDS - Ota onuua Bkrovaer WDS. C nomowpbio gaHHOW  hyHKLMM
MapLLpyTU3aTop MOXeT 06beanHUTbL MOCTOM ABe 1M Gonee 6ecnpoBOOHbIE NOKaNbHbLIE CETU.
Ecnu paHHaa sq4erika oOTMeveHa ranovkon, To BaMm Oyger Heobxogumo ykasaTb psig
napamMeTpoB, KaK MoOKa3aHO Ha pucyHke Hwxe (Puc. 4-17). lMpoBepbTe MNpaBuilbHOCTb
HacTpoek.

Brmiouwts WDS

S5ID (K KOTOPOA Bbl XOTWTE NOOKNHYWTLCA):

BSSID (k KOTOPOA Bbl XOTWTE NOOKNHYWTLCA): Mpumep:00-10-0F-11-22-33
Tun knko4a: Het A4
WHoekc WEP:

Tun ayTeHTndHEa LI

NMaponk:

Puc. 4-22
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» SSID (k kKoTOpOM Bbl XOTUTE NOAKNIOUYNTLCA) — Mima SSID Touku AocTyna, K KOTOpOK BaLl

mMapLlupyTmu3atop OydeT MNOAKMIYEH B pexume KnneHTa. Bbl  Takke MoxeTe
BOCMONb30BaTbCA (PyHKUMEN noucka ans BbiGopa umeHun SSID, K KOTOPOMY Bbl XOTUTE

npncoegunHNTbCA.

> BSSID (k koTopon Bbl xoTUTe NnoaknunTbes) — Mma BSSID Toukn gocTtyna, K KoTopown
BalW MaplpyTtu3atop OyaeT noAaknwyeH B pexume KnveHTa. Bbl Takke MoxeTe
BOCMonNb3oBaTbCA (PyHKUMEN noucka Ans Bolbopa umeHn BSSID, K kOTOpomy Bbl XOTUTE

npuncoegunHNTbCA

> Mowuck — Haxmute OaHHYIKO KHOMKY O51A NOUCKa Touek AocTyna, KotTopble B AaHHOM pa17|0He

paboTaloT Ha Tekyllel YacToTe.

> Tun knoya — ,D,aHHyIO onuuo cnegyeTt HacTpamBaTb B COOTBETCTBMU C NapamMeTpamMum
6esonacHocTn Touku aoctyna. HacTtoaTtenbHo pekomMeHayeTca BbICTaBUTb ThnN 3allUThl,

COOTBeTCTByPOLLI,VIIZ TNy 3alnThbl Bawen To4ku nocTtyna

> Wnpekc WEP - [laHHas onuus ncnonb3yeTcs TONbKO B TOM Cliyvae, ecnn B Ka4yecTBe Tvna
knova BblbpaHo wwudpposaHne WEP (ASCIl) wnn WEP (HEX). OaHHbin napameTp

yKasblBaeT Ha nHgekc knoda WEP.

> Tun ayteHTudpmkaumm - [laHHaa onums MCMonb3yeTcs B TOM Crflydae, ecnu B KayecTse
Tuna knwoya BblbpaHo wudposaHne WEP (ASCIl) nnm WEP (HEX). OaHHbin napameTp

yKasblBaeT Ha TN ayTeHTudukaumm KopHeson Touku gocTtyna.

> MNaponb - Ecnn Toyka gocTyna Bawlero mapwpyTtusaTopa And nogknodeHusa Tpebyet napons,

BaM HeobxoaMmo BBECTU naposnb B AaHHOM none.

4.6.2 3awwuTta 6ecnpoBOAHOrO pexumma

BbibpaB BecnpoBogHoM pexum - 3awmrta 6ecnpoBOAHOrO pexuma, Bbl MOXETE HACTPOUTL

napameTpbl 6e3onacHocTy Ballei 6ecrnpoBOAHON CETH.

Y MaplipytTusatopa MMeeTcsi NsATb pexumoB obecneyeHuss GesonacHocTu 6ecnpoBOAHOro
pexuma - WEP, WPA/WPA2-Personal, WPA/WPA2-Enterprise.
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) OTKNKYHUTE 3aWMTY

& WPA/WPA2 - Personal

Bepcus, ABTOMATHUECKN (PEKOMEHAYETCR)
WndpposaHwe: AES 3
Maporne: 1234567890
(Bbl MOXETE BEECTH CHMEOTEI B ASCII unn & OpMaTE; ANA hopMaTa ASCII ANUHE KMIOYE 0NKHAE GrTe 0T B

Ao 63, aanA wecTHaguaTepuuHero Gopmara ot 8 o 64.)

Nepioz 0BHOBNEHHS MPYNNOBOID kNkoka: 0 (CeKyHAS!; MUHIMaNBHOE 3HaueHKe 30, 0 - 0GHOBNEHNE OTKMIYEHO)

O WPA/WPA2 - Enterprise
Bepcus: Asromarnuecku (pexamenayetca) v
WichpoBaHHe: ABTOMATHYECKH (PEKOMEHAYETCA) ¥
IP-aapec Radius:
MNopr Radius-cepsepa: 1812 (1-65535, 0 03HayaeT, yTo NOPT NPO yMonuaHuk: 1812)

Napone Radius-cepeepa:

Mepwog 0GHOBNEHHRA FPYNNOBOIO KIKMa: 30 (CeKyHOE, MUHUMaNEHOe 3HaueHKe 30, 0 - 0GHOBNEHKE OTKNKUEHD)
O WEP
Ton: Aeromamaieckn (pexomerayeTca)
©opuar Knkua WEP: LllecTHaguaTepuuHLli v
Koy BbIOpaH Kntou WEP (Maponk) Tun knioya

Kniou 1 OtknioueHo ¥

Knioy 2: OtknioueHo ¥

Kniou 3 Otkniouero ¥

Kniou 4. Otkniouero ¥

He PeKOMEHAYETER HENDNb3oEaTs WidposaHie WEF, ecnn yerpoiicte paboTaer
pesxiue B02.11n, Nockonbky WEP He NOAEPXUBAETCA NPU paoTe B pexie 802.11n

COoXpaHuTs

Puc. 4-23 3awmta 6ecnpoBogHOro pexnma

OTknounTb 3awmuTty — Ecnn Bbl He xoTuTe mMcnonb3oBaTb 3aWwmMTy GECNPOBOOHON CeTw,
Ha)XMUTE COOTBETCTBYIOLLYIO padMOKHONKY. HactosiTenbHo pekomeHayeTcs BblopaTb OAWH
N3 UMEHLLNXCH PEXMMOB o0becneveHus 6e3onacHoCTuU.

WEP - Ha ocHoBe ctaHgapTta IEEE 802.11. lpu BbIGOpe AaHHOrO nons MNOSIBUTCS
BblereHHasa KpacHbIM LBETOM HaAMNUChb, Kak nokasaHo Ha Puc. 4-24.

‘® WEP
Tun: AsTOmaTHyeckan v
Dopmart kroya WEP: WecTHaguaTepuyHsIi e
Koy BeiGpaq Knoy WEP Tun knw4a
Koy 1 OTkAHUNTE %
Koy 2 OTknounTe ¥
Kntou 3 OTknrounTE %
Koy 4 OTKAHUNTE ¥
He pekoMMEHOYETCA MCNONL30EATE WHdpoBaHWE WEFR, ecnn yeTpodcTeo padoTaeT B
pexume 502.11n, Tak kak cnewndukauma 502.11n ve nogoepxmeaet WEF.

Puc. 4-24

e Tun — Bbl moxeTte BbibpaTb TN WEP-3aWwuThl 3 BbinagaroLlero cnucka. 3HavyeHue no
ymornyaHuio ABTOMaTu4eckass. ABTOMAatuM4eckn BbiOMpaeTcss oOAWH U3  BapuaHTOB
ayTeHTMduKaumm: O6wmun knwd unn  OTKpbITaAs cuctemMa B 3aBUCUMOCTU  OT

BO3MOXXHOCTEW 1 3anpoca 6ecnpoBOaHON CTaHLUMK.

e ®opmatr knmwya WEP - Bbl wmoxere BbiOpatb kogupoBky ASCI  wunu
LLecTHapuaTtepuyHbin opmat. ®opmar ASCIl nogxoguT nog nobyd KOMBUHaALMIO
CMMBOMOB KnaBmaTypbl B pamkax 3agaHHon AnuHbl. LlecTHaguaTepuyHbin bopmat
nogxoaut aAnsa nwbon KomObuHauuwn wecTHaguatepuyHblix cumeonos (0-9, a-f, A-F) B

pamMKax 3ajaHHOW AJIHbI.
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o Kntou WEP - BriGepuTe oanH 13 yeTbipex knoden un ykaxute WEP-kntouy. Yoeantech B

TOM, YTO AaHHble 3Ha4YeHUs OAMHAKOBbI AN BCeX GeCnpoBOAHbLIX CTaHLNIA CETH.

e Tun knwya — 3gecb MOXHO ykasatb gnvHy WEP-kntoya (64-, 128- nnu 152-0MTHbIN).
3HayeHne "OTknioyeHo" o3Hayaet, 4YTto 3anuck ¢ WEP-knio4yom  aBnsieTcs
HeOencTBUTENBHON.
64-6uTHLIN — Bbl MOXeTe BBecTU 10 WecTHaguaTepmnyHbIX CMMBOSIOB (Ntobas

kombuHaumsa 0-9, a-f, A-F, HyneBon knoy HeaonycTMM) NN 5 CMMBOJIOB B KOAMPOBKE
ASCII.

128-6MTHbIN — Bbl MOXETe BBeCTM 26 LiecTHagLaTepUYHbIX CMMBOSIOB (Ntobast
kombuHauusa 0-9, a-f, A-F, HyneBon knoy HegonycTum) nnn 13 cMMBONOB B KOAMPOBKE
ASCII.

152-6UTHBLIN- Bbl MOXeTe BBeCTU 32 WecTHaguaTepmyHbIX cuMmBona (ntobas komouHaums
0-9, a-f, A-F, HyneBou knio4 HegonycTum) unm 16 cumeonos B koanposke ASCII.

& lMpumeyaHue:

Ecrnn Bbl He ycTaHOBMAM Krtod, TO dyHKUMA ©ecnpoBogHOM 3awmuTbl OyaeT OTKYeHa,
naxe ecnu Bel BoiGpanu B kayectee Tuna AyteHTudmkaumm OBLLMIA KNoY.

» WPA WPA2 - Enterprise — Ha ocHoBe cepBepa Radius.

e Bepcusa — 3gecb M3 BbiNagalwoWero cnucka MOXHO BblbpaTb Bepcuio anroputma
wncppoaHna WPA. 3HayeHue no ymonyaHuio ABTOMaTU4YECKM. OTO O3HA4yaeT, 4To
aBToMaTunyeckm Byget BbibpaH pexum WPA (Wi-Fi Protected Access) nnu WPA2 (WPA

version 2) B 3aBMCMMOCTM OT BO3MOXHOCTEN 6eCnpoBOQHOM CTaHLMK UK 3anpoca.
e LLndpoBaHmne — 3gecb MoxHO BbiGpaTh 3HavyeHns ABTtomaTtu4decku, TKIP nnn AES.

& MpumeyaHue:

Ecrnn Bbl HaxwmeTte paguokHonky WPA/WPA2 - Enterprise u 3arem BbiGepute
wndposaHue TKIP, Bbl yBuanTe BblgeNeHHyYH0 KpacHbIM LIBETOM HaAMNMUCb, Kak NoKasaHo Ha
Puc. 4-25.
& WPA/WPA2 - Enterprise
Bepcun: ABTOMaTWYECKN (pEKOMEeHAYETCA) ¥
Lndbposanme: TKIP b
IP-agpec Radius:
Mopt Radius-cepeepa: 1812 (1-65535, 0 03HAYAET, 4TO NOPT NPO YMONYaH: 1812)
Maponk Radius-cepeepa:
MNMepwog oGHOBNEHWA MPYNNOBOTO KMKO4E: 30 (CEKYHOR!, MUHUMANEHOE 3HaYeHne 30, 0 - 00HOBNEHWE OTKNOYEHO)
He pekoMeHOyeTcA MCNoNk3oEaTe WidpoeaHne TKIP, ecnn yocTpodcTeEo padoTaer B
pexume 802110, nockoneky TKIP He nogoep#ueaeTca Npy padoTte B pexume 802.11n.
Puc. 4-25

¢ IP-agpec Radius - Beeagute IP-agpec Radius-cepsepa.
¢ MNopT Radius-cepBepa - Beegute nopt, koTopbii 6yaeT ucnonb3osaH Radius-cepsepom.

¢ Maponb Radius-cepBepa - Beeante naponb ans Radius-cepsepa.
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e Mepuoa o6HOBNEHUA rpynnoBOro Knkua - 3aganTte B cekyHaax UHTepBan o6HOBMEHUS

rpynnbl Knoyen. 3HaveHne OomkHO paBHATbCA 0 unu 30 nubo Beiwe. Beegute 0 ansa

OTKIHOYEHUST OOHOBINEHUS.

» WPA-Personal/WPA2-Personal (pekomeHaoyeTcl) — OT0 Tun  ayTeHTudukauum

WPA/WPA2 Ha ocHOBE COBMECTHO MCMNOMb3yeMoro naponsi.

e Bepcua — Bbl moxeTe BbibpaTb Bepcutio anroputma wudposanns WPA-Personal n3
BbiMagawoLwero crnmcka. 3HavyeHme no ymonyaHvio ABTOMAaTMYeCKU. OTO O3HaYaeT, uTo
aBTOMaTtumyeckun Bblibupaetcs oamH ns cnegyowmx pexxumos WPA-Personal (o6wwmii kntoy
WPA) nnn WPA2-Personal (o6wuin krtod WPA2) B 3aBMCMMOCTM OT BO3MOXHOCTEW U

3anpoca 6ecrnpoBOAHON CTaHLMN.

e lLUndposaHne - T[lpu BbiGope WPA-Personal wnnn WPA B kayectBe Twuna
ayTeHTUdUKaLUM MOXHO YyKa3aTb OQHO M3 Criedylowux 3HayeHun - ABToOMaTuyecKas,

TKIP nnu AES B kayectBe anroputmMa LWnMdpoBaHus.

& lMpumevaHue:

Mpn BbIGope nons WPA-Personal/WPA2-Personal (pekomeHpgyetcsl) u anropuytma
wndppoBaHusa TKIP nosiBuTcst BblAENeHHasi KpacHbIM LIBETOM HaAMnMUCb, Kak NMokasaHo Ha
Puc. 4-26.

& WPA/WPA2 - Personal
Bepcun: ABTOMATAUECKH (PEKOMEHAYETCR) ¥
Wndppoeanmne: TKIP s

Naponk: 1234567890

(Bl MOXeTe BBECTH CMMBONEI B KogMpoeke ASCIl Mnw B WecTHaguaTepuyHomM Gopmare, ana gopmara ASCI gnuHa KNoYa QonxHa Ovite o7 8
A0 63, 3 anA wecTHaguaTepuyHoro hopmata ot 8 go 64.)

NMepwop, 06HOBNEHNA TPYNNOBOTO KNKIYa: 0 (CeKyHOBI, MHHIMANEHOE 3HaueHne 30, 0 - oGHOENEHHE OTKNKYEHO)

He peKkoMeHayeTcA MCNONL30BaTe WHppoeaHke TKIF, ecnv ycTpoRcTE: padoTaeT B
pextume 802 11n, nockonsky TKIP He nofnep#neaeTca npu patoTe B pexune 802 11n

Puc. 4-26
e Maponb — 3gecb MOXHO yKasaTb naponb AnnmHon ot 8 fo 63 cumeonos B koanposke ASCII

unn ot 8 0o 64 wecTHagUaTepuyHbIX CUMBOSIOB.

¢ lepnoa o6HOBNEHUS rPYNMNOBOro knto4a - 3aganTe B CekyHaax nHTepsan 06HOBNEeHUS
rpynnbl knoden. 3HaveHne aomxHo paBHATbCA 0 unu 30 nubo Beiwe. Beegute 0 ans

OTKNIOYEHNS OOHOBIIEHUS.
He 3a6y/:|,bTe HaXaTb KHOMKY COXpaHI/ITb Ona coxpaHeHuna BallnxX HacTpoek Ha ,El,aHHOl7I CTpaHuue.
4.6.3 ®dunbrpauua MAC-agpecoB

BbibpaB BecnpoBoaHoun pexum - dunsrpauma MAC-agpecoB, Bbl CMOXETE KOHTPONMPOBaTb
BecnpoBogHon gocTyn, HacTpomB dyHKunio dunsTpauum no MAC-agpecam (Puc. 4-27).
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BecnpoeoaHan (hunbTpauna MAC-aapecos: OTknioueHo

Mpaswnna hnnbTpauun
@ 3anpeTTe OCTYN CTAHLUWAM, YK33aHHLIM BO BKNIOYEHHLIX NPABANAX M3 CNIMCKA,

() Pa3apewnTs AoCTyN CTAHUMAM, YKa3aHHBIM BO BKMIOYEHHBIX NPABUNAaX U3 CIUCKA

o] MAC-appec CocToRumne OnucaHne MaMeHmTE

DNobasnTb...

Puc. 4-27 ®unsrpauna MAC-agpecos

UTtobbl akTMBUPOBaTL (OYHKLUMIO, HE06X0AMMO BbiOpaTh BKnunTk. 10 yMonyaHuo, yCTaHOBMNEHO
3HadeHne OTKno4YeHa.

> MAC-agpec - MAC-agpec 6ecnpoBOAaHONM CTaHUMKM, KOTOpasi XO4eT NOoMy4nTb SOCTY.
> CocTosiHue - CocTosdHMe gaHHOW 3anucu, oo BknroveHa, nnoo OTKnoYyeHa.
» OnwucaHue - [1pocToe onucaHme gaHHOW 6eCnpoBOAHON CTaHLUN.

Ytobbl O06aBMTbL HOBYH 3anuCb, HaxXMuTe KHOMKy Job6aBuTb HOBYH... OTKpOETCS OKHO
Ho6aBneHne unun BHeceHne W3meHeHmn B 3anucb BecnpoBogHon dunbTpaumu no
MAC-agpecam (cMm. Puc. 4-28):

MAC-agpec:
Onucanme:

CocToRHKHe: BrntoueHo hd

[ Coxpanuts | [ Hazam |

Puc. 4-28 [o6aButb nnu nameHuTb 3anucb 6ecnposogHon dunsrpaums MAC-agpecoB

Y100bI gOGaBUTL MNM uM3aMeHUTb 3anucb ¢unbTpauun no MAC-appecam, cnepyuTte

npeactaBfi€HHbIM HNXe UHCTPYKUUAM:

1. Bsegute cooteetctBytowmn MAC-agpec B none MAC-agpec. dopmatr MAC-agpeca
cnegytowmmn: XX-XX-XX-XX-XX-XX (rae X npegcrtaenseT cobon noboe wecTtHaguTepuyHoe
yucno). Hanpumep, 00-0A-EB-B0-00-0B.

2. Bsegute npoctoe onucaHve 6ecnpoBoAHOW cTaHuuu B none OnucaHue. Hanpumep,
becnpoBogHas ctaHuus A.

3. B none CoctosiHMe 13 BbiNagatollero crnvcka Bbibepute 3HadeHne BknouveHa wunu
OTkntoyeHa.

4. Haxmute KHOMKY COXpaHMTb Ona coxpaHeHua OaHHOM 3anucu.
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D,HFI U3MEeHeHuA unu yaaneHus CyIJ.IeCTBYI-OIJ.Ieﬁ 3anucu:

1. Bbibepute 3anmcb u Haxmute KHornky PepaktupoBaTb. YT0oObl yganuTb 3anuce,

BOCMOMb3yNTECh KHOMKOM YAanuTb.
2. BHecute HeobxoguMble N3MEHEHUS.

3.  Haxmute kHonky CoxpaHUTb 41151 COXpaHEHWsT HACTPOEK.

HaxxaB kHoMKy BknounTb Bce, Bbl CAenaeTe Bce 3anvcy akTUBHbBIMM.
Haxas KHOMKY OTKNOUYNTb BCe, Bbl cAernaeTe Bce 3anncn HeakTuBHbIMUA.
HaxaB kHoMKy YaanuTb Bce, Bbl yAanuMTe BCe 3anuncu.

HaxaB kHonky Crneayowas, Bbl nepengeTte B crieaytoLlee OkHO.

Haxas kHonky MNMpeabiaywasn, Bbl BEpHETECH B NpeablayLlee OKHO.

Hanpumep: Bbl x0TUTEe NpegocTaBuTb AOCTYN K MapLlpyTM3aTopy TOrfbkKo ansi 6ecnpoBogHom
ctaHuun A ¢ MAC-agpecom 00-0A-EB-B0-00-0B n 6ecnposogHon ctaHuum B ¢ MAC-agpecom
00-0A-EB-00-07-5F wn 3anpetuTb [OCTYN K MapLlpyTMsatopy BCEM MpovMM ©6ecnpoBOAHbIM
cTaHumam. [ns atoro B okHe dunbTpauma MAC-agpecoB HeobXoaMMO caoenatb crieaytoLlee:

1. HaxaTtb KHONKy BKNOUYUTL, YTOOLI aKTMBMPOBATL (PYHKLMIO.

2. Bbibepute none “PaspewwnTb AOCTYN CTaHUMAM, YKa3aHHbIM BO BKMOYEHHbIX MpaBunax u3

cnncka” ans MpaBun dunbTpauyun.
3. Ypanute unuv oTKMOYUTE BCE 3anmcu (€CNn TakoBble NMEIOTCS).

4. Haxmute kHonky lo6baBUTH HOBYH...

-

B none MAC-agpec Beeante MAC-agpec 00-0A-EB-B0-00-0B/00-0A-EB-00-07-5F.

N

B none OnucaHwme ykaxunTte 6ecnpoBogHyto ctaHumo A/B.

A~ W

) B none CoctosiHMe 13 BbiNnagatoLLEero cnncka Bbidepute 3HavyeHne BkrroyeHo.
) Haxmunte CoxpaHuUTb.

al

Haxmnte Hasaa.

MpaBuna ouUnbTpaLUn A0MKHbI BbIMMSAAeTb crieaytoLmMmM obpasom:

Mpasuna ounbTpaunm
@- 33I‘I|JETHTb O0CTYN CTAHLKWAM, YK33aHHbIM BO BENKYEHHBIX NPABMNAX U3 CNWCKE.

C' FazpewnTs QOCTYN CTAHUMAM, YKA3aHHEIM BO BKNIOYEHHEIX NPABWNAX M3 CNMCKA.

D MAC-agpec CocToAHKe OnucaHne PepaktupoBats
1 00-0A-EB-B0-00-0B Brnto4eHa CTaHum A PepaktupoBats Yoanurs
2 00-0A-EB-00-07-5F BernoyeHa cTaHunw B PenaktupoBarts ¥Yoanurs

4.6.4 PacwunpeHHble HaCTPONKU

BoibpaB BecnpoBogHoW pexum - PaclumMpeHHble HaCTPOWMKU, Bbl MOXETE HaACTPOUTb

pacLMpeHHble HacTPOKKku GecnpoBOAHOM CETMU.
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WHTepaan manka: 100 (40-1000)
Mopor RTS: 2346 (256-2346)
Mopor dyparmeHTaumi: (256-2346)
Wutepean DTIM: 1 (1-255)
AKTHEMPOBETE WM
AkTHeMpoBaTh Short Gl (KOpOTKUI 33WMTHEIR MHTEPEAN)

[] AkTienpoBaTe AP |solation (M30MALMA Toukn gocTyna)

COXpaHnTb

Puc. 4-29 PaclumnpeHHble HacTpPonKu

MHtepBan wmaska — CwurHanbHbiMM NakeTamMy Ha3bIBAKTCA MaKeTbl, KOTOpble
MapLUpyTU3aTOp HanpaensgeT pAans  CUHXpoHu3auum OGecnpoBogHon ceTn. WHTepBan
CUrHanbHOro naketa onpeaensieT BPEeMEHHOW MHTepBan OTMpPaBKM CUrHanbHbIX MaKeToB.
Bbl MmoXxeTe BbicTaBUTb 3HadeHusi B HTepBane 40-1000 munncekyHg. Mo ymonyaHumo ctount
100.

Mopor RTS — 3ageck Bbl MOXeTe ycTaHoBUTL nopor RTS (3anpoc rotoBHOCTM). Ecnun naket
bonblue pa3mepa, yCTaHOBMEHHOro noporom RTS , To MapwpyTusaTop OyaeT HanpaensaTb
6nokn RTS Ha onpeaené&HHyo MPUHUMAOLLYO CTaHLMIO U COrnacoBbIBaTh OTNPaBKy GrIOKOB

AaHHbIX. 1o ymonyaHuioo ycTaHoBNeHo 3HavyeHue 2346.

Mopor ¢parmeHTaumm - [laHHas BenuumMHa npeacrasnset cobon MakcumanbHbI pasmep,
nocne KoToporo nakeTbl GyayT noasepratbCcd doparMeHTauun. YCTaHOBREHUE CIULLKOM
HW3KOro nopora dparMeHTaLMn MoXeT NPUBECTU K CHDKEHUIO MPOU3BOAMTENBHOCTU CEeTH
n3-3a M3bbITOYHOrO KONM4yecTBa MakeToB. B kayecTBe peKOMEHOOBAHHOW BeENUYMHbI

npegnaraetcsa 2346; faHHAA BENMYMHA YCTaHOBIIEHA NO YMOMYaHMIo.

UutepBan DTIM - [JaHHaa BenuunHa onpepensieT vHTepBan oTnpaBku CooblieHns o
HoctaBke Tpadwuka (DTIM). Tlone DTIM saBnsetca nonem o6paTHOro oTcyeTa,
NHAOPMUPYIOLLINM KITMEHTOB crnegywouero OKHa ans npocnyLnBaHus
LUMpPOKOBELLATENBHbIX UM MHOroagapecHbIX coobLleHnn. Korga mapLupytnsaTtop coxpaHaeT
B Oydhep LMpokoBeLLaTENbHbIE UM MHOTOAAPECHbIE COOBLLEHMS ANSi aCCOLMMPOBAHHbIX
KNUeHToB, OH oTnpasnseT crieaytouwee DTIM co 3HadeHnem nHTepeana DTIM. Bel moxeTe
BbICTaBUTb 3Ha4yeHWe B amanasoHe mexgy 1-255 vHTepBanamu curHanbHoro naketa. o
YMOSYaHUIO YCTaHOBMEHO 3HadeHume 1, 4TOo oO3Ha4vaeT, 4to uHTepan DTIM paBeH

l/IHTepBany OTnpaBKM CUrHarbHOro nakeTa.

AktnBnpoBatb WMM - ®yHkums WMM obecneuvnBaeT NepBOOYEPESHYH OTNPaBKy

COOOLLEHNIA C BbICOKUM NPUOPUTETOM. HacTtositenbHo pekoMmeHayeTCcA BKIMH4YUTbL OaHHYHO

YyHKUMIO.
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» AxktuBupoBatb Short Gl — [laHHasa yHKUNS Takke peKoOMeHA0BaHa, NOCKOMbKY NO3BONseT

yYBEeIIM4YnNTb NMPONYyCKHYIO CNOCOOHOCTb 3@ CYET CHWKEHUS AONUTENbHOCTU  MOSoChI

pacuIibTPOBKU.

> AxtuBupoBaTtb AP Isolation — [laHHaa dyHKUMS no3BonseT nsonupoBatb 6ecnpoBOaHbIE
cTaHumMmM cetu gpyr ot gpyra. B atom cnyyae OecnpoBogHble ycTponcTtBa OyayT
B3auMoAencTBoBaTb C MapLIpyTM3aTOpOM U HE CMOTYT B3auMogencTBOBaTh APYr C APYroMm.
UToObl akTMBUPOBaTb (PYHKUMIO M3OMAALUUM TOYKM OOCTYMa, OTMETbTE COOTBETCTBYIOLLYHO

a4eriky. Mo ymonyaHmio gaHHas yHKUNS OTKoYeHa.

& lMpumeyaHue:

Ecnu napameTpbl HacTpoek Ha [OaHHOW CTpaHWLUe BaM He 3HAKOMbl, HaCTOSITeNbHO
pekoMeHOyeTCH OCTaBUTb 3HAYEHWs!, yCTAHOBMEHHbIE MO YMOMYaHMWI0, MOCKOMbKY HEBEPHasd
yCTaHOBKa NapamMeTpoB MOXET NPUBECTU K CHUKEHMIO NPOM3BOANTENBHOCTM BECNPOBOAHOM

ceTn.
4.6.5 Cratnctnka 6ecnpoBOAHOro pexuma

BuibpaB BecnpoBogHoM pexum - CTaTUCTMKa OecnpoBOQHOrO peXuma, Bbl MOXETE
npocMoTpetb UWHGopmauutio no MAC-agpecy, TeKyLWEeMY COCTOSIHUKD, MOJSTYYEHHbIM W

oTnpasBJieHHbIM NMNakeTam and KaXkaon NogkImoyeHHoN 6eCI'IpOBO,EI,HOl7I CTaHuunn.

YHCNO NOOKNHYEHHLIX B HACToANEee BpeMA DeCPOBOAHLIX CTAHLMA: 1 | O6hosuts |
1D MAC-agpec Tekywee coctoanwe  [laketoe npuHATo  [lakeToe oTnpaeneHo  HacTpoute
1 90-F6-52-E5-90-69 STA-ASSOC 7149 5924 | 3anpeTuTs
[MpeakayLas CnegywoLas

Puc. 4-30 Ctatuctmka 6ecnpoBO4HOro pexnma
» MAC-agpec — MAC-agpec nogkntodeHHon 6ecnpoBogHON CTaHumMm

> TeKyuee cocToiHMe — Paboyee CoCcTosiHME NOOKIHOYEHHOM BEecnpoBOAHON CTaHLUMN, OAMH
n3 BapunaHtoB: STA-AUTH/STA-ASSOC/STA-JOINED/WPA/WPA-PSK/IWPA2/WPA2-PSK/
AP-UP/AP-DOWN/OTKNIO4YeHO

> MakeToB npuHATO — KOnnM4ecTBO MakeToB, MOMYYEHHbIX MOAKIIOYEHHOW OecnpoBOLHON

cTaHumen

> [aketoB oTnpaBneHo - KonuyecTBO nakeToB, OTMAPABMNEHHbLIX MOAKMIOYEHHON

B©ecnpoBogHON CTaHLMeN

Bbl He MOXeTe BHOCUTb WU3MEHEHWS B [aHHble, npencrtasrieHHble B JAaHHOM OKHe. YTo0bl

OOHOBUTL I/IHCbOpMaLI,I/I}O B OKHE, Ha>XMUTE KHOMKY OGHOBUTL.
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Ecnu KonnyecTBO MOAKMNIOYEHHbIX GEeCnpOBOAHLIX CTaHUMIA B CNUCKe BbLIXOAMT 3a npeaensi

OfHON CTpaHuubl, H&XXMUTE KHOMMKY Cne,qylomaﬂ, 4YTOOBbI nepeFm/l Ha cnefyrwyro CTtpaHuuy, 1

HaxxmuTe kHonky Mpepblaywan, YTo6bl NepenTy Ha NpeablayLLyo CTPaHuLYy.

& lMpumeyaHue:
OTa cTpaHuua obHOBNSIETCA aBTOMATUYECKN KaxXable 5 CeKkyHA.

4.7 DHCP

DHCP

- HacTpo#kn DHCP

- Cnucok knuedtoe DHCP
- PesepBupoBaHMe aqpecos
Pwuc. 4-31 MeHio DHCP

B meHio DHCP cogepxatca Tpu nogmeHio (cm. Puc. 4-31) — Hactponkn DHCP, Cnucok
knueHtoB DHCP n PesepBupoBaHue apgpecoB. Bbibepute ogHO M3 HWUX Onsi HACTPOWMKM

COOTBETCTBYIOLLEN PYyHKLNN.
471 Hactpowukn DHCP

Bbibpas DHCP - Hactponku DHCP, Bbl MmoxeTe HacTpouTb napameTtpbl pabotbl DHCP-cepBepa
(cm. Puc. 4-32). Mo ymonyaHuio mapupytmusatop gencrteyeTr kak DHCP-cepsep (DHCP - ato
NPOTOKON ANHAMUYECKON KOHUrypaLum ceTeBoro yana) n obecneumsaet koHdurypauuo TCP/IP

Aana Bcex NoAKIMIYEeHHbIX K HEMY KOMMNbHOTEPOB nokaneHOM ceTun.

Hactpoiikun DHCP

DHCP-cepeep: (O OTEMOUMTE () BKMIOUMTE

Ha4ansHbii IP-agpec: 192.168.0.100
KoHeyHbli IP-anpec: 192.168.0.199

Cpok oeAcTBnA agpeca: MWHYTEI (1~2880 MWUHYT, No ymonuaHu: 120}

OCHOBHOI WH3: 192.168.0.1

[omeH no yMONYaHWH: I:I(HeoﬁnaaTeanan HacTpoika)
Mpegnountaemsit DNS-cepeep: 0000
AnbTepHaTHEHLIA DN S: 0.0.0.0 (HeoBA3aTeENEHAA HACTPORKA)

Puc. 4-32 Hactponkn DHCP

> DHCP-cepBep — Bknountb unm OTKNOUYMTbL cepBep. Ecnn Bbl XOTUTE OTKMAOYUTL €ro, B
BaLlen cetn gomkeH bbitb apyron DHCP-cepBep, B NpOTMBHOM crnyyae Bbl AOMKHbI OyaeTe

ykasaTb IP-agpec komnbloTepa BpYUHYHo.

» HavanbHbIN IP-agpec — YkaxuTte IP-agpec, ¢ kotoporo DHCP-cepBep byner npucsanBatb
IP-agpeca. Mo ymonyanuto ato 192.168.0.100
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> KoHeuHbn IP-agpec - Ykaxute koHeudHbil IP-agpec pguanasoHa, MCNONb3yemMoro

DHCP-cepBepom npu npuceBoeHun IP-agpecos. o ymonyaHuio ucnonb3yeTcsi 3HadeHune
192.168.0.199

> Cpok gencTtBuAa agpeca — OTO NPOMEXYTOK BPEMEHW, B TEYEHME KOTOPOro CETEBOW
nonb3oBaTeNnb MOXET MOAKMIYaTbCA K MapLlupyTM3aTopy, MCMNOMb3ys  TeKyLuid
AnHamunyeckun IP-agpec. Cpok aencTBus agpeca ykasbiBaeTcs B MUHyTax. 1o ncreveHun
JaHHOro nepuoga nosb3oBaTento aBTomatmyeckun Gyaet npucBOEH HOBbLIM ANHAMWUYECKUI
IP-agpec. 3HayeHne nexuT B npegenax ot 1~2880 muHyT. 3HadeHne no ymondaHuio 120

MUHYT.

» OcHoBHoOM W3 - (Heob6sa3atensHoe none) MNpeanaraetca ykasaTb IP-agpec LAN-nopTa

MapLupyTusaTopa. 3HadeHue no ymondanumo 192.168.0.1.

> [omeH no ymon4yaHuw - (HeobsizatensHoe none) 34ecb MOXHO ykasaTb AOMEHHOEe UMS

Ons Ballen ceTu.

» MepBuuHbin DNS - (HeobssatenbHoe none) 3pgeck MOXHO Yykasatb |P-agpec
DNS-cepBepa, nony4eHHblh oT noctaBwmka NHTepHeT-ycnyr. nm obpatutech K CBoeMy

NOCTaBLUUNKY I/IHTepHeT-ycnyr N YTOYHUTE 3TUN OaHHbIE.

»> BrtopuuHbin DNS - (HeoGsasatenbHoe none) 3gecb MOXHO ykasaTtb |P-agpec gpyroro

DNS-cepBepa, ecnv Bbl NOAy4Mnn OT NocTaBLUmka IHTepHeT-yCcnyr agpeca AByX CEPBEPOB.

& lMpumevaHue:

Onsa ncnonb3oBaHusa dyHkumn DHCP-cepBepa Heo6x0aMMO A5is BCEX KOMMbITEPOB fOKanbHON
ceTu BblbpaTb pexum "TlonyunTs IP-agpec aBTomaTnyeckn".

4.7.2 Cnucok knueHtoB DHCP
Boibpas DHCP - Cnucok knueHtoB DHCP, Bbl mMoxeTe npocmatpvBaTb WMHOpmauuio no

BceM DHCP-knueHTam mappytusatopa (Puc. 4-33).

I MmA knueHTa MAC-agpec HazHauyeHHbI IP-agpec CpoK gencTenA

1 tplink16461 50-E5-49-C8-E2-TA 192.168.0.100 01:01:12

OBHOBUTb

Puc. 4-33 Cnucok knnexHtos DHCP
> ID — NHpgekec knnenta DHCP

> Wma knueHTa — umsa DHCP-knneHnTa
» MAC-agpec — MAC-agpec DHCP-knueHTa

> HasHauveHHbIN IP-agpec - INprncBoeHHbIN MappyTusaTopom IP-agpec DHCP-knneHTa
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> Cpok peuctBua agpeca - Cpok gencteus agpeca DHCP-knueHTta. Nocne ucteveHus

CpokKa OEeNCTBNA Nomnb3oBaTeENto aBTOMaTUYECKU npuceanBaeTCcH HOBbIN AUHAMNYECKUI

IP-agpec.

YKkasaHHbl€ BbllLE 3HA4YEHUS He MOoryT ObITb N3MEHEHbI B 3TOM OkHe. YToObl 0OHOBUTL CTpaHuuy
N Nony4vnTb MH(bopmau,wo No MNOOKIOYEHHbIM Ha AaHHbIA MOMEHT yCTpOIZCTBaM KIMUKHUTE Nno

kKHonke OBGHOBUTD.
4.7.3 Pe3epBupoBaHue agpecoB

Boibpas DHCP - PesepBupoBaHuMe agpecoB, Bbl MOXETe npocMartpueatb M gobaensaTb
3ape3epBUPOBaHHbIE agpeca KNMEHTOB 4Yepe3 crepykoulee okHo (cMm. Puc. 4-34). Korpa Bbl
yKkasblBaeTe 3ape3epBuMpoBaHHbIv IP-agpec Ana koMnboTepa NokansHOW CeTU, STOT KOMMboTep
OyneTt Bcerga nonyyatb oauH U ToT xe IP-agpec kaxabii pa3 npy obpaweHnn k DHCP-cepsepy.
3apes3epBunpoBaHHbIN IP-agpec Hy)kHO Ha3HayaTb cepBepam, TPEOYOLUM NOCTOSHHBIX HACTPOEK

IP-napameTtpos.

1D MAC-agpec JapezepeupoeaHHeli IP-agpec Coctoaune HzmeHnte

NobaBnTe. .

Puc. 4-34 PesepBupoBaH/ne agpecos

> MAC-agpec — MAC-agpec KomnbloTepa, AJI9 KOTOPOro Bbl XOTUTE 3ape3epBUpOBaTb
IP-agpec.

> 3ape3epBupoBaHHbIn IP-agpec — IP-agpec, 3ape3epBupoBaHHbIN MapLIpyTU3aTOpOM.

> CocTtosiHue - CocTosiHMe 3anucu - Bknro4veHo nnu OTKNoYeHo.
Y100bI 3ape3epBupoBaTthb IP-agpeca Heo6xoamMmo caenartb crnieayroulee:

1. HaxmuTe kHONKy [lo6aBUTb HOBYHO... . [JOMKHO MOSIBUTLCA OKHO, Kak Mokas3aHo Ha Puc.
4-35.

2. Beegute MAC-agpec (B dopmate XX-XX-XX-XX-XX-XX) un IP-agpec (B AOecATUYHOM
dopmate C pasgenuTenbHbiMKM - TOYKaMW) KOMMbKOTEPA, ANA  KOTOPOro Bbl  XOTUTE

3apesepsupoBaTh IP-agpec.

3. Haxmute kHonky CoXpaHuUTb.
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MAC-agpec: | |

3apezepenpoBanHHLIi IP-agpec: | |

CocToAHKe: | BrnwyeHo V|

[ Coxpanmts | [ Hasan |

Puc. 4-35 [No6aBuTb UM M3MEHUTb 3anncb pe3epBMPOBaHNS aapeca

YT1006bl UI3MEHUTb UNn yaoannTb nMerLllyrCcd 3anuchb:

1. Bbl66pMTe 3annCb N HaXMUTE KHOMKY PeAaKTMpOBaTb. Ecnu Bbl xoTnTE yoannTtb 3anncb,

BOCMOSIb3YNTECh KHOMKON YAAnNUTb.
2. BHecute HeobxoguMble N3MEHEHUS.
3. Haxmwute kHonky CoxpaHuUTb.

YT100bI aKTUBMPOBATb/OeaKkTMBUPOBaTb BCe 3anucu, BOCMONb3yNTECH KHOMKOM
Bknountb/OTKNIOYNTL BCe.

YToObl yoanuTb BCe 3anncu, BOCNONb3ynTeECh KHONKOW YAanuTb Bce.
Haxas kHonky Cneaywowas, Bbl nepengete B criegylollee OKHO, a BblbpaB KHOMKY

Mpeabiaywasn, BepHeTECH B NpeablayLLee OKHO.

4.8 lNepeappecauus

Nepeanpecaunn

- BUpTyanbHble Cepeeph

- Port Triggering
-DMZ
-UPnP

Puc. 4-36 MeHto MNepeagpecauus

B meHio lNMepeagpecauus cogepxatca 4veTblpe noameHwo (cm. Puc. 4-36) — BuptyanbHble
cepsepbl, Port Triggering, DNZ 1 UPnP. [1na HacTpOMKM HYXXHOW (PyHKLMK BbiBepuTe OAHO 13
HUX.

4.8.1 BwupTtyanbHble cepBepbl

Boibpas [lMepeagpecauusa - BwupTyanbHble cepBepbl, Bbl MOXeTe MpocMaTpusatb W
[obaenaTb BUpTyanbHble cepBepbl, Kak nokaszaHo Ha Puc. 4-37. BupTyanbHble cepBepbl MOryT
ObITb UCNONb30BaHbI A4S HACTPOWKM OBLLIMX CEPBUCOB Ballel NokanbHOM ceTn, Taknx kak DNS,
Email n FTP. BupTyanbHbll cepBep onpeaensdeTca Kak CepBUCHbIA NOPT, M BCe 3anpocbl U3
MHTepHeT k aToMy cepBucy byayT nepeHanpasneHbl Ha KOMMNbIOTEp, 0603HayYeHHbIN IP-agpecom
cepsepa. KomnbloTep, wucnonb3ywWnin BUPTyanbHbIA  cepBep, [AOMKeH pacnonaraTb
cTaTtvyeckum unu oukcupoBaHHbIM IP-agpecom, Tak Kak. IP-agpec MoXeT MeHATLCA B npouecce
paboTbl hyHkumn DHCP.
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Y

>

>

ID MopT cepeuca BHYTPEHHWIA NopT IP-agpec MpoTokon COCTORHWE N3MeHUTL

OobaBuTe. ..

Puc. 4-37 BupTyanbHble cepsepbl

MopTt cepBuca - Konuyectso BHeLWHWX NMopToB. Bbl MoXeTe BBECTU MOpT cepBuca unm
AnanasoH noptoB cepsuca (B popmate XXX - YYY, rge XXX HavaneHbin nopt, a YYY

KOHEYHbIV NopT).

BHyTpeHHUI NopT - Homep BHYTPEHHErO CEPBMUCHOTO NOpTa KOMMbIOTEPA, UCMOMb3YHIOLLIETO
CEepBUCHOE NpUNoxeHue. Bbl MOXeTe 0CTaBUTbL 3TO None NycTbiM, ecnv BHYTpeHHui nopTt

coBnagaet ¢ MopTom cepBUca, Unn ykasatb HOMep nopta, ecnu MopT cepBuca oauH.
IP-apgpec - IP-agpec komnbloTepa, Ha KOTOPOM 3anyLUEHO NPUoXeHne cepaeuca.

MpoTokon - MNpoTokon, ucnonb3yembli Anst JaHHOro npunoxerusi; nuoo TCP, UDP unu
Bce (Bce npoTokonsl, nogaepxnsaemble MapLupyTnsaTtopom).
CocTtosiHme - CocTtosiHMe aaHHoum 3anucu, BknrovyeHo nnu OTKnNo4YeHo.

U3ameHuTb - [Ina uameHeHus unm yoaneHuns TeKyLLI,eIZ 3arncu.

[nsa HacTpoWkn 3anucu BUpPTyanbHOro cepBepa:

1.
2.

3.

HaxmunTe kHonky [lo6aBuTb. [JOMMKHO OTKPLITBCHA OKHO, Kak npeacTtaBneHo Ha Puc. 4-38.

B cnucke CTaHpapTHbIW NOPT cepBuca BbibepuTe cepBUCHbLIN MOPT, KOTOPbLIA Bbl XOTUTE
ncrnonb3oBatb. Ecnn B 3TOM cnncke OTCYTCTBYET Heo6xop,|/|M0e HanMeHOBaHWNEe, YKaxXute

HOMEep CepBUCHOIo nopTta unn ananal3oH nopTtos B Mnoe I'IopT cepBuUca.

OcrtaBbre none BHyTpeHHUI NOPT NycTbiM, ecnvn OH coBnagaet ¢ MopTom cepBuca, unm

yKaXuTe KOHKpPEeTHbIN HoMep nopTa, ecnu MopT cepBuca oavH.

4.

5
6.
7

B none IP-agpec ykaxute IP-agpec komnbloTepa.
YKaxute npoToKon, ncnosnb3yemMblii npunoxexHmem. Bapmnantel: TCP, UDP unu Bce.
Bbi6epute onumio BknroyeHo B Boinagatowem cnmcke CoctosiHue.

Haxmute kHonky CoxpaHUTb.
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NMopt cepenca: (00 i X))
BHYTpEHHMIA NopT: (304, JecTeMTeNEHO TONBKO ANA 0gHoro CepeMcHOND NOPTa MNW OCTAELTE NOMe NYCTLIM)
IP-agpec:
MpoTokon: Bce v
CocTosHne: BrnoueHo v
CTaHOapTHLIA NOPT Cepenca: ~-Buibepure— v
[ COXpaHuTE ] [ Haszag ]

Puc. 4-38 [Nob6aBuTb nnu M3MeHUTb 3anncb BUPTYyanbHOIo cepBepa

& lMpumeyaHue:

BoamoxkHa cuTyauusi, Koraa Ha Ballem KOMMbITepe UnuM cepBepe npeanaraertcs Gornee oAHOro
cepsuca. B Takom cny4yae BbibGepuTe apyroit cepBuc U BBeauTe ToT xe IP-agpec ona gaHHoro

KOMMNbKOTEPA U cepBepa.

Ona nameHeHNA Unu yaaneHus cyLlecTBYIOLWEN 3anucu cnepyerT:

1. B crtonbue WM3ameHuTb HaxmuTe PepaktupoBaTb AN U3MEHeHus unu Yganutb AN
yaaneHus.

2. OrtpepaktupymnTe nHdopmaumio.

3. Haxmunte kHonky CoxpaHuTb.

YToObl BKHOYUTL/OTKNIOYMTL BCE 3anncu, BOCI'IOJ'Ib3yl71Ter kHonkor Bkniountb Bce/OTKNIOYUTL

BCe.
Haxmunte KHOMKY Ypanutb Bce Ang yaaneHna Bcex 3anucen.

Haxxmute kHonky Crepyrowlas, Ans nepexona Ha Creaylollylo CTPaHuLy; HaXXMUTE KHOMKY
Mpeabiaywan ans Bo3BpalleHus Ha NnpeablayLLyo CTpaHuLy.

& lMpumevaHue:

Ecnn B kadecTBe CepBWCHOro mnopTta BMPTyarbHOro cepBepa ykasaHo 3HayveHue 80, B OKHe
Be3onacHocTb - YoaneHHoe ynpaBneHme OmKHO ObiTb ykaszaHo ntoboe 3HayeHune kpome 80,
Hanpumep 8080. B npoTMBHOM criydae Mpu OTKIOYEHUU BUPTYyaribHOMO cepBepa MoXeT
BO3HMKHYTb KOHQITMKT.

4.8.2 Port Triggering

Boibpae Mepeagpecaums - Port Triggering, Bbl MOXeTe NpocMaTpmBaTh M BHOCUTb N3MEHEHNS
B okHe Port Triggering (Puc. 4-39). Hekotopble NpunoXeHus, Kak Hanpumep OHMaWH-Urpsbl,
BUAEOKOH(epeHunn, WHTepHeT-TenedoHms u  T.4., TpebylT Hanuums napannenbHbIX
NOAKIMYEHUIA. Takne NpunoXeHnst He MOryT paboTtaTb TONbKO C O4HUM MapLupyTmu3atopom NAT.
dyHKUMS 3anycka NOPTOB UCNOMb3YETCS, YUTOObI HEKOTOPbIE U3 3TUX NPUNOXEHUI MOornuK paboTaTb
¢ mapuwwpyTtmnsatopom NAT.
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D Tpurrep nopt TpWUIrep NpoToKon BxoaAumit nopt BxoaAumil NpoToKon CoCTosHHE N3MEHHTL

[oGaBnTh. ..

Puc. 4-39 Port Triggering
Mocne HacTpolikn Bce NPOMCXOAMT cneayowmm obpasom:

1. Y3en nokanbHOW CEeTU CO3QaeT MCXOAsILLEE MOAKIOYEHNe K BHELUHEMY Y3rly, UCMONb3ysi B
KayecTBe MnopTa HasHadeHUs NopT, HOMepP KOTOPOro ykasaH B rnone 3anyckaeMblil NopT.

2. MapuwpyTtnsatop genaet 3anmcb 00 3TOM MOAKMOYEHUN, OTKPbIBAET BXOASALMA MOPT UMK
NopThbl, MPUKPEMNIEHHbIE K 3TON 3anncu B Tabnuvue 3anyck NOPTOB, U CBA3LIBAET MX C Y3510M
riokanbHOW CeTun.

3. B cny4yae HeobXoANMOCTM BHELLHWIA y3€elql MOXET NOoAKNK4YaTbCA K Yy3ny nokaneHOM ceTu
yepe3 OAMH U3 NOPTOB, YKa3aHHbIX B Nnore Bxoasawwme nopThbl.

>  Tpwurrep nopT - 370 NOPT ANs Ucxoasdiiero Tpaduka. Mexogsawee nogknoveHne Yepes a1oT
nopT aKkTUBMPYET AaHHOE NpaBuno.

> Tpurrep NpPoTOKON - 3TO MPOTOKOM, MCMomnb3yemblii nopTamu 3anycka. 3HadyeHus: TCP,

UDP vnn Bce (BCe NpoTOKOMbI, NOAAEPXMBAEMbIE MapLUPYTU3aTOPOM).

> Bxoaswue nopTbl - 3TO NOPT UNKN AnanasoH NOPTOB, UCMONb3yeMbIX yAareHHON CMCTEMON
npv OTBETE HA MUCXOQsALWMKA 3anpoc. 3anpoc 4epe3 OOMH M3 AaHHbIX NopToB Oyaoer
nepeHanpasneH Ha KOMMNbIOTEP, aKTUBMPOBABLUMIA AaHHOe npaBuno. Bel MoxeTe ykasaTtb He
G6onee 5 rpyn noptoB (MnNu cekuuin MOpTOB). [pynnbl NOPTOB pasgensalTcs 3Hakom )"
Hanpumep, 2000-2038, 2046, 2050-2051, 2085, 3010-3030.

> Bxogsawmn npotokon - [MpoTokon, ncnone3yemblin Ans Bxogswero nopta. BapuanTel: TCP,
UDP unu BCE (BCe npoTOKOMbI, NOAAEPKMBAEMbIE MAPLLPYTU3ATOPOM).

> CocTosiHMe - cocTosaHMne 3anucu. "BkItodeHo" o3Ha4vaeT, 4To 3anncb akTMBHA.

> W3MeHUTb - N3MEHUTb NN yaanuTb CyLLECTBYHOLLYHO 3amnuchb.

> OO6wMe nNPUNOXKEHUA - 4YacTo UCMONb3yeMble MPUIOXKEHWUsl, COAepXaluMecsi B
BblMagaroLem crnmcke B pasgene "Bxogdawmin npotokon".

Y100bI CO3A4aTL HOBOE NpaBUI10, HEO6GXO0AMMO.

1.  Haxmute kHonky [lo6aBuTb. [1OMKHO OTKPLITLCSA OKHO, Kak npeacTaBneHo Ha Puc. 4-40.

2. W3 Bbinapatowero cnucka O6wue npunoxeHusa Bbibepute obluee MNpuUnoXxeHue, nocre
yero nons Tpurrep nopt 1 Bxogsawwun nopt 6yayT 3anonHeHbl aBToMatudeckn. Ecnv B
none O6WWe nNPUNOXKEHNST OTCYTCTBYET HYXXHOE HaMMeEHOBaHWEe, CIedyeT BpYYHYHO
3anonHuTbL nonsa Tpurrep nopt 1 Bxoasuwme noprol.
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3. W3 Bbinagatowlero cnmcka Terrep MPOTOKOI Bbl6epV|Te NpPOTOKOI, VICI'IOJ'IbSyeMbIIZ and

Tpurrep nopta: TCP, UDP, nnu Bce.

4. W3 Bbinagarowero cnicka Bxoaawmm npoTokon BoloepmTe NPOTOKOM, UCMOMb3yeMbln Ans
avanasoHa Bxogsawwux noptos: TCP, UDP, nnu Bcee.

5. B none CocTtosiHMe B BbiNagaloLlemM Crnucke Boibepute 3HadyeHne BknroyeHo.

6. YT0ObI COXpPaHUTL HOBOE MPaBUIIO, HAXXMUTE KHOMKY COXpPaHUTD.

Tpurrep nopt:
TpWrrep NpoTOKON: BCE +

Bxogsauwme noprsi:

BXOOAWWA NPOTOKOI; BCE +
COCTOAHWE: BrnroyeHo v
OGUHE NPUNOKEHA: -Bribepure—- A
| Coxparmts | [ Hasan |

Puc. 4-40 [o6aBuTb unm namMeHuTb 3anucb NpoLeaypbl 3anycka nopTos

YT1006bl MI3MEHUTb UK YAANUTb CYLLUECTBYIOLYIO 3aNUCh:

1. B crtonbue WM3meHuTb BblbepuTe 3anncb M KIMKHUTE MO KHOMKe PegakTupoBaTtb 45
n3MeHeHus 3anucu. Ecnn Bbl XOTUTe yaanuTb 3anucb 3anucb, BOCMOMb3YNMTECH KHOMKOW
Ypanutb.

2. OTpepaktnpynTe 3anuchb.

3. Haxmute CoxpaHuUTb.

Haxas KHOMKY Bknountb Bce, Bbl aKTnBmpyeTe Bce 3arnmcu
Haxas KHOMKY OTKNOUYNTb BCe, Bbl CAENAETE BCE 3aNNCU HEAKTUBHbIMMU.

Haxas KHOMKY Ypanutb Bce, Bbl yaoanute Bce 3anuncu.

& lMpumeyaHue:

Mpu nogkntoYeHUM 3anycka COOTBETCTBYHOLLME OTKPbITblE NOPThI ByAyT 3aKpbIThI.

2. Kaxpgoe npaBuno MOXET MCMONb30BaTbCA TOMbKO OOHWM Y3rOM FflOKanbHOW CETM 3a pas.
MopkntoyeHne 3anycka ApYrnx y3rnoB fIOKanbHOW ceTn OyaeT 3anpeLleHo.

3. 3HauyeHus), ykasaHHble B none Bxoasiwme nopTbl, He JOMKHbI HaKNaAbIBaTLCS.
48.3 DMz

Boibpae MNepeappecauus - DMZ, Bbl MOXeTe npocmaTpuBaTh M HacTpavMBaTb NapameTpbl y3na
DMZ (cMm. Puc. 4-41). ®dyHkumns DMZ nossonsieT co3gaBatb 0Cobbli CEeTeBOM CerMeHT Ang ysna

nokanbHoW ceTu, obpallatollerocss K TakMM VIHTepHeT-pecypcam Kak OHMalH-urpbl  Unu
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BMOeoKoHepeHUmm. Mpy 3TOM MapLupyTU3aTOp nepeagpecyeT NnakeTbl BCEX CEPBUCOB Ha y3en

DMZ. Y komnbloTepa, HasHayeHHOro B kayectBe ysna DMZ, cdyHkumsa knueHt DHCP pgomkHa
BbITb OTKMIOYEHa, a Takke eMy AormKeH BbiTb NMPUCBOEH HOBLIN cTaTuyeckuin IP-agpec, Tak Kak

ero IP-agpec MOXeT MeHATbCA Npu Mcnonb3oBaHmn dyHKuun DHCP.

Tekyuee COCTORHNE: () BENWuNTE (&) OTEMOYNTE
IP-anpec yana DMZ: |U_U_U_U |
Puc. 4-41 DMZ

Y106b1 Ha3HaYNTL KOMMbLIOTEP UMK cepBep B KayecTBe cepBepa DMZ:
1. HaxmuTe kHonKy BknrounTb.

2. Beepgute IP-agpec koMnbloTEpa NOKanbHOW CETU, KOTopbI ByaeT AencTBOBaTb B KavyecTBe

y3na DMZ, B none IP-agpec yana DMZ.

3. Haxmwute kHonky CoxpaHUTb.

& lMpumeyaHue:

lMocne ycTtaHoBKKM napameTpoB y3na DMZ, cooTBETCTBYIOLLMI MEXCETEBOW 3KpaH paboTaTb He
Oyger.

4.8.4 UPnP

Boibpae Mepeagpecauma — UPNP Bbl cMoOXeTe npocmatpyBaTtb MHGOPMaUMO MO NPOTOKONY
UPnP (Universal Plug and Play), kak nokazaHo Ha Puc. 4-42. ®yHKUMS NO3BONSAET TakuM
YCTPOMCTBAM Kak KOMMNbIOTEPLI C NoakntodeHneM K MHTepHeT npu HeobxoamMMocTu obpallaTbes K
pecypcam nokasnbHbIX Y3roB. YCTpoucTBa C nogaepxkom npotokona UPNP moryt 6GbiThb

aBTOMaTUYECKN OOHapyXeHbl npunoxexHnem UPnP-cepBrca nokanbHOM CETW.

Tekywee coctoAHre UPnP: Bknw4eHo OTENHYNTE

Cnncok Tekywnx HacTtpoek UPnP

1D OnwcaHme NpUNoXeHnA BHewHmi nopt MpoTtokon BHYTpeHHWIA NopT IP-agpec CocTofAHne

OGHOBUTE

Puc. 4-42 UPnP

> Tekywee coctossHue UPnP — BkniouyeHune/BbikniovyeHne yHKUMM Npu NOMOLLM KHOMOK

Bknouutb n OTKNIOYUTD.
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> Tekywun cnucok HacTpoek UPnP — 3Ta tabnuua cogepxuT crieayoLlyo MHhopMauuio:

« OnucaHue npunoxeHna — OnuncaHve, nNOMNy4YeHHOe OT NPUNOXeEHUs, Mpu
UPnP-3anpoce.

o BHewHu nopT — BHeLLHWI NOPT, OTKPbIBAEMbIA MAPLLPYTU3ATOPOM A1 MPUNOXKEHUS.

« [MpoTtokon — Tun NpoToKona, KOTOPbIA MapLUPYTU3aTOP OTKPLIBAET A115 MPUMOXEHNS.

o BHyTpeHHMM nopT — BHyTpeHHMI MNOPT, KOTOPbIM MapLipyTU3aTop OTKpbiBaeT Angd
nokanbHoro y3na

« IP-appec — IP-agpec yctponctea ¢ nogaepxkon npotokona UPnP, koTopoe B AaHHbIN
MOMEHT obpaLlaeTcs K MapLipyTnsaTopy.

« CoctosiHne — B 3tom none oTtobpaxaeTcd uHopmaumsa No COCTOSIHMIO MopTa.
3HauyeHue “Bkn.” o3Ha4yaeT, YTO MOPT BCe elle akTuBeH. B npoTuBHOM crniyyae nopt

HeaKTuUBEH.

KnnkHuTe no kHonke OGHOBUTL, YTOObI 0OHOBUTL TekyLun cnucok HacTpoek UPNP.

4.9 Be3onacHocCTb

besonacHOCTE

- HacTpoikn Ga30B0A 3aNTHI

- PacumpeHHbie HacTPONKKY 3alWTh
- NoKanbHoe ynpagnexHe

- ¥anexHHoe ynpagneHme

Puc. 4-43 MeHto BesonacHocTb

MeHo Be3onacHOCTb coaepXuT 4deTbipe nogmeHtwo (cMm. Puc. 4-43) — HacTtpomku 6asoBon
3awuTbl, PaclumpeHHble HacTpoMKM 3awuTbl, JlokanbHoe ynpaBneHMe W YaaneHHoe

ynpaBneHue. [1na HaCTPONKM HY>KHON PYHKLMN BbiGepUTe COOTBETCTBYIOLLMIA pa3gen.
4.9.1 HacTtpoukn 6a30BOM 3aWUTbI

Beibpas Be3onacHocTb — HacTtponku 6a3oBoM 3awuTbl, Bbl MOXETE BbINOMHUTL Ga3oBble

HacTporkn 6esonacHocTu (Puc. 4-44).
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MexceTeBOR 3KpaH
MexcereBoi akpaH SPL: (%) Brniounte () BRIKNKOYMTE
VPN
Mponyck Tpadwka PPTP: (® BkniunTe () BEIKNKDUYMTE
Mponyck Tpaduka L2TP: (%) Brniounte () BRIKNKOUWTE
Mponyck Tpadwuka IPSec: (® BkniunTe () BEIKNKDUYMTE
ALG
FTP ALG: (*) BEMouKTE () BRIKMIKYKTE
TFTP ALG: (%) Brniounte () BRIKNKOYMTE
H323 ALG: (*) BEMouKTE () BRIKMIKYKTE
RTSP ALG: (%) Brniounte () BRIKNKOYMTE

Pwuc. 4-44 HacTtporikn 6a30BoW 3awuThl
> MexceTteBomn akpaH — MexceTeBon akpaH obecneunBaeT 3almTy ceTu . 34ecb Bbl MOXeTe

BKITHOUYUTL/BBIKITHOYUTL MEXCETEBOWN 3KpaH MapLupyTusaTopa.

e MexceTteBon akpaH SPI - OyHkums dunbTpauun ¢ yyetoM koHTeHTa (Stateful Packet
Inspection) nomoraeT npegoTBpaTUTL KmbepaTaku, Tak Kak B TeYeHue ceccuu
oTcnexvBaeTcs Gonbluee KONMYecTBO napameTpoB. Bo Bpemsi ceccun npounssoanTcs
nposepka Tpadwmka Ha COOTBETCTBME MpoTokony. [lpuM 3aBOACKMX HACTpoOMKax
MEXCETEBOMN 3KpaH BKMYeH. Ecnu Bbl XO0TUTE, YTOOLI BCE KOMMbLIOTEPLI NOKanbHOM
ceTn pacnonaranv BO3MOXHOCTb0 0BMeHnBaTbCs MHOPMaUMen ¢ BHELUHUM MUPOM,

Bbl MOXeTe OTKIMH4YNTb ero.

> VPN - ®yHkuma lNponyck Tpadwuka VPN pomkHa ObiTb BKMAOYEHa, €CNU Bbl XOTUTE
paspewwnTtb co3gaHne VPN-TyHHeneln cornacHo npotokonam IPSec, PPTP unu L2TP gns

NPOXOXOEHUSA MEXCETEBOIo 3KpaHa MapLupyTu3aTopa.

e [ponyck Tpadmka PPTP - TexHonorua [Mponyck Tpadumka PPTP (TyHHenbHbI
NPOTOKON TWMa TOYKa-TOYKa) MO3BOMSET co3faBaTb creumarnbHble TyHHenu B IP-ceTu.

YTo0bl pas3pelwnTb co3gaHne Takmnx TyHHeHeI;I, Bbl6epI/1Te BknounTb.

e [ponyck Tpacmka L2TP - [MpoTokon L2TP - 310 MeToa co3gaHus Ceccui TouKa-Touka
yepe3 WHTepHeT Ha ypoBHE BTOPOro cnos. Ytobbl paspewnTb MNPOXOXAEHUE

L2TP-TyHHenen yepes mapLupyTmsartop, Bblbepute BKknounTb.

e [ponyck Tpacduka IPSec - NpoTtokon IPSec - 310 Habop npoTokonoB Anst obecneyeHns

3aWuUThl daHHbIX, NepegaBaeMblXx MO ceTAM Ha Gase npotokona IP, mocpeacTtsom
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NPUMEHEHUS  anropuMTMOB  LWINGPOBaHMsA.  YToObl  paspewnTb  NPOXOXKAeHue

IPSec-TyHHenen YepesamapLupyTm3aTop, Bbibepute BknounTb.
> ALG - PekomeHayeTCa BKMOYMTbL W03 ypoBHS npunoxeHus (ALG), T.k. aTa dyHKuna
paspeluaeT YCTaHOBKY HacTpamBaemblx 006xoaHbix NAT-counbTpoB B LWIMKO3E C LENbHO
NoadepPXKM npeobpas3oBaHNA adpecoB M MOPTOB ANsl HEKOTOPbIX MPOTOKOSIOB YPOBHS

NPUNOXeHUs Tuna "KOHTponb/aAaHHbIe", Kak Hanpumep FTP, TFTP, H323 n T.4.
e FTP ALG - YT06bI paspewnts FTP-knneHTam 1 cepsepam nepedaBaTth AaHHbIE Yepes
NAT, Bbibepute BknrouunTb.

e TFTP ALG - YT06bl paspewnts TFTP-knueHTam M cepBepam nepefaBaTb OaHHble
yepe3 NAT, BbibepnTe BknrounTb.

e H323 ALG - Ytobbl paspewntb knmeHtam Microsoft NetMeeting obmeHuBaTbCH
AaHHbIMK vyepe3 NAT, BbiGepute BKnounTb.

e RTSP ALG - Yt0o6bl NO3BONUTL KNMEHTaM Megma-nneepa CBsA3blBaTbCs C HEKOTOPbLIMMU
cepBepamMu NOTOKOBbIX Meauna-aaHHbix yepesd NAT, HaxmuTe BKnounTb.

HaxxmuTe kHONKy CoxXpaHuTb, YTOObI COXpPaHUTb HAaCTPOWKMU.

4.9.2 PacwupeHHble HaCTPONKM 3aLUTbI

BbibpaB BesonacHocTb — PacluvpeHHble HACTPOMKM 3aliUTbl, Bbl CMOXETE 3alUTUTb
MapLipyTusatop oT Takmx aTtak, kak TCP-SYN Flood, UDP Flood n ICMP-Flood, kak noka3aHo Ha
Puc. 4-45.

WHTEpBAN NAKETOB CTATHCTHEA (5 ~ 60): |10 | CekyHOR!

3awwra of DoS-ara: () OTkniounte () BENiDUMTE

Brnwoynte GuneTpauwnk ot atak ICMP-FLOOD

Mopor naketos ICMP-FLOOD (5 ~ 3600): MakeToB/C

BrnowTE duneTpaw UDP-FLOOD
Mopor nakerog UDP-FLOOD (5 ~ 3600): Maketos/c

BrrmwounTe @uneTpaur o7 arak TCP-SYN-FLOOD
Mopor naketos TCP-SYN-FLOOD {5 ~ 3600): MakeToeic

MrHopupoeate Ping-nakeTsl oT nopta WARN

3anpetuTe Ping-nakeTkl ot nopra LAN

[ CoXpaHuTe ] [ Cnucok 3abnoKMpoBaHHEIX Y3N0B-UCTOYHKMKOE DoS-aTak

Puc. 4-45 PaclumpeHHble HacTPOWKK 3aLuuUThbl
> WHTepBan naketoB cTtaTUCTUKM (5~60) - 3HaueHne no ymondaHuio 10. M3 BeinagatoLlero
cnncka Heobxoammo BbIbpaTh 3HavyeHue oT 5 go 60 cekyHa. [laHHOe 3HayYeHune onpeaensieT
WHTEpBan Mexay naketamu ctaTUCTUKU. [JaHHble CTaTUCTUKM MCMONb3YTCA ANA aHanusa
dpyHkumamm SYN Flood, UDP Flood n ICMP-Flood.
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» 3awwmTa ot DoS-aTak - BknioueHne/BbiknioveHne yHKUmMM 3awmtbl oT DoS-atak. PyHKumns

Flood Filters 6ynet paboTaTtb, TONbKo ecnv AaHHast QYHKUMSA BKIOYEHA.

> Bknrouutb dunbtpauuto ot atak ICMP-FLOOD - BkntoueHune/BiikntodeHne dunsrpaumm
ICMP-FLOOQOD arak.

» Nopor naketoB ICMP-FLOOD (5~3600) — 3HauyeHune no ymonyaHuto 50. YkaxuTte 3HayeHne
B npegenax 5 ~ 3600. Ecnun Tekywee 3Ha4yeHWe HWXKE YCTAHOBMEHHOrO, MapLupyTu3aTop
HeMeaneHHO akTUBUPYET (PYHKLMIO BrTOKNPOBKMU.

» Bknountb ¢unbrpaumio UDP-FLOOD - BknoveHne/BoiknioyeHne  dunbTpaumm
UDP-FLOOD.

» Nopor naketoB UDP-FLOOD (5~3600) - 3Ha4yeHune no ymonyaHuio 500. YKkaxuTe 3HayeHue
B npegenax 5 ~ 3600. Ecnu Tekyllee 3HAa4YeHWE HUXKE YCTAHOBMNEHHOro, MapLupyTM3aTop
HeMe[TeHHO akTUBUPYET PYHKLMIO BIOKUPOBKM.

> Bxknouuts dunbrpaumo ot atak TCP-SYN-FLOOD - BknoyeHue/BbiknioyeHve
duneTtpaummn TCP-SYN-FLOOD aTak.

> Mopor naketoB TCP-SYN-FLOOD (5~3600) - 3HayeHne no ymonyaHuto 50. YkaxuTe
3HadyeHne B npegenax 5 ~ 3600. Ecnu Tekyuwlee 3HAYeHME HMXKE YCTAHOBMEHHOrO,
MapLUpyTM3aTop HEMEANEHHO akTMBMPYEeT PYHKLNIO ONOKMPOBKN.

» WrHopupoBaTtb Ping-naketsl ot nopta WAN - BkniouyeHne/BbiknioyeHne QyHKLMK
urHopmpoBaHusa Ping-naketoB ot nopta WAN. lNo ymonyaHuio dyHKUmMA oTkrodeHa. [pu
BKMOYEHHON  pyHKumMnM Ping-naketam w3 WHTepHeT oTkasbiBaeTcd B [OCTyne K
MapLipyT13aTopy.

» 3anpetutb Ping-nakeTtbl oT nopta LAN - Paspewuts/3anpetnte Ping-nakeTbl oT nopta
LAN. lNo ymonuyaHuio @yHKumMs oTkmoyeHa. [Npu BknoveHHon dyHKUMM Ping-naketam
OTKasblBaeTcA B AOCTyne K maplipyTtusaTopy. PyHKUMA MCMOMb3yeTcs AN 3aluTbl OT

HEKOTOPbIX TUNOB BNPYCOB.
Haxmunte KHOMKY COXpaHVITI:, 4yTOObI COXpaHUTb caenaHHble N3MEeHEHUA.

HaxaB kHomky Cnucok 3abnokupoBaHHbix DoS-y3noB, Bbl nepengete B Tabnuvuy

y3Mn0OB-UCTOYHMKOB D0oS-aTak Ansi npoBeaeHnst onepauuin 611okMpoBaHus.
4.9.3 JlokanbHoe ynpaBneHue

Boibpae bBes3onacHocTb - JlokanbHOe ynpaBrieHWe, Bbl MOXETE HacTpoUTb MpaBuna
yrnpaBneHns B OKHe, npeactaBneHHoOM Ha Puc. 4-46. ®yHKuua ynpaeBneHuss no3BonsieT

OnoknpoBaTb AOCTYN KOMMbIOTEPOB NOKANbHON CETU K MapLLpyTU3aTopy.
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MpaBuna ynpaenex1a
(%) Brew KOMNBKTEpaM NOKANEHOR CeTH pa3peléH AoCTyN K BeG-yTHANTE HACTPOMKY YCTpoRcTEa
(7 ToNbKo YKA3aHHLIM KOMNBIOTERAM pa3pelleH QocTyn K Be-yTUNWTE HACTPORKW C NPABaMKU aOMUHUCTPATOPA
MAC 1:
MAC 2:
MAC 3:
MAC 4:

MAC-agpec Bawero KOMNeHTEPa:

CoXpaHuTe

Puc. 4-46 IokanbHoe ynpaBneHune

Mo ymonuaHuio BbiGpaHo Bcem KomnbioTepam noKanbHOW ceTU paspelleH [ocTyn K
BeO-yTUNMTEe HACTPOMKM ycTpomncTBa. Ecnv Bbl xOTUTe paspewmntb AOCTyn K BeG-yTunute
TONbKO 41151 KOMNbIOTEPOB € onpeaeneHHbiMn MAC-agpecamu, BoibepnTe TONbKO yKa3aHHbIM B
CrNUCKe KOMNbKOTEpaM paspeweH A[oCcTyn K BeO-yTUnuTe HacTPOMKM C npaBamu
agMMHUCTpaTopa 1 B OTAenbHbIX nonsx ykaxute MAC-agpeca. MAC-agpec pomxeH 6biTb B
dopmaTe XX-XX-XX-XX-XX-XX (rae X - aTo WecTHaauaTtepuyHoe 4ncro). B aTom cnyyae Tonsko
3TN KOMNblOTEpbl ByayT UMeTb AOCTYN K BeB6-yTuUnuTe, a octanbHbIM KOMMNbOTEPaM AOCTYN K HEN

Oynet 3abnokuposaH.
HaxaB kHonky [lo6aBuTb, Bbl fob6aBnte MAC-agpec B yka3aHHbIA CMUCOK.

YToObl COXpaHUTb caenaHHble M3MEHEHMS!, BOCMONb3yMTECh KHOMKON COXPaHUTD.

& lMpumevaHue:

Ecnu Baww komnbloTep 3abrokMpoBaH, a Bbl XOTUTE CHOBA MOMy4MTb AOCTYN K MapLupyTU3aTopy,
TO MPUY MOMOLLM UFOIKN HAXXMUTE U yaepXuBanTe B TedeHne 5 cekyHn kHonky Copoc (Reset) (B
OTBEPCTUN), pacronOXeHHY0 Ha 3a4Hel naHenu ycTpoucTea. B aTom cnyyae maplipytusatop

BEPHETCA K UCXOOHbIM 3aBOACKUM HaCTpOIZKaM Be6-yTVIJ'IVITbI.

49.4 YpaneHHoe ynpaBneHue

Boibpae Be3onacHocTb - YpaneHHoe ynpaBrneHue, Bbl MOXETe HacTpPouUTb CYHKLMIO
yOaneHHoro yrpaeneHus, Kak npeactasneHo Ha Puc. 4-47. [OaHHaa dyHKUMA no3Bonsaet

yNpaBnaTb MapLUpyTU3aTopoM yepes NHTepHeT.
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Mopt ynpagnexns Bed-uHrepdpeicom: 80
IP-agpec yaanséHHoro ynpaeneHms: 0.0.00 (Yka#wnTe 255.2595.255.255 OnA BCex)

Puc. 4-47 YpaneHHoe ynpasneHue

» [Mopt ynpaBneHus BeG-uHTepdencom - O6bMHO Beb-Opay3epom ana goctyna
ucnosb3dyeTcsa CcrTaHgapTHoln nopT cepsBuca HTTP. [Ona yganeHHoro ynpasneHusi
MapLupyTusaTtop ucnonsdyet nopt Homep 80. Ona 6Gonblierr 6e3onacHOCTU Bbl MOXeTe
3aMeHUTb 3TOT HOMEep Ha OpYyrow, ykasas ero B COOTBETCTBYwLWeM norie. Homep noprta
JorxkeH ObITb B npegenax oT 1 go 65534, HO He crefyeT ykasblBaTb HOMeEpP CTaHOAaPTHbIX
nopToB cepBUca.

> |IP-appec yganeHHoro ynpaBneHusi - Tekywun agpec, KoTopbli OyaeT Mcnonb3oBaTbCs
ana goctyna K mapupyTtusdatopy yvepe3d UHTepHeT. DyHKUMs OTKModveHa, ecnu IP-agpec
ykasaH kak 0.0.0.0. Ytobbl BkNouMTb ee 3ameHnTe 3HadveHme 0.0.0.0 Ha OencTBUTENbHbIN
IP-agpec. Ecnu BbIbpaHo 3HauveHue 255.255.255.255, 1o BCe y3nbl OyayT MMeTb OOCTyn K
MapLupyTusaTopy 4Yepes NHTepHerT.

& lMpumeyaHue:

1) [Ons goctyna K maplupytmsatopy Heobxogmmo ykasatb WAN IP-agpec maplipytmsaTtopa B
agpecHon ctpoke Internet Explorer wnu Navigator, ucnonb3ysa ans pasgeneHus 3Hak
aBoetound, a 3atem Homep nopta. Hanpumep, ecnn WAN-agpec MaplupyTtusaTtopa
202.96.12.8, a Homep nopTta 8080, HeobxoamMmo BBeCTM B Bpay3epe http://202.96.12.8:8080.

[Nocne BBOAUTCA MMS Nonb3oBaTens u naporsib, YTOObI nonyynTb AO0CTyn Be6-yTV|ﬂVITe

mapLupyTm3aTopa.

2) [pu 3ameHe napons cnegyeT UCMONb30BaTb HAOEXKHbIA Naporb.

4.10 PoauTtenbCKUN KOHTPOJSb

BbiOpaB mMeH0 PoauTenbCKuUM KOHTPOSb, Bbl MOXETE HACTPOUTb (PYHKUMIO POAMTENLCKOro
KOHTPONS, Kak npeactaerneHo Ha Puc. 4-48. [JaHHaa dyHKUMA MOXET ObiTb MCMonb3oBaHa Ans
KOHTpoOnsi goctyna pebeHka k VIHTepHeT-pecypcam Unun ans orpaHMdeHnst JocTyna nepcoHana K

onpeageneHHbIM canTam, a Takke onpegennTtb BpemMA pa6OTbI B CeTn MHTepHeT.
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KoMAEKTEPE], HE ABNAKIWWECA KOHTPOMMPYIOWHMI W HE YKA3aHHEIS B CNMCKE, He GYAYT WMETk QOCTYN K VIHTEpHET.
PoOMTENBCKWIA KOHTROMB: (&) OTKNMIKQUKTE () BKMKUWTE

MAC-agpec KOHTPONMPYHIWErD KOMNBHTEpa:

MAC-agpec Bawero KOMNHTEPa: [ CKONWPOBATE BhiLLE
CoxpaHnTe
ID MAC-agpec OnncaHve canta PacnucaHme CocToRHKMe HameHuts

Tekylwwid Me| 1+ | CTpanuua

Puc. 4-48 Parental Control Settings

» PoautenbCKkn KOHTponb — YT0Obl akTuBMpOBaTb (PYHKLMIO, BOCMOSMb3YWTECH KHOMKOM

Bkntountb. YTo6bl OTKMIHOUNTE OYHKLMIO, BOCNOSb3YNTECH KHONKOW OTKIMHOYUTD.

> MAC-agpec KOHTponupylouwero KomnbiTepa - B gaHHoOM none Bbl MOXeTe BBECTM
MAC-aapec KOHTPONMPYIOLLErO KOMMbKOTEPA MIN MCNONb30BaTh KHOMKY CKOMMpPOBaTh Bhillie,

KOTOpasi pacrosoXeHa HUXe.

> MAC-appec Bawero komnblTepa - B pgaHHom none otobpaxaetca MAC-agpec
KOMMbloTEPa, C KOTOPOro Ha AaHHbIN MOMEHT MPOM3BOAUTCS HaACTpoWka MapLupyTu3aTopa.
Ecnn MAC-agpec Ballero ceTeBoro aganrtepa yxxe 3apermcTpupoBaH B CUCTEME, TO MOXETE
HaxkaTb KHornky CkonupoBaTh Bbile B none ansa konnposaHus MAC-agpeca aToro ceteBoro

agantepa B nonie MAC-agpeca PogutenbCckoro KoMnblTEpPa, KOTOPOE PacnofioXKeHO BhiLLE.

> OnucaHue canta - OnucaHme canToB, paspeLUEHHbIX AN MOCELLEHMS KOHTPONMpyemMbiM

KOMMNbOTEPOM.

> PacnucaHue - BpemMeHHOM OTpe30K, B TeYEHWE KOTOPOro KOHTPONMPYEMOMY KOMMbHOTEPY
paspeléH poctyn B ceTb WHTepHeT. [nsi Gonee petanbHOW uHdoOpMauuu, 3angurte

KoHTponb aoctyna — PacnucaHwe.

> W3MeHuUTb - 3gecb Bbl MOXETE PefaKkTUPOBaThb UK yaansTh CYLLECTBYHOLLME 3aMNUCH.

Ons no6aBneHus HOBOM 3anNMUCcKU He0ob6XoaUMO:

1.  Haxmute kHonky [lo6aBUTb, NOCe Yero nosiBUTCS OKHO Kak Ha Puc. 4-49.

2. B none MAC-agpec KoHTponupyemoro komnbtotepa ykaxute MAC-agpec KOHTponmpyemoro
KomnbtoTepa (Hanpumep, 00-11-22-33-44-AA). Takke 3 BblinagaroLlero cnmcka MOXHO
BblOpaTb 3HaveHne Bce agpeca B TekyLLen NoKanbHOW ceTu.

3. VYkaxuTe onucaHve (Hanpumep, paspewntb Google) paspelleHHOro camTta B none
OnucaHue canTa.
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4. YxkaxuTe NonHoe AOMEHHOE MMS carTa UMK KItoyYeBble crioBa JOMEHHOIO MMEHMU (Hanpmmep,

google) B none PaspeweHHoe uma camnTa. Jllobble JOMEHHbLIE MMEHA C 3TUMU KIOYEBLIMM
cnosamu (Www.google.com, www.google.com.hk) 6yayT paspeLueHsl.

5. BblbepuTe 13 BbiNagawoLLero cnnucka Bpemsa perMcTBuA HyXHOe pacnucaHue (Hanpumep,
Pacnucanne_1). Ecnu nogxogsdwmx pacnmcaHuini He OOHapyXeHO, HaXMUTE KHOMKY
PacnucaHue ons Toro, 4tobbl NepenT B OKHO JONOMNHUTENBHbLIE HACTPOWKN pacnmncaHns u
co3gaTtb Heobxoammoe pacnucaHme.

6. B none CocrossHne MOXHO BblbpaTb  Bknwuntb vwnn  OTKNYUTL  Ons
BKMNIOYEHUSA/BBIKNIOYEHUS 3anncu.

8. Haxmute kHonky CoxpaHuUTb.

HaxmuTe kHONKy BKknounTb BCe A4S BKIYEHMS BCEX MPaBUM B CNIUCKE.
HaxmuTe kHonky OTKNIOYMTb BCe OIS OTKIIOYEHUS BCEX MpaBui B CNINCKe.
HaxmuTe KHOMNKy YaanuTb Bce Ans yaaneHus BCex 3anucen B Tabnuue.

HaxmMuTe kHonky Crnepyowas Ons nepexona Ha crnedytoLlylo CTPaHuLy, UM HaXMUTE KHOMKY
Mpeabiaywan ana Bo3spalleHns Ha npeablayLLyo CTpaHuLy.

BpemA 8 PacnucaHui ykadaHo B COOTBETCTBWN C BbIGPAHHBIM Ha YCTPOIACTBE YACoBLIM NOACOM. BDEMA MOMKHO YCTAHOBUTL HA CTPAHNLLE "CUCTEMHEIE WHCTPYMEHTI > HACTp0ika BpEMEHN"

MAC-anpec KOHTPONKMPYEMOrO KOMNLIOTEPA:
Bce MAC-anpeca B Tekyujed ceti LAN: —-BbifepuTe-- A
Onucanue caiima:

WA paspewéHHore canta:

Paboyee BpenA: Bcerna v

Pacnucanne moxeT ObiTe YCTAHOBNEHO Ha CTpaHnue "KoHTpone 4ocTyna -= Eacnucadue”

COCTORHKE: BeniueHo -

[ CoxpaHuTs ] [ Hasag

Puc. 4-49 [No6aBuTb NN U3MEHUTL 3aNNCb POAUTENBLCKOrO KOHTPOSA

Hanpumep: Ecnn Bbl xoTuTe, 4T0b6bI KOMMBIOTEP pebGéHka ¢ MAC-agpecom 00-11-22-33-44-AA
nMen JocTyn K www.google.com no BOoCKpeceHbsiM, a KomnbtoTep poautenen ¢ MAC-agpecom
00-11-22-33-44-BB He uvMen HuKakux orpaHuveHun p[octyna Boobuwie, TO Bam crnegyeT
NPOU3BECTW HACTPOWMKN B COOTBETCTBUM C NPeACTaBNEHHBIMU HUXKE UHCTPYKLUUSMU:

1. Haxmute nyHKT MeHi0 PoauTenbCKUM KOHTPOSb, PacrnonOXeHHbIW crnesa, Ana nepexona
Ha cTpaHuuy HacTpoek Pogutensckoro KoHTpond. Haxmute Bkniounte v BBegute
MAC-agpec 00-11-22-33-44-BB B none anss MAC-agpeca KomnbloTepa poauTenen.

2. Haxwmute KoHTponb goctyna — PacnucaHue cneBa s nepexofa Ha CTpaHuLy HacTpOMKK
Pacnuncanusa. Haxmute kHonky [lo6aBuUTb. 4ns co3gaHnst HOBOro pacnucaHust ¢ OnncaHmem
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Pacnucanns Schedule 1, u Bbibepute B kadecTBe AHA BockpeceHbe n BpemeHu: Becb
AeHb - 24 yaca.

3. Haxmute nyHKT MeH0 PoguTenbCKUMW KOHTPOMb Cresa Ans BO3BPALLEHWUs Ha CTpaHuLy
HaCTPONKN PoanTensCcKoro KOHTpons:

e HaxmunTte kHonky [lo6aBUTbL HOBYHO. ...

e Baeaunte 00-11-22-33-44-AA B none MAC-agpec NOAKOHTPOSIbHOIO KOMMblOTEPA.
e Bepute Paspewwunts Google B none OnucaxHue canra.

e Bsegnte www.google.com B none Pa3pelueHHoe ums canTa.

e Buibepute cosgaHHoe Bamu pacnucaHme Schedule_1 13 Bbinagatowiero crnvcka Bpems
OenNcTBus.

B none CocTtosiHue BbibepuTte BknounTs.

4. Haxmute CoxpaHUTb 415 3aBepLUEHNST HACTPONKM.

3aTem nocrie BO3BpaLLEHMS HA CTpaHULYy HacTpoek PoamTenbCcKoro KOHTPONs Bbl yBUAUTE
cnegytowmmn cnmcok.(Puc. 4-50).

ID MAC-agpec OnucaHne canra Pacnucanme CocToRHKne: HameHuTs
1 00-11-22-33-44-44 Allow Google MNocToAHHD FegakTvpoeats ¥Oanute
I NoGaBNTE HOBYH. .. H BKNHYWTE BCe ” OTKINHYUTE BLE H YaanuTk BCe

Puc. 4-50 HacTpownkn poanTenbCKoro KOHTpOnst
4.11 KoHTponb gocrtyna

Kontponk goctyna
- Mpaeuno

-¥3en

- llenk

- Pacnucanne

Puc. 4-51 OkHo KoHTponb goctyna

B meHio KoHTponb goctyna cogepxartcs vetblpe noameHto (cm. Puc. 4-51) — Mpasuno, Y3sen,

Lenb 1 PacnucaHue. [1ns HACTPONKM HYXXHOW (pyHKLUN BbIGEPUTE COOTBETCTBYHOLLEE MEHIO.

4.11.1 MpaBuno

BbibpaB KoHTponb poctyna - [paBuno, Bol MOXeTe npocmartpuBaTtbh M co3gaBaTh npasuvia

KOHTpOMsi 4OCTyNa, Kak nokasaHo Ha Pwuc. 4-52.
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[] BKNio4MTL yNpaEneHne KOHTROMEM A0CTYNa K HHTEDHeT

TMpaenno GUNLTPALKIA N0 YMOMHaHIK
() Pa3pelnTe N3KETAM, YK33aHHEIM B NOMUTUKE KOHTPONA [OCTYNA, NPOXCANTS YUEPE3 MAPWPYTU3ATOR

(&) 3aNpeTHTk NAKETaM, YKA3aHHEIM B NONWTUKE KOHTPONA A0CTYNA, NPOXOOUTL YEPE3 MapWpyTHIaTop

CoXpaHuT

D WMA npaeuna Yaen Uens PacnucaHue BKIMHYHTE M3MEHNTL

MacTep HACTPOIKN

Tekywni M2 | 1 + | CTpanuua

Puc. 4-52 YnpasneHue npasunamu KOHTponsa aocTyna

Bknountb ynpaBsrnieHue KOHTponem aoctyna K UHTepHeT - [locTaBbTe ranouky, npu

3TOM Ha4yHeT OeNCcTBOBaTb I'Ipanmo d)MJ'IpraLI,VII/I, ncnosnb3dyemMoe no yMmoJi4aHuio.

Uma npasuna - [aHHoe none COAEPXKUT UMMA MNpaBuna, KOTopoe AOOJNKHO ObITb

YHUKalbHbIMU.

Y3en - 3gecb oToGpaxaercs y3en CeTu, B OTHOLUEHMM KOTOPOro AEWCTBYET yKasaHHoe

npasuno.
Uensb - Lle]'lb, 3afjaHHadA COOTBETCTBYHOLLMM NMpaBuUIioM.

PacnucaHue - PacnvcaHne, 3agaHHOe COOTBETCTBYHOLLMM MPaBUIioOM.

BknounTtb - Haxmure, 4ToObI akTnuBmnpoBaThb onpeaeneHHyr 3anncb.
N3meHnTb - I3meHeHne nnu yaanedHue rnpasuno.

PepakTupoBaThb - VIaMeHeHve Unu yaaneHune cyLlecTByoLLero npasuna.

Haxmnte KHOMKY BknounTtb Bce, YTOObLI BKMOYNTL BCE npasuna B Crncke.
Haxmnte KHOMKY OTKNIOYNTb BCe, YTOObI OTKITHYNTL BCE npasuna B Crincke.

Haxxmute kKHOMKy YAanuTb Bce, YTOObI yaanuTb BCe 3anucu B Tabnuue.

Mopsgok 3anmMcert MOXHO WM3MEHUTb MO KenaHwut. 3anucu, AobaBrneHHble MnepBbiMU,
pacnonoxeHbl B Havyane cnucka. B nepsom none ykaxute ID HoOMep, KOTOPbLIN Bbl XOTUTE
nepemMecTuTb, BO BTOPOM MoOfe yKaxuTe HoBbl ID HOMep, Kyaa Bbl XOTUTE nepeMecTuTb
3annchb, 3aTeM HaxxmuTe KHOMKy MNepemecTuTb ANs nepemeLLeHunst 3anucu.

HaxmunTte kHonky Crniegylowas ans nepexoda Ha cneyroLlyto CTpaHuLy, HaXXMUTE KHOMKY

Mpeabiaywasn 4ns BO3BPALLEHUS HA NpeablayLLyio CTpaHuLy.

[ns po6aBneHus HOBOro NpaBuIia BbINOJIHUTE YKa3aHHbIe HUXe OeUCTBUA.

1.

Haxmute kHonky [Jo6aBUTb..., MOCIe Yero nosBMTCS OKHO (CM. Puc. 4-52).

2. Ykaxute umsa (Hanpumep, Rule_1) ans npasuna B none Umsa npasuna.
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3. BbiGepuTte cooTBeTCTBYylOLLlEeEe 3HA4YeHWe W3 BbiNaaalollero crnucka Ysenm wunv Haxmure

Y100bI 4O6ABUTH HOBbIN CMUCOK Y3/10B, HAXXMUTE 34€eCb.

4. BblbepuTe COOTBETCTBYOLLEe 3HadeHMe W3 Bbinagatowero cnucka Lenb unu Haxmute
YT100bI O6ABUTL HOBBLIN CMUCOK Lierer, HAXXMuTe 30eChb.

5. BblbepuTe COOTBETCTBYIOLLEE 3HA4YeHMEe M3 BbiNagawwero cnucka PacnucaHue wunu
HaxxmuTe YTOOBLI O6aBUTL HOBOE pacnucaHme, HaXXMuTe 340ecChb.

6. B none CocrtosiHue BbiGepute BkntoyeHo v BbIKNOYeHO ANS BKIHOYEHUS/BLIKNIOYEHWS
3anucu.

7. Haxwmute kHonky CoxpaHUTb.

Wma npaeuna:

Yaen: HACTpoiTE cnuckl yanos!

Llenk: Nioban uens ¥ | Y1066l 00GAENTE HOBKIA CINCOK LENER, HAKMAUTE 308Ck.

PacnucaHue: BCEF,'J'E ~ Y100kl 00G3ENTE HOBOE DACAMCAHWE HAMMUWTE 30ECH
CocTonHne: BrntoueHo e
[ Coxpammte | [ Hasan |

Puc. 4-53 [JobaBneHne 3anucu KOHTPOnsa gocTyna

Hanpuwmep: Ecnn Bbl xotute paspewnts y3ny ¢ MAC-agpecom 00-11-22-33-44-AA poctyn K
canty www.google.com Tonbko ¢ 18:00 o 20:00 no cy660Tam 1 BOCKpeCeHbSAM 1 3anpeTuTb
ocTanbHbIM y3naM IokanbHOW ceTn gocTtyn B WHTepHeT, Heobxoaumo BbiOpaTb creayoLime
HaCTPONKU:

1. B meHio cneBa Bbibepute KoHTponb pgoctyna — Y3en, Bbl nonagéte Ha cTpaHuuy
HacTporkun yana. [oGaBbTe HOBYW 3anuck ¢ VMimeHem y3na (Host Description): Host 1,
MAC-agpec: 00-11-22-33-44-AA.

2. B wmeHwo cnesa Bbibepute KoHTponb pgoctyna— LUenb, Bbl nonagéte Ha cTpaHuuy
HacTporkn uenn. [obaBbTe HOBYHO 3anuck ¢ VmeHeM uenu: Target 1, [JoMeHHOe uMs
yKaxuTe: www.google.com.

3. B meHio cnesa BbibepnTe KoHTponb aoctyna— PacnucaHue, Bbl nonagére Ha cTpaHuuy
HacTponkn pacnucaHus. [lJo6asbTe HOBYLO 3anuck ¢ MimeHem pacnucanms: Schedule_1, [leHb
(Day): Cy6. (Sat) n Bockp. (Sun), Hayano: 1800, a KoHew;: 2000.

4. B wmeHio crneBa Bblbepute KoHTponb poctyna— [lpaBuno Bbl nonagéte Ha cTpaHuuy
HacTpoOVK1 MpaBun KOHTpons goctyna. Beibepute BknoynTb ynpaBneHue KOHTponem
pocTyna Kk MUHTepHeT 1 "3anpetuTb Nnaketam, He ykasaHHbIM B MOMMTMKE KOHTPOMS 4OCTyna,
npoxoauTb Yepes mapLpyTtusaTop"”.

5. HaxmwuTe kHonky lo6aBUTb... Ans o6aBneHns HOBOroO NpaBuIia COrMacHO YKa3aHHbIM HIDKE

VHCTPYKLMAM:
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e B none "Mimsa npaBuna" ykaxute ero umMsi. NMomMHUTE, YTO OHO AOJMKHO ObITh YHUKaNbHbIM.
Hanpumep: Rule_1.

e B none "Y3en" Boibepute Host_1.

e B none "Uenb" BbibepuTe Target_1.

e B none "PacnucaHune" BoibepuTte Schedule 1.

e B none "CoctosHne" Bbibepute "BkntoyeHo".

e YT00bI COXpaHNTb caenaHHble M3MEHEHUS KNUKHUTE No KHorke "CoxpaHnuTtb"

lMocne atoro Bbl BepHeTeCb B OKHO "YnpaBreHne npaBuiiaMy KOHTPONsS goctyna" v yBuauTte
crnenyoLmin Crncok:

ID Mma npaeuna Y3en Llens PacnucaHwe CocToRHMe PefakTvpoBars
1 Rulel Host_1 Target 1 Schedule_1 FegaktwpoeaTe ¥0anute
4.11.2 Y3sen

BbibpaB meHio KoHTponb gocTtyna - Y3en, Bbl MOXETe NpocMaTpuBaTb U yCTaHaBNMBaTb CMMCOK
y3MnoB, Kak nokasaHo Ha Puc. 4-54. Cnncok y3noB sBNSeTCA BaxHbIM Ansi [MpaBuna KOHTpons

aoctyna.

(8] HmA yana Hudopmauma HameHuTs

[06aBUTE. .

Tekywwit N2| 1« | CTpaHuua

Puc. 4-54 HacTtpoiiku y3na
> Wma yana - 3gecb He06X0AMMO yKasaTb UMS y3na, KOTOpoe AOJMKHO OblTb YHMKANbHbIM.

> Wudopmauuma - B atom none otobpaxaetcs nHpopmaums no ysny. 3To MOXeT ObiTb IP-

unn MAC-agpec.

> W3MeHUTb - I3MeHUTb unu yaanuTb CyLEeCTBYHOLLYIO 3anuchb.

Y100bLI 4OOABUTL HOBYHO 3anNUCb, HEOOXOAMMO caenaTb crneayroulee:
1.  Haxmute kHonky [lo6aBuUTb.
2. B none Pexwum Bbibepute IP- unn MAC-agpec.
e [lpu Bbibope IP-agpeca nosiBUTCSA OKHO, Kak nokasaHo Ha Puc. 4-55.
1) B none Ums y3na ykaxuTe ero yHukaneHoe nvs (Hanpumep, Y3sen_1).
2) B none IP-appec nokanbHow cetn BBeauTe IP-agpec.
e [lpu Boibope MAC-agpeca nosBMTCS OKHO, Kak NokasaHo Ha Puc. 4-56.

1) B none Umsa y3na ykaxute ero yHukanoHoe umsi (Hanpumep, Ysen_1).
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2) B none MAC-apgpec ykaxute MAC-agpec.

3. Haxmute kHornky CoxpaHuTb, YTOObI COXPaHUTL CAENaHHbIE U3MEHEHUS.
Ytobbl yaanuTb Bce 3anucu 13 Tabnuubl, BOCNOMb3yNTECh KHOMKON Y/anuTb Bce.

YTtoObl NnepenTy B cneagytoLee okHO, BOCNoNb3ynTech kHonkon Cnepyrowan. Ytobbl BEpHYTHCA B
npeablayliee OKHO, BOCMNOSb3ynTech KHomnkon MpeabiayLwias.

OobaBUTE MW H3MEHNTE 3anUck No yany

Pemum: | IP-agpec V|
Wm#A yana: | Yaen_1 |
IP-anpec 8 ce LAN: | 192.163.0.1 - [192.163.0.23
[ coxpanuts | | Hasan |

Puc. 4-55 [06aBuTb Unm n3aMeHuTb 3anucb no y3sny

Hdo6aENTb UMK USMEHWTb 3aNUCk NO y3ny

Pesmn: | MAC-anpec V|
Hma yana: | Yaen_1 |
MACappec: | 00-11-22.33-44-AA |
[ Coxpanute | [ Hasan |

Puc. 4-56 [06aBuTb UM M3MEHUTb 3anucb Mo ysny
Hanpumep, Bbl X0TUTE orpaHMunTb goctyn K NHTepHeT-pecypcam anga yana ¢ MAC-agpecom
00-11-22-33-44-AA. Ina aToro Heob6xoaUMO NPEANPUHSATL cCrnegyrlme 4eNCTBUS:

1. Haxmute kHonky [lobaBuTb (cM. Puc. 4-54), ytobbl nepentn Ha cTpaHuuy JobaBuTb mnu
N3MEHUTb 3anuchb Mo yany.

2. B none Pexunm BbibepuTe 13 Bbinagarollero MeHo 3HadeHne MAC-agpeca.

3. B none Umsa y3na ykaxnte ero yHukanbHoe nms (Hanpumep, Ysen_2).

4, B none MAC-agpec Beeaute 00-11-22-33-44-AA.

5.  HaxmuTte kHonky CoxpaHUTb, YTOObI COXPaHUTL COENaHHble N3MEHEHUS.

Mocne aToro, BEpPHYBLUNCb B OKHO HaCTpOIZKI/I y3na, Bbl yBuaunTe CﬂG,EI,yiOLLI,I/II;I CMNUCOK.

ID Hms yana Wudropuauma PenaktmpoBata

1 ¥aen_1 MAC: 00-11-22-33-44-A4 PegakTMpoBEaTe ¥OanuTe
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4.11.3 Uenb

Bbibpae KoHTponb goctyna - Llenb, Bbl MOXETE NPOCMATPMBATL M HAaCTpauBaTb CMMCOK LiENen,

Kak nokasaHo Ha Puc. 4-57. Cnucok uenen Heobxoanm ans MNpaBuna KOHTponsa AocTyna.

D Hmna uenn WHdpopmauna HamennTs

[o0aBnTh. .

Tekywwii Ne| 1 » | CTpaHuua

Puc. 4-57 Hactpowku uenu

> Wma uenn — B 3TOoM none oToGpaaeTcs OnucaHuWe Lenu, KOTOpoe [OMKHO ObiTb
YHVKanbHbIM

> WHdopmaumnsa — Llenbto moxeT 6bITb IP-agpec, nopT unm JOMEHHOE nM4.

> PeAaKTVIpOBaTI: — VameHunTb nnn yoannTtb CylweCTBYHOLYIO 3anncChb.

Y100bI 4OOABUTHL HOBYHO 3anNUCb, HEOOXOAMMO caenaTb crneayroulee:
1. Haxmute kHonky [lo6aBUTbL HOBYIO ....
2. B none Pexum Bbibepute IP-agpec nnn goMeHHoe nmsi.
e [lpu Bbibope IP-agpeca nosiBUTCSA OKHO, Kak npeacTaBneHo Ha Puc. 4-58.

1) B none OnucaHue uenu Heo6xoaAMMO yKasaTb YHUKanbHOE UMs Lenu (Hanpumep,
Uens_1).
2) B none IP-appec ykaxuTe IP-agpec uenn.

3) Bbibepute obwun cepBuc M3 BbiNagarowero cnucka B none CtaHAapTHbIA NOPT
cepBuca, C TeM, YTOObl aBTOMaTMYeCKMN 3anonHuTbL none MopTt HasHauveHus. Ecnu
B cnncke CTaHAAPTHLIN MOPT cepBUCA HE COAEPXKMTCS HY)XHOrO BaMm CepBuca,
yKaxunte 3HauyeHune MNMopTa Ha3HaYeHUs BPYUHYHO.

4) B none MpoTtokon BbibGepute 3HayeHne TCP, UDP, ICMP vnn Bcee.

e [lpu BbiGope onunn loMeHHOe UMSA Bbl OKaXXeTECb B CIEAYIOLLEM OKHE, Kak NnokasaHo
Ha Puc. 4-59.

1) B none UmAa uenu HeoOXOAMMO YyKal3aTb YHUKanbHOE WMSA Uenu (Hanpumep,
Uenb_1).

2) B none [lomeHHOe MMSAl Bbl MOXETE€ BBECTWU OOMEHHOE WMS, MOSIHOE WUMS UMK

KntoveBble croBa nmeHn (Hanpumep, google). Jlloboe gOMeEHHOE NMS C KIHYEBbIMU

cnoeamnm B Hem (www.google.com, www.googdle.hk) ©ygeT paspeleHo unm

3a6110KMpPOBaHO.

3. Haxmute kHonky CoxpaHUTb.

HaxxaB kHOMKy YaanuTb Bce, Bbl OYNCTUTE COAEPXXMMOE TabuLbl.

YUToObl NepeirTu B crieaytoLlee okKHO, BOCMONb3yWTECh KHOMKoM Cneaytowasn. Ytobbl BEpHYTLCS B
npegbiayLiee okHo, BOCMONb3ynTech KHomkon MNMpeabiayuwias.
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Job6aBuUTb MMM M3MEHUTDL 3aNUCh LENW KOHTPONA gocTyna

Pestiim; IP-agpec b
WA wenn: | |
IP-agpec: | | - |
MopT HazHa4eHA: l:l - l:l
MpoTtokon: Bce w

CTaHaapTHLIA NopT cepemca: —BrIbepuTe— v

[ coxparmts | [ Hasan |

Puc. 4-58 [o6aBuTb MnvM M3MeHUTb 3anucb JOCTyNa Lenu

JoBaBnTe MU H3MEHNTDL 3aNNChk UENW KOHTPONA focTtyna

Wma wenu:

[oMEHHOE MMA:

[ Coxparuts | [ Hasan |

Puc. 4-59 [Oo6aBuTb unm n3aMeHuTb 3anncb 4ocTyna uenu

Hanpumep: Bbl XOTUTE OrpaHMyMTb AOCTyn Ans yana nokanbHou cetn ¢ MAC-agpecom
00-11-22-33-44-AA TOnbkO K canTty www.google.com, [Ins 3Toro HeobxoaMMO BbINMOMHUTL
cneaywoume AencTBus:

1.

a B~ 0D

Utobbl Oo06aBUTb MNM M3MEHWUTb 3anuCb LEnuM JocTyna, HaxmuTe kHonky J[o6aBuTb
HOBYHO... , KaK nokasaHo Ha Puc. 4-57.

B none Pexunm 13 BbinagaroLwero cnnucka Buibepnte JOMEHHOE UMS.
B none Uma uenn HeobxoomMmo co3gaTb YHUKanbHoe ums Lenu (Hanpumep, Lens_1).
B none flomeHHOe nmsa BBEANTE Www.google.com.

YUTo6bl COXpaHUTbL HAaCTPOWKKU, BOCMONb3YNTECH KHOMKON COXpPaHUTD.

Mocne atoro, BepHyYBLUMCb B OKHO HacTporku uenu, Bbl yBuanTE CrieaytoLwmin Crincok.

ID Mma wenu WHdpopMauKa PenaktipoBaTtb

1 LUens_1 www.google.com PegakTupoeaTe ¥Oanute

4.11.4 PacnucaHue

Bbibpae KoHTponb goctyna — PacnucaHue, Bbl MOXETE NPOCMaTpMBaTh U ONpeaensTb CAUCOK

pacnucaHuiA, Kak npeacTaBneHo Ha Puc. 4-60. Cnmcok pacnucaHui Heobxogum Aans

(byHKLl,I/IOHI/IpOBaHI/IFI npasuiia KOHTponA gocrtyna.
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D Hma pacnncanva OeHb Bpema HameHuTs

NoGaBuTh. ..

Tekywwi MNe| 1 v | CTpaHuua

Puc. 4-60 HacTpownku pacnucaHus
» Wwmsa pacnucaHua — CoaepXuT MMs pacnmcaHusl, KOTopoe AOIMKHO BbITb YHUKAmNbHbIM.
> [eHb — [leHb (OHW) Hegenwu.
> Bpewms - Neproa BpeMeHu B TedeHue OHS.
> PepaktnpoBatb — PegaktupoBaHne nnu yganeHue CyLecTBYOLWEro pacnucaHms.

Haxmute kKHOMKy YaanuTb Bce, YTOObI yaanuTb BCE 3anucu.
HaxmuTte kHonky Cneaytowas, Ans nepexona Ha crieytoLlyo CTpaHuLy.

HaxmuTte kHonky Mpeabiaywas, ons Bo3BpaTa Ha npeablayLLyo CTpaHuLy.

Y100bI AOO6ABUTL HOBOE pacnuncaHue, HeobGxoauMMoO caenartb cnepywollee:

1. Haxmute kHonky [lo6aBuTb (cM. Puc. 4-60). [JomkHO NosBUMTLCS crieaytolee okHo (cm. Puc.
4-61).
2. Wwmsa pacnucaHuns - B aTOM none ykaxuTe yHUKanbHoe umsi pacnucaHus. Mimente B Buay, 4to

3TO MMS JOSMKHO ObiTb YHUKaNbHbIM. Hanpumep, Schedule_1.

3. B none AeHb BLIOepnTe COOTBETCTBYHOLWNIA AEHb (OHW), Takke MOXHO ykasaTb Kaxabiv

AEHb.

4. B none Bpemsi MOXHO BbiOpaTb Bce gHM - 24 yaca wnuv 3agaTb BpeEMEHHOW nepuog npu

nomoLum noner Hayano/KoHeu,

5. YT06bI COXpaHUTb CAeNaHHbIE HAaCTPOWKKU, BOCMOSb3YATECH KHOMKON COXPaHUTD.
HaxxaB kHoMKy YaanuTb Bce, Bbl O4MCTUTE Tabnumuy OT 3anucen.

Haxas kHonky Cneaytowias, Bbl NnepengeTe B cnefyloliee okKHo, a Haxas KHomnky Mpeabiayuwas,

OKaXuTecCb B npeabiaywem.
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MpumeyaHne: PacnncaHne OeAcTBYET Cy4ETOM EPEMEHN, YCTAHOEMNEHHOMD HA MApWRYTH3ATopE.

WmA pacnucaHuA: | |

OeHs: ® Kawaoeii gens O Beifipate geHs
MoH. BrT. Cp. Yr. MAT. Cy6. Bockp.
Bpems: BCE OHM - 24 yaca:
Hasano: | | (dum)
Kowew | | (uuwm
[ Coxpanute | [ Hasag |

Puc. 4-61 HacTponkn paclumpeHHoro pacnmcaHus

Hanpumep: Bbl xotute orpaHmnuntb goctyn ysna ¢ MAC-agpecom 00-11-22-33-44-AA Kk caunty
www.google.com ¢ 18:00 go 20:00 no cy66oTtam M BoCKpeceHbAM. [1ria 3T0ro HeobxoaMmo

BbIMOJTHUTL creaywuimne DEencTBuS:

1. KnukHuTe no kHonke [lo6aBuTb, 4TOObI NEpenTn Ha CTpaHuuy "HacTponkm paclimpeHHOro

pacnucaHusa" (Puc. 4-60).

2. B none "Mma pacnucaHmsa" Heo6xoauMo BBECTM YHUKANbHOE MMA pacnucaHus. Hanpumep,
Schedule_1.

3. B none "OeHb" BoibepuTe "BhibpaTh AeHb" 1 Boibepute Cy660Ty 1 BockpeceHbe.
4. B none "Bpemsa" ons 3HadeHus "Hadvano" un "KoHel" ykaxuTe cootBeTcTBeHHO 1800 1 2000.

5. Haxmwute kHonky CoxpaHUTb, YTOObI COXpaHUTb HACTPONKN.

Mocne aToro, BepHyBLUMCb B OKHO HacTporku pacnucaHus, Bbl yBUAUTE CReayoLmi CrINCOK.

ID HMmA pacnucaHus HeHsb Bpewmna PepgaktupoBaTts

1 Schedule_1 Cy6. Bockp. 08:00-20:00 FepgakTWpoBaTe ¥Oanute

4.12 PacwmpeHHble HaCTPOUKU MapLUpyTU3aLum

PacmmpeHHbie HACTPOREN MapIL PYTHIaLMA

- CNWCOK CTATHYECKUX MaplpyToR
- Tabnuua mapwpyTHsaLmn
Puc. 4-62 PaclmnpeHHble HaCTpOVKU MapLUpyTU3aumm

B meHlo PacwmpeHHble HacTponku MapipyTtusauum (Puc. 4-62) ectb gBa nogMeHio — Cnucok
cTaTUYeCKUX MapuwpyTtoB 1 Tabnuua MaplIpyTU3auuW, rOe Bbl CMOXETE HacTpouUTb

COOTBETCTBYIOLLME (DYHKUNN.
4.12.1 CnncoOK cTaTU4YeCKUX MapLUpyTOB

BoibpaB MeH PaclumMpeHHble HacTpoMkM MapwpyTusaumm — ChnMCOK CcTaTU4YecKux
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MapLpyToB, Bbl MOXETE HacTpavBaTb MapaMeTpbl CTaTUYECKON MapLupyTM3auMnm B OKHeE,

npeactaeneHHom Ha Puc. 4-63. Ctatudeckuin MmapLipyT — 3TO 3apaHee onpeaerneHHbIn nyTb, No

KOTOPOMY ceTeBble€ AaHHble NepemMeLllaoTCA K KOHKpETHOMY Y3y Uinn ceTu.

1D IP-agpec HazHa4YeHHUA Macka nogceTtun OCcHOBHON WNH3 CocTosaHue HameHnTb

NoBaBnTs. .

Puc. 4-63 Cnuncok ctaTuyecknx mapLupyToB
Y106bI CO3AaTb 3aNUCb CTaTUYECKOM MapLIpyTU3aLUn:

1.  HaxmuTte kHonky lo6aBuTh (CcM. Puc. 4-63), oTkpoeTcs OKHO, NpeacTaBneHHoe Ha Puc.
4-64.

IP-agpec HazHaYeHURA: I:I
Macka nogcerw: I:I
OCHOBHOM WIH3: I:I
Cocronsme:

[ Coxpatmte | [ Hazaa |

Puc. 4-64 [Jo6aBuTb UM M3MEHUTb 3anucb B Tabnuue cTtaTuydeckon MapLupyTmu3auum
2. BeeawuTte cniegytowine gaHHbIE.

> |IP-agpec Ha3HayeHus - 310 IP-agpec yana nnu cetn, KOTOpbIA Bbl XOTUTE Ha3HaAYUTb

ANs MapLupyTa CTaTUYeCcKo MapLupyTusauum.

> Macka nopcetn - Macka nogcetu onpefensier kakas dacTtb |P-agpeca oTHocuTcAa K

afpecy ceTun, a Kakad - K agpecy camMoro ysra CeTu.

» OcHoBHOM wnw3 - 310 IP-agpec wno30BOro ycTpowcTea, WCNONb3yemMoro Mo
YMON4YaHuio, KoTopoe obecneymBaeT B3aMMOAEWCTBME MeXOy MapLUpyTU3aToOpoM U

CeTbH/y3r1oM.
3. W3 Bbinagatoulero cnucka B none CocrtosiHme BbiGepute BknroveHo.
4. Haxmute kHonky CoxpaHUTb, YTOObI COXpaHUTb BHECEHHbIE N3MEHEHMS.
HaxaB kHOMKy YaanuTb, Bbl yaanute 3anuchb.

Haxas KHOMKY BkniounTtb BCe, Bhl aKTuBmpyeTe Bce 3arnuncu.
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Haxas KHOMKY OTKnIO4YNTL BCe, Bhbl caenaeTte Bce 3anncn HeaKTUBHbIMMW.

HaxaB kHoMKy YaanuTb Bce, Bbl yaanute Bce 3anucu.

YToObbl NnepenTn B criegytoLiee OKHO, BOCNONb3ynTechb kHonkon Cneayrowan. Ytobbl BepHYTHCS

B Npeablayliliee OKHO, BOCMNONb3ynTech kHonkon Mpeabiaywias.

4.12.2 Tabnuua mapLipyTusauum
3angute B MeHI0 Ha cTpaHuuly CtatMvyeckas mapupytusauma — Tabnuua maplupytusauum,
Ha 3TOM CTPaHWULE MOXHO HacTpouTb Tabnuuy mapwpytmsauumn (cm. Puc.4-65). B tabnuue

MapLpyTu3aumn cogepxartcd BCe akTUBHbIE UCNOJb3yeMble 3arnncu.

Tabnuua MaplwpyTH3auun

ID  IP-aApec Ha3Ha4YeHuA Macka nogceT! LWrko3 WHTEpdeiic

1 192.168.1.0 2552552550 0.00.0 LAMN & WLAN

2 192188.00 255.255.255.0 0.00.0 LAM & WLAM
Puc. 4-65

> IP-apgpec Ha3Ha4yeHusA - |IP-agpec HasHayeHus - 370 IP-agpec ceTn unu ysna, HasHayYeHHbIn
MapLUpYTY.
» Macka nogcetm - Macka nogcetu onpegensier, kakaa 4actb IP-agpeca yana cetu

OTHOCUTCA K agpecy CeTn, a Kakad - K afpecy caMoro ysrna B 3TOM CeTu.

> W3 - IP-agpec wno3oBoro ycrponcrtea, obecneyvmBalrolEero B3auMOAENCTBUE MeXOY

MapLLpPyTM3aTOPOM U CETbIO/Y3rIoM.

» WHTepdenic - B aTom none nokasbiBaeTca MecToHaxoxaeHue IP-agpeca HasHavyeHus - LAN
um WLAN vnn WAN.

Haxmunte O6HOBUTBL A51s1 06GHOBMNEHNS] OTOBpaXKaeMolr MHdopMaL K.

4.13 KoHTposnb NponycKHOW CNOCOBGHOCTHU

KoHTpONL NPONYCKHOA CNOCODHOCTH

- NapameTpkl KOHTPONA
- CNnWCoK npasyn
Puc.4-66

MeHto KOHTpOnb nNponyckHOW CnoCOBHOCTU coaepXuT ABa nogmeHio — MapameTpbl KOHTpONs

n Cnucok npaBun (cM. Puc.4-66). [Ona HaCTPOMKM HYXHOW (OYHKUMM BblOepute
COOTBETCTByIOLLlEe MeH. Hwpke npuBognTca nogpobHoe onucaHve Ans Kaxgoro M3 aTux

NogMEHH0.
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4.13.1 MapameTpbl KOHTpONs
Bbibpae KoHTponb nponyckHoW cnoco6HocTu — [lapameTpbl KOHTPONA, Bbl CMOXETE B
crnegylowemM OKHe HacTpamBaTb 3HAYEHUs] MCXOOSALWEN M BXOAALEN Morockl NponycKaHus.
3apaBaeMble 3Ha4YeHNs He O0MmkHbI npeBbiwaTte 100000 Kout/c. Ona onTumanbHOrO KOHTPOnS,
BblbepuTe cnpaeBa Tun NUHUKM KU CNpocuTe Yy nocTaBlimka WHTepHeT-ycnyr ofuiee 3HaveHue
BXOASLLIErO U Ucxoasuero Tpaduka.

BHMHYNTE KOHTPOMNL NONOCK! NPOMYCKaHUA: El

THM MHHA; (& ADSL (O [Opyram

Wcxonswan nonoca NponyCcKaHnA: 12 KEut/cek
BxoOAwWan nonoca nponyCKaHna; 2048 KButicek

Puc. 4-67 NapameTpbl KOHTPONS

» Bknwountb KOHTPOJ1b NOJIOCbI NPONYCKAHUA — Ecnu gaHHbIN napameTp aktnBunpoBaH, TO

npaeuna OyHKUMM KOHTPOS NPOMYCKHOW cnocobHocTh ByayT paboTtaTsb.

» Twvn nuHum — Buibepute NpaBuIbHbIN TUN BaLLIEro NOAKIOYeHus. Ecniv Bbl He 3HaeTe, Kakon

BblOpaTb, obpaTnTech k BalleMy noctaBLUmKy NHTEpHET-YCryr.

> MWUcxopsawasn nonoca nponyckaHua - CKOpOCTb 3aKkauvMBaHUSA Ha yaaneHHbli cepBep vyepes
nopt WAN.

> Bxopswaa nonoca nponyckaHus - CKOpOCTb CKauMBaHUS C yaarneHHoro cepBepa yepes
nopt WAN.

4.13.2 Cnucok npaBun

Bbl6paB KOHTpOﬂb I'IpOI1yCKHOl7I cnocobHocTu - Cnnucok npaBui, Bbl CMOXETe NnpocmaTpuBaTb

N HacTpanBaTb NnpaBuiia KOHTPOIA I'IpOI'IyCKHOVI CNOCOBHOCTU, Kak MOKa3aHo Ha PUCYHKE HUXe.

lcxogAawan nonoca nponyckanuA (Kout/cek) | BxogAwan nonoca nponyckanua (KouT/cek)
D OnucaHne BrniounTe |MameHnTs
TuH. Makc. IuH. Makc.

B HACTOAWEE EPEMA CNMCOK MYCT.

[00aBNTL. .

Tekywwii Mg 1« | cTpaHuua

Pwuc. 4-68 Cnucok npasun

» OnucaHue - MH(*)OpMaLJ,I/IFI C onncaHnem BKITKo4YaeT aAnana3oH agpecos, Anana3oH NnopToB U

NPOTOKON Nepeaadu.
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> Wcxopsawaa nonoca nponyckaHus - MakcumarnbHasi CKOpOCTb 3akadvMBaHUS Ha yaoaneHHbIN

cepaep vepes nopt WAN, no ymonyaHuto yctaHosneHo 0.

> Bxopsawasa nonoca nponyckaHus - MakcumanbHasi CKOPOCTb CKauMBaHWUsi C yOaneHHoro

cepsepa 4vepe3 nopt WAN, no ymonyanumto yctaHosneHo 0.
» BknrouuTtb - CocTosiHME npaBuna; nokasbiBaeT, OyaeT N NpUMEHATbLCS AaHHOE NpaBuno.

> PepaktupoBaTtb - BbibepuTe AaHHbIN NYHKT 415 UBMEHEHUSA UMW YOANEHUS CYLLECTBYIOLLEN

3anumcu.

Y1066 [06aBUTL WNM  U3MEHUTb MNpPaBUMNO YMNpaBfieHUMs NONIOCOM NPOMYCKaHus,

Heo6xoAuMO caenaTtb cnegylollee:

War 1: Haxmnte kHomnky [lo6aBuUTb HOBYH... (CM. Puc. 4-68). [JOmMKHO OTKPbITbCA OKHO, Kak

nokasaHo Ha Puc. 4-69.

LWar 2: BeeawuTe cnegytowmne gaHHble.

HacTpoikn npaBun ynpasneHns nonocoi NponycKkaHna

BHIHHWTL:

[wanazoH IP-agpecos: | | - | |
|

[lnana3zoH nopros:

MpoTokon:

MWH. NCNeCa NPONYCKaHWA lMakc. nenoca
(KGuTic) nponyckaxua (KonT/c)

[ CoxpaHuTs ][ Haaapg ]

Puc. 4-69 HacTponkn npasun ynpaeneH1s NONOCoN NponycKaHus

War 3: Haxmute kHonky CoxpaHUTb.

4.14 MNpuea3ska IP- n MAC-agpecoB

MNpuerazka IP- n MAC-agpecos

- MapaMeTpbl NPHUERZKN

- Tabmuua ARP

Puc. 4-70 MeHio lNMpuesaska IP- n MAC-agpecos

Mento lNpuesska IP- 1 MAC-agpecoB cogepxut asa nogmeHto (cm. Puc. 4-70) — MapameTpbl
npuBaskn 1 Tabnuua ARP. YT00Obl HAcTpOUTb HYXHYK DYHKUMIO WM MOCMOTPETL €e
napameTpbl, BbIoepuTe COOTBETCTBYHOLLUIN aneMeHT. Huxe npuBogutca nogpobHoe onucaHue no

KaXXaomy nogmMeHio.
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4.14.1 MapameTpbl NPUBA3KN

[aHHoe OkHO cofepxuT Tabnuuy MapameTpbl NPUBA3KW, B KOTOPYKD Bbl MOXETE BHOCUTb

Heobxoaumble n3MeHeHus (cm. Puc. 4-71).

MapameTpbl NPUBA3KKH

CeAsbiBaHue ARP: & OTMiounTs () BKNYKTE

1D MAC-agpec IP-agpec CeAzaTk HameHuTs

Cnncok nyct

HoGaBnTh. ..

TekyWmnia MNe CTpaHnua

Puc. 4-71 MNMapameTpbl NpUBA3KN
» MAC-agpec - MAC-agpec KOHTPONMPYEMOro KOMMNbIOTEPA NOKANbHON CEeTH.
> IP-appec - HasHauyeHHbIn IP-agpec KOHTPONMpyeMoro KOMMnbOTEPa NOKaNbHOW CEeTHU.

» CsBsAsatb - BknouveHne dyHKuMmM cBasbiBaHua no npoTtokony ARP Ans KOHKpeTHOro

yCTpONncTBa.
» W3MeHuTb - NIameHeHne unu yganeHune cyLecTBYIOLLEN 3anucu.

Ecnn Bbl xoTnte go6aBntb N M3MeHUTb 3annchb ceAsbiBaHus IP- n MAC-agpecoB, Haxmute
KHonky [lo6baBuTb HOBYHO... Unn U3meHnTb. Nepes BaMmu OTKPOETCHA OKHO, MPeACTaBrieHHOEe Ha
Puc. 4-72, B koTopoM Bbl MOxeTe Ao06aBuUTb WM M3MEHWUTb 3anncCb CBA3biBaHMsS [P- n

MAC-agpecos.

MapameTpel npuBasku IP- n MAC-agpecoB

CeRA3arthb:
MAC-agpec: | |
[ CoxpaHuTb ] [ Hazag ]

Puc. 4-72 Mapametpsbl npussskn IP- 1 MAC-agpecoB
Y106LI 4O6aBUTL 3anuck npuBasku IP- u MAC-apgpeca, Heob6xoauMmo caenaTh cneayioulee:

1.  HaxmuTe kHonky [lo6aBUTb HOBYHO... (CM. Puc. 4-71).

2. Yxaxute MAC- n IP-agpec.

3. Bblbepute auenky CBsasaTb.

4. YT0BbI COXpaHUTL caenaHHble U3MEHEHWS, BOCNONb3yNTeCh KHONKON CoxXpaHUTb.

Y106bl M3MEHUTb UMM YAANUTb YXe CYLLeCTBYIOLYK 3anucb, Heo6xoaumo cpenatb
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cneaymollee:

1. BbibGepute 3anuch B Tabnuue.

2. B konoHke U3meHUTb BbiGepuTe, COOTBETCTBEHHO, PegakTtupoBartb nnv Yaanutb.
YT106bI HANTK CYLLECTBYIOLLYIO 3aMNUCh:

1. HaxmuTe kHonky HanTu, kak nokasaHo Ha Puc. 4-71.

2. Beegute MAC vnu IP-agpec.

3. Haxwmwnte kHonky HanTwm, kak nokasaHo Ha Puc. 4-73.

HajiT 3anuce npueasku IP- n MAC-agpeca

MAC-agpec: | |

IP-agpec: | |

ID MAC-agpec: IP-agpec: Ceafate  JMHK

Tekyuyui CIMCoK NycT.

| Haiitn | | Hasag |

Puc. 4-73 Hawntu 3anuck npusaskm IP- 1 MAC-agpeca
YToObl akTMBMpOBaTh BCE 3anncu, BOCNONb3yNTeChb KHOMKoN Bknountb Bce.

YUTtobbl yaanutb BCE 3anncu, BOCNONb3YMNTECH KHOMKON YAanuTb Bee.
4.14.2 Ta6bnuua ARP

[ns ynpaBneHnsi KOMNbIOTEPOM Bbl MOXETE BECTU HabniogeHne 3a KoMnbloTepamMu floKanbHOM
ceTn, npoeepsia npuessky MAC- n IP-agpecoB B Tabnmue ARP. Takke Bbl MOXETE NMPOU3BOANTL
HacTpoKrKky anemeHToB Tabnuubl ARP. B gaHHOM okHe oToOpaxaetca Tabnuua ARP. Ona

COLEPXUT MHGPOPMALIMIO NO MetoLmnmes 3anucam npmeasku IP- n MAC-agpecos (cM. Puc. 4-74).

Tabnuua ARP

1D MAC-agpec IP-agpec Cocroanue  Hactpoiika
1 S50-ES549-C8-E2-TA 192.168.0.100 He cBAzaHo 3arpysuTs ¥YOanurs
[ 3arpysutbBce | | OBHoBMTL

Puc. 4-74 Tabnuuya ARP
» MAC-agpec — MAC-agpec KOHTPONMpyeMoro KOMnbloTepa NoKanbHOW ceTu.
» IP-appec - HasHaueHHbIN IP-agpec KOHTPONMpyeMoro KoMrnboTepa nokanbHOW ceTu.
» CocTtosiHue - Hannune nnm otcytcTeue ceasbiBaHns MAC- u IP-agpeca.
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> HacTpownka - [aHHble KHOMKM WCMONb3YHTCS ANs 3arpys3kym UNuM yaaneHusi 3remMeHToB

Tabnuubl.

e 3arpy3uTtb - [lobaBneHne anemeHTa B Tabnuuy.

e Hactpowka - YganeHue anemeHTa ns tabnuupl.

CasaTb Bce - Cpsasatb Bce TeKyLimne 3nemMeHTbl, AaHHadA onuua AOO0CTYyMNHa, TOJIbKO eCcln

dyHKUMA cBA3bIBaHUA No npoTokony ARP BknioveHa.
3arpy3uTb Bce - 3arpy3untb BCe 3fieMeHThbl B Tabnuuy.
YTo0bl 06HOBUTL MHDOPMALMIO, BOCNOSb3yNTECh KHOMKON OGHOBUTL.

& lMpumevaHue:

OnemeHT He MOXET ObITb 3arpyXeH B Tabnuuy, ecnu ero IP-agpec 6bin 3arpyxeH paHee. B aTom
cnyyae cuctema BblgacT coobuleHne o6 owwunbke. AHanormyHo dyHkums "3arpy3uTtb Bce"
3arpy3nT TONMbKO Te 3NEeMEHTbI, NapameTpbl KOTOPbIX HE COBMaAdalT C YXe UMelLMMUCs B

Tabnuue.

4.15 OuHamunyecknn DNS

Mpu BoIGOPE MeHo OuHamuyeckuin DNS Bbl MOXeTe onpenensatb napameTpbl paboTbl PYHKLMM.

MapLpyTusatop nogaepxvmeaeT PYHKUMIO MHAMUYECKON CUCTEMbl AOMEHHbIX uMeH (DDNS),
KoTopasi Aenaet BO3MOXHbIM XOCTUHI canTa, FTP- unu noytoBoro cepsepa ¢ OMKCMPOBAHHbLIM
OOMEHHbIM MMEHeM (KOTOpOe Bbl YKa3blBaeTe camMum) W OUMHAMUYeckuMm agpecom.  JTo
Nno3BoSISET BalUM OpYy3bsM MOOKIOYaTLCH K BalleMy cepBepy, YkaszaB AOMEHHOE WMS BHe
3aBUCMMOCTW OT 3HayeHus |IP-agpeca. MNepen TemMm kak NpUCTYNUTb K MCMNOSIb30BaHUIO SaHHON
PYHKUMM Heobxoammo 3apermcrtpupoBaTbcs Yy nposanmgepa cepsuca DDNS, Hanpumep

www.comexe.cn, www.dyndns.org wunu Www.no-ig.com. OT nocrtaBwwuka I/IHTepHeT-ycnyr Bbl

nony4ynTte naposib Uin KIou.

4.15.1 Comexe.cn DDNS

Ecnu B kavectBe npoBamgepa cepBuca DDNS 6bin BbibpaH www.comexe.ch, AOMKHO

NnosiBUTbLCA OKHO, NMokKasaHHoe Ha Puc. 4-75.
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@OyHkuna DDNS

MocTaBwmK yonyr: |Comexe ( www.comexe.cn ) V| MNepeliTi K pErmcTpaumi. .

[oMeHHOE HMA:

[oMeHHOE HMA:

[oMeHHOE HMA:

[oMeHHOE HMA:

[oMeHHOE HMA:

WmA none3oearens: username

Maponk:

[ Brnwounte DDNS

CocToRAHWE NOOKNHYEHNA: DDMS He 3anyweHo!

Boiiti

Puc. 4-75 Hactporikn Comexe.cn DDNS

Ansa yctaHoBkM napameTpoB DDNS Heo6xoaMMo BbLINONMHUTL crieayloline AeNCTBUA:

1. [lomeHHOe wuMsA BBeMTE COOTBETCTBYHOLLEE 3HAYEeHWe, MOSyYeHHoe OT MocTaBLUMKa
WHTepHeT-ycnyr.

2. Ykaxute Amsa nonb3oBaTens y4eTHOM 3anncu.

3. YkaxuTte MNaponb y4yeTHON 3anucu.

4. Haxmute kHonky BonTu onst Bxoga B cucteMmy.
CocTtosiHue nogkntoveHus - OTobpaxkaeTca cocTosiHMe nogkrnodeHns k cepsucy DDNS.
HaxxmuTe KHOMNKy BbIATU, YTOObLI BLINTW U3 CUCTEMBI.

4.15.2 Dyndns.org DDNS

Ecnn B kadectBe npoBangepa cepBuca DDNS 6bin BbibpaH www.dyndns.org, NOsiBUTCA OKHO

Kak nokasaHo Ha Puc. 4-76.

@OyHkuna DDNS

MocTaBwwk ycnyr: |Dyndn9 ( www . dyndns_org ) V| MepeTu K perncTpaumm. .

HmA nonb3osarens: username

Maponk:

[oMeHHOe MA:

[1 Brnwunte DDNS

CocToAHKE NOMKNHYEHHA: DDMS He 3anyweHo!

[ Boitn ][ Biiitn

COoXpaHuTb

Puc. 4-76 Hactponkn Dyndns.org DDNS
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Ona yctaHoBku napametpoB DDNS Heo6xoAMMO BbINONIHUTL crneaylolme JenNcTBus:

1. Ykaxute AMA nonb3oBaTens y4eTHOW 3anucu.
2.  Ykaxute Maponb y4eTHON 3anucu.
3.  YkaxuTe [lomeHHOe nmsA, nonydeHHoe oT nposargepa cepsmca DDNS.

4. Haxmute kHonky BonTu ons Bxoga B cucteMy.
CocTosiHue nogknio4veHus - OTobpaxkaeTcsa COCTosiHME noaknoveHus k cepsmcy DDNS.
Haxmute kHonky BbInTK, 4TOObLI BBINTU U3 CUCTEMBI.

4.15.3 No-ip.com DDNS

Ecnn B kavecTBe npoBangepa cepBuca DDNS 6bin BbibpaH www.no-ip.com, NOsiBUTCS OKHO

Kak nokasaHo Ha Pwuc. 4-77.

MocTaBWMK YCnyr: MNo-IP { www_no-ip.com ) w | MepeiTH K perucTpauui. ..
MMA NoNb20BaTEns: username
napoj'lb.: [TXITTTTT]

[oMeHHoe MMA:

[] Brnwounte DONS
COCTOAHKME MNOQKITHYEHIA: DDMS He aanyweHo!

[ Boittu ][ Briiitn ]

CoxpaHuTe

Pwuc. 4-77 Hactponku No-ip.com DDNS

Onsa yctaHoBku napametpoB DDNS Heo6xoaMMO BbINONIHUTL crneaylolme JeNcTBuUs:

1. Ykaxute AMA nonb3oBaTens y4eTHOW 3anucu.
2.  Ykaxute Maponb y4eTHON 3anucu.
3.  Ykaxute [lomeHHOe nmsA, nonydeHHoe oT nposargepa cepsmca DDNS.

4. Haxmute kHoMKky BonTH, 4TOGLI BONTK B CUCTEMY.
CocTosiHue nogknro4veHus - OTobpaxkaeTcsa COCTosiHME noaknoveHus k cepsmcy DDNS.

Haxmute kHonky BbINTK, 4TOObI BBINTU U3 CUCTEMBI.
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4.16 CucteMHble NHCTPYMEHTbI

- HacTponka BpeMeHn

- OnarHocTHEa

- DBHoENEeHWe BCTpoeHHoro MO

- 3aBOACKWE HACTPOHKN

- PezepBHan KONWA W BOCCTAHOBNESHWE
- Mepesarpy3Ka

- Maponk

- CHCTEeMHBIA XypHan

- CratncTvEa

Puc. 4-78 MeHo CUCTEMHbIE MHCTPYMEHTbI

MeHio CucTemMHble MHCTPYMEHTbI COAEPXUT crnegyowme nogmeHio — Hactponka BpemeHu,
OunarHoctuka, O6HoBNeHne BcTpoeHHoro MO, 3aBoackue HacTporku, PesepBHasa konus 1
BoccTaHoBneHue, [lepesarpys3ka, [Maponb, CucrtemHbin XypHan u Crtatuctuka. [ng
HaCTPOMKN HY>XHOW hyHKLMKN BbiGepuTe cooTBETCTBYIOLLEe MeHo. Huke npusogutca nogpobHoe

onncaHume no Kaxxgoro n3 3Tux NnoagMeHto.

4.16.1 HacTtpounka BpemMeHu

BbibpaB mMeHi0 CucteMHble MHCTPYMeHTbl — HacTpoika BpemeHu, Bbl MOXeTe HacTpanBaTb

napameTpbl BpeMeHW B OKHEe, NPeACTaBNEHHOM Ha PUCYHKE HIXKE.

Yacoeoi NoAc: |(GIVIT+03:00} Baraaa. Kyseiir. HaiipoGn. 3p-Pnaa. Mockea v|
Nara: | 1 ‘ | 1 ‘ ‘2013 ‘ (MecALinerbiroa)
Bpems: |2 ‘ |10 ‘ ‘4 ‘ (YaACKIMUHYTEI/CEKYHAEI)
NTP-cepeep I: |0.0.0.0 |[He ofA3aTenLHo)
NTP-cepeep II: |U.U.U.U |(He 0fA3aTentHO)
[ MonyuuTe cpegHes BpemA no [puHBNUY ]
NetHee Bpema: ) OTkmounTs (3 BrMiounTs Ha Beck rof, (O BKNIDUNTE Ha ONPEJeneHHOe EpemMa
Hauano:
Koweu:
COCTORHMWE NETHEND BPEMEHI: NETHEE BPEMA BKMIDYEHO.
MpuMedaHe: Haxmute TIONY4NTE CPEOHEE BPEMA N0 TPUHBINYY, uToBH 0GHOBMTE BPEMA C CEPEEPOB Yepes KIHTEpHET

Puc. 4-79 HacTtpoika BpemeHu
» YacoBou nosic — Bbibepute yacoBowm nosc.
> [Oata — YkaxuTe garty B hopmaTe Mecsau/aeHb/roq.

»  Ykaxute Bpemsa B hopmate yac/MuHyTa/cekyHaa.
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>

NTP-cepBep 1/NTP-cepBep 2 — Beegute agpec unn gomeHHoe nmst NTP-cepBepa 1 vunu
NTP-cepBepa 2, nocrie Yyero MapLupyTnsaTop nonyynT napametpbl BpeMeHn ¢ NTP-cepsepa.
Kpome TOro, ons HekoTopblx BCTPOeHHbIX NTP-cepBepoB MapLupyTU3aTop MOXET Mnony4yaTb

3Ha4YeHne BpemMeHn aBToMaTn4eCckn npu nogkno4YeHnn K MHTepHeT.

MNocTtaBbTe rarioyky B nore BknounTtb netHee BpemMs, 4YTOObI BKNIOYNTb beHKLI,I/IIO JIeTHero

BpeMeHu

Hauyano - BpeMFl, C KOTOPOro Ha4nHaeTCA neTHee BpeMA. Bbl6epl/ITe MecAdl B nepBOM Mnorne,

Heden BO BTOPOM Mnorse, n BpeMA B TPETbEM MNOJie.

KoHen — BpeMﬂ, Korga 3akaH4mnBaeTCd JieTHee BpeM4. Bbl6epVITe MecdLl B NnepBoM none,

Heden BO BTOPOM Mnore,  BpeMA B TPETbEM MNOJie.

CocTtosiHue netHero BpeéMeHU — OTo6pa>KaeT COCTOAHME, NCNONb3YyEeTCA N NeTHee BpeM4d

NN HeT.

YT106bI HACTPOUTL BPEMS B PyYHOM peXxume:

1.

2
3.
4

Bbibepute yacoBown nosc.
Ykaxute OaTy B chopmate mecsu/aeHs/roa.
YkaxuTe Bpems B popmaTte yac/MmuHyTa/cekyHaa.

Haxmute kHonky CoxpaHUTb.

Y100bI HaCTpPpOUTb BpeMAa aBTOMaTU4YeCKIU:

1.
2.
3.

Bbibepute yacoBon nosic.
BeeaunTte agpec nnu gomeHHoe ums NTP-cepBepa 1 nnn NTP-cepBepa 2.
HaxmnTte kHonmky Mony4ntb Bpemsi no puHBMYY, 4TOObI NOfy4aTb CUCTEMHOE BpPEMS

yepes VIHTEPHET NpY HanU4nM NOAKMHYEHNS K HEMY.

YT06bI YCTaHOBUTL JleTHEE BPEeMA:

1.

2
3.
4

MocTaBbTe ranoyky B A4ernky BknounTb neTHee Bpems.
Bbibepute 3HaueHne Havyana netHero neprnoga BpeMeHu.
BbibepuTe 3HaueHne KoHua neTHero nepuoga BpeMeHu.

[na coxpaHeHus HacTpoek, HaXxxmuTe KHonky CoxpaHUTb.

NeTHee BpeMs: (O OtkmiounTs ) BKNIOYMTL Ha BECH Mo KMIUNTE Ha ONpPedeneHHoe BpemA
Ha4ano: Ane. v |1 v | Bock. v | 00 v
Koneuw; fek. | 4l v || Bockp. || 00 v

COCTOAHWE NETHEro BPeMEeHH: NeTHee BPEMA BKNKYEHD.

Mpumeyanue: HaxmuTe TIoNyYWTE CpegHee Bpema No MpUHENYY, yTo0el 00HOBWTE BPEMA C CEPBEpOB Yeped IHTepHET

& MpumeyaHue:

1.

[aHHasa HacTpovika byaeT vcnonb3oBaTbCs AN psga PyHKUMIA C BPEMEHHBLIM KPUTEPUEM,

HanpuMep, Ana MexcetTeBoro aKkpaHa. Ecnun 3HaveHne BpeMeHn He 3aaHO0, 3T beHKLI,VIVI He
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OyayT pabotaTtb. Taknm oOpasoM, SBMSIETCA KpalHe BaXKHbIM yKasaTb 3TV 3HAYEHUS cpasy

nocne Bxoga B CUCTEMY.

HacTtpovikn BpemeHn ByayT yTepsiHbl NPy BbIKNIOYEHMM MapLupyTu3aTopa.

Mpn COOTBETCTBYIOLLEN HACTpPOMKe MapLupyTusatop Oyager nonyvaTb cpegHee Bpemsi Mo
IpuHBMYY Yepe3 NHTepHET B aBTOMaTUYECKOM peXUME.

4. ®yHKUMSA NETHEro BPEMEHW BCTYNaeT B CUIY OA4HY MUHYTY NOCMe ee BKIMYEHUS.

4.16.2 [OnarHocTuka

BbibpaB CucteMHbIe MHCTPYMEHTbI — [IMarHoCTuKa, Bbl MOXETE Npu nomoLum yHkumi Ping

n TpaccupoBKa NpoBepATb paboTy CETU (CM. PUCYHOK HUXKE).

MNapameTpbl ANArHOCTHKM
HHCTPYMEHT OWarHOCTHEMW: (@ Ping () Tpaccwpoeka

IP-agpeci[JoMeHHOE MMA:

CHET4HK Ping: 4 (1-50)
Pazmep Ping-nakeTa: 64 (4-1472 GaiiT)
Bpema oxuoaHua Ping: 200 (100-2000 Mmck)
Tpaccupoeka Max TTL: (1-30)

PesyneTaThl AMarHocTUKH

Y CTPORCTED roToBO.

HayaTtb

Puc. 4-80 WHCTpymMeHTbI ANarHOCTUKK

> MWHcTpymeHT puarHoctTukM -— [Ons Bblbopa HeEOOXOAUMOrO WHCTPYMEHTa HaxXmute
COOTBETCTBYIOLLYIO PAANOKHOTNKY.

e Ping - 3TOT MHCTPYMEHT ycTpaHsieT NpobrnemMbl ¢ NOAKMYEHUEM, OOCTUXKMMOCTLIO U

paspelweHnem nMeHn anAa KOHKpEeTHOro yana unun wrro3a.

[ TpaccupOBKa — 3toT1 MHCTPYMEHT Npon3BoauUT NpoBepKy pa6OTbI NOAKIHYEHUA.

& lMpumeyaHue:

Bbl MOXeTe npumeHATb MHCTpyMeHTbl Ping/TpaccupoBka gnsi nposepku IP-agpeca wnu
OOMEHHOro umMmeHu. Ecnu npoBepka uWHCTpymeHTamu Ping/TpaccupoBka B OTHOLUEHMM
IP-agpeca npowna ycnewHo, HO C AOMEHHbIM MMEHEeM BO3HWKMW Mpobrnembl, 3TO MOXET

O3HayaTb Npobnemy c paspelleHveM uMeH. B atom crnyyae cnegyer yb6eauTbesi, YTO
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OOMEHHOE NM4, KOTOpPOE Bbl yKa3blBaeTe, ABNAETCA pa3pelleHHbIM, UCNOoJNb3yA Ond 3TOro

DNS-3anpocbl (Domain Name System — Cnyx6a JOMEHHbIX UMEH).

> |IP-appec/ OomeHHoe wumsa - Yrkaxute IP-agpec unn [OMEHHOE WMSA KOMMbIOTEPA,

MOAKITIOYEHNE KOTOPOrO Bbl XOTUTE NPOBEPUTL (K NpuMepy http://www.tp-link.com).

» Cuyetumk Ping — NokasbiBaeT YNCO OTNPaBEHHbIX 3X0-3anpoCoB.
» Pasmep Ping-naketa — YkasblBaeT KOnM4ecTBO 6aNTOB JaHHbIX K OTMPaBKe.

> Bpemsa oxumaaHua Ping — Bpems oxugaHums OoTBETa Ha axo-3anpoc. Ecnv B TedeHue

YKa3aHHOro BpeMeHn HeT OTBeTa, TO BpeMsA OXXnaaHuAa coegnHeHUA npeBbIlLeHo.

» TpaccupoBka Max TTL — Ykaxute mMakcumaribHOe KONMMYeCTBO OTCKOKOB (MakcuMMarnbHoe

3HaveHue TTL) Ha NyTn NoOMCKa KOHEYHON TOYKM.
HaxmuTe kHonky HavaTtb, 4ToGbI Ha4aTb npolenypy AMarHOCTUKM.

B okHe Pe3ynbTaTbl AanarHocTuku OyayT npeactaBneHbl pesynsraTbl.

Ecnu pe3ynbrat aHanornveH peaynboraty, npeacrtaBneHHoOMy Ha pUCyHKe HUXXe, C NoAKIio4YeHnem

K MHTepHeT BCeE B nop4dnke.

PesynbTaTbhl AMarHOCTHKH

. Reply from 192.168.0.1: bytes=64 time=l TTL=64 zeq=1 E
E Feply from 192.165.0.1: bytes=564 time=1 TTL=54 seq=2 E
. Reply from 192.168.0.1: bytes=64 time=l TTL=64 seq=3 i
i Feply from 192.168.0.1: bytes=cd time=1 TTL=64 s=seq=4 E
; Ping statistics for 192.165.0.1 E

Packetsz: Zent = 4, Feceiwved = 4, Lost = 0 [0% loss) .

E Approximate round trip times in milliseconds:
i inimamm = 1, Maximum = 1, Average = 1

=

Puc. 4-81 PesynbraTtbl AMarHOCTUKK

& lMpumeyaHue:

O,EI,HOBpeMeHHO MHCTPYMEHTbI AWAarHOCTUKM MOryT WCNOJSib30BaTbCA HE bornee 4em oaHMM

nonb3osarenem. Napamertpbl "CuéTtumk Ping", "Pasmep Ping-naketa" u "Bpems oxunganusa Ping"
ABNIOTCA NapameTpamyn yHkumn Ping, a "Makc. TpaccupoBka TTL" napametpom dyHKUUK
TpaccupoBKu.

4.16.3 OGHoBneHue BcTpoeHHoro N0

Bbibpae CucTteMHble MHCTPYMeHTblI — OGHoBneHne BcTpoeHHoro 0, Bbl MOxeTe 06HOBUTb

BcTpoeHHoe MO mapLupyTmusaTopa (CM. PUCYHOK HUXE).
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®aiin:
BepcuA BCcTpoeHHoro MO: 3.15.0 Build 130527 Rel. 706350
BepcwA oDopyQoBaHWA; MR3220vZ 00000000

Puc. 4-82 O6HoBneHue BcTpoeHHoro MO
> Bepcusa npowmBku — Tekylas Bepcusi BCTpoeHHoro [10.

> Bepcuna obopypoBaHuMAa - Tekywlass Bepcus annapaTHOW 4vacTu. Bepcus, ykasaHHasi B

darine o6HOBMNEHMS, N TEKyLLIAs BEPCUSI AOIMKHbI COBNaaathb.
Y100bI npousBecTM oOOHOBNeHMe BcTpoeHHoro [0 mapwpyTusaTopa, HeobxoauMmo
caenaTb crniepgymoulee:
1. CkavyanTe nocnegHioo Bepcuto harina obHOBMEHMS C HaWero canta

(http://www.tp-link.com).

2. B none ®ann ykaxuTe unu, Haxkae kHonky O63op, BbibepuTe nyTb Kk danny BctpoeHHoro MO,

COXpaHeHHOoro Ha BaLlemM KoMnbrTepe.

3. Haxmute kHornky OBGHOBUTB.

& [lMpumeyanue:

1) ®ainbl 0OHOBNEHMI HAXOAATCs Ha canTe http://www.tp-link.com, oTKkyga nx MOXHO ckayaTb.

Cne,qyeT npoun3BoanTb OOHOBIEHMSA TONMbKO TOrga, Korga HoBasi Bepcua coaepxit
Heo6xo;:|,mmyro BaM beHKLJ,MI-O. OpHako npn BO3HMKHOBEHUU npo6neM CBA3aHHbIX C
MapLlpyTn3aTtopom, a He ero HaCTpOVIKaMM, crniegyet npoun3BecTtu obHoBNEHne BCTPOEHHOro
Mo.

2) T[lpn obHoBneHun BcTpoeHHoro MO Tekylwime HaCTPOWKM MOryT He coXpaHuTbcs. [loaTomy
npexage Yem npou3BoanTb OOHOBMEHWE, 3anuwunTe caenaHHble BaMu HacTPOWKKU, YTOObI nx

MOXHO ObINO BOCCTAHOBUTb.

3) Tlpn 0OGHOBNEHMM MPOLLMBKM HE BbIKMOYANTE MapLUpyTU3aTop U HaxkumamTe kHonky Reset. B

NMPOTUBHOM Cry4Yae YCTPOWCTBO MOXET ObITb NOBPEXAEHO.

4) Tlo 3aBepLUEHN0 OOHOBMNEHMS MapLUPYTU3aTOP aBTOMATUYECKN BbIMOSHUT Nepes3arpysky.

4.16.4 3aBoaCcKue HaCTPOMUKMU

Bbibpas CuUCTEeMHble WMHCTPYMEHTbl — 3aBOACKME HACTPOWMKWU, Bbl CMOXETe BEPHYTb

3aBOACKME HACTPOWKM (CM. PUCYHOK HUXKeE):
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HasmuTe 3Ty KHONKY OANA BOCCTAHOBNEHWA 3AB00CKWY HACTROEK.

BoccTanoBuTe

Puc. 4-83 3aBoackue HacTponku

Haxmunrte KHOMKY BocctaHoBUTbL AO5si C6pOCG BCeX HACTpoeK A0 n3HayalibHO yCTaHOBJ1€HHbIX

3aBOACKMX NapameTpoB.
¢ Wwma nonb3oBaTtens rno ymonyaHuo: admin
e Maponb no ymonyaHuo: admin
e IP-agpec no ymonyaHuio: 192.168.0.1
e Macka nogcetu no ymonyanuio: 255.255.255.0

& lMpumeyaHue:

Mpun BOCCTaHOBNEHMU 3aBOACKMX HACTPOEK MO YMOMYaHWI0 BCe BHECEHHblE U3MEHeHus OyayT
noTepsiHbI.

4.16.5 Pe3epBHas Konusi U BOCCTaHOBIEHUe

BbibpaB CuCTeMHble MHCTPYMEHTbl — Pe3epBHass KONMA U BOCCTaHOBIIEHUE, Bbl MOXETE

COXpaHNTb TEKyLLMEe HACTPONKM B BUuAe harna n 3arpysuTtb UX U3 hanna, kak nokasaHo Ha Pwuc.

4-84.

PesepeHan KONWA: [ Pe3epBHanA Konua ]

dain: | [ Ogzop.. | [ BoccTanosuTs

Puc. 4-84 PesepBHas Konusi U BOCCTaHOBIEHUE

»  UYToObl COXpaHWUTb BCE TEKYLLME HACTPOWKM B hann Ha KOMMbIOTEPE NOKanNbHOW CETH,

HaXXMUTE KHOMKY Pe3epB|-|a;| KonwuA.

» UYT0Obl BepHYTbCS K NpeablayLmMM HacTporkaMm MapLupyTmusaTopa Heobxoaumo caenarb
crnegyouee.
e Haxmunte kHonky O630p 1 BbIGEPUTE HYXXHBIW dhanin.

e Haxmunte kHonky BocctaHOBUTL.
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& lMpumeyaHue:

Tekywmne HacTponkn OyaoyT 3ameHeHbl HacTpovkamu u3 dpanna. lMpouecc BOCCTaHOBEHMS
anutesa 20 cekyHA, nocrne Yero MapLupyTmM3aTop aBToMaTU4eCcKn nepesarpysntcs. Bo nsbexaxve

NOJIOMKN yCTpOIZCTBa He OTKIIloYanTe ero oT NUTaHUs BO BpemMA BOCCTAHOBJIEHUA HACTPOEK.

4.16.6 [llepe3arpy3ka

BbiGpae CuctemHble WHCTpyMeHTbl — [lepesarpyska, Bbl MOXeTe MepesarpysnTb

MapLupyTusaTtop npu nomoLumn kHornku Mepesarpyska (CM. pPUCYHOK HUXE).

Ha#MWTE 3TV KHONKY ONA NEpe3arpyaku.

| nNepesarpyauTs |

Puc. 4-85 MNepesarpyska

HekoTopble HacTpoWkM MapLLpyTU3aTopa BCTYNAT B CUIY TOMbKO Nocre nepesarpy3ku CUCTEMbI,

a UMEHHO:

e V3meHeHue IP-agpeca cetu LAN (cuctema npom3BeaéT nepesarpy3ky aBTOMaTUYECKM).

e VI3meHeHwne HacTpoek DHCP.

e  /I3aMeHeHue HacTpoek 6ecnpoBoaHON Nepedayn gaHHbIX.

e  VI3ameHeHue nopTa BebO-ynpaBneHus.

e OO6GHoBneHue BCTpoeHHoro IO MapwpyTu3atopa (cuctema nNpPOU3BELAET nepesarpysky
aBTOMaTU4ecKn).

e (COpoC TeKylMx HaCTpoeK M BOCCTAHOBIIEHWE 3aBOACKMX HACTpPOeK MaplupyTusaTopa
(cuctema nponssenéT nepesarpysky aBTOMaTUYECKHN).

e OO6GHOBNeHMe napamMeTpoOB HACTPOMKM M3 danna (cuctema nNpPoOM3BEOAET nepesarpysky

aBTOMaTU4eCKM).

4.16.7 Maponb

Bbl6paB CucremHble UWHCTPYMEHTbI — I'Iaponb, Bbl MOXET€e 3aMeHUTb WUCXogHoe WMHA

nonb3oBaTtens unn naporb MapLupyTM3aTopa, kKak nokasaHo Ha Puc. 4-86.
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IMA NoNe30BaTenA W Naponke He JoNM#HEl ObiTe ANMHHEE 14 CAMBONOE M HE O0N#HEl CoOQep#aTe npodensl!

Mpegsigyuwee WMA NONb30BaTENs: I:I

R

[ corpanuts | [ Ownctws BeE

Puc. 4-86 Tlaponb
HactoatenbHO peKkomMeHOyeTcs CMEHUTb MCXOQHOEe UMsi  Nonb3oBaTtenss W naposb
MapuwpyTtusaTtopa. lNonb3oBaTtento npu Hadvane pabotbl ¢ BeG-yTMnuTOM OyaeT NpeanoXxeHo
BBECTM MMS1 NOSIb30BaTENS U NapOosib.
& lMpumeyaHue:
[nnHa HOBOro MMeHW NMorb30BaTENdA U Naponsa He OOfKHa npeBbiwaTh 14 cumBonoB. B MmeHn
nonb3oBaTensl U Napofie Hemnb3s UCMNonb3oBaTb MNpobenbl. [OnA NOATBEPXAEHMSI Mapons ero

HeobXxoaMMO BBECTU ABaXObl.

Haxmunte KHOMKY COXpaHMTb, YTOOBbI COXpPaHUTb USMEHEHUA.

YToObl 04NCTUTL NOMS, BOCNOSb3yNTECH KHOMKON OYNCTUTD.
4.16.8 CucteMHbIN XypHan

BbibpaB CuUcCTEeMHble MHCTPYMEHTbl — CUCTEMHbLIN XypHan, Bbl MOXETe MNpocMaTpuBaTb

XXYpHarnbl mapLupyTum3aTtopa.

MYHKEUKMA
aBTOOTNPABKN Otknioveno [ HacTpoRKKM NoYTE ]
NOYTHI:

Tun xypHana: YpoeeHs ¥ypHana: Bce hd

Wugekc Bpemn Tun  YpoBeHb CopgepwaHne ¥ypHana

1 1st day 02:15:14 |MPOYEE |MH®O  |User clear system log.

Time =1970-01-01 2:15:13 8114s

H-Ver=MR3220 v2 00000000 : S-Ver =3.15.0 Build 130527 Rel.70635n
L=192168.1.52: M = 255.255,255.0

W1 =PPPoE:W=0.0.0.0:M=0.0.0.0:G=0.0.0.0

OOHOBHTE ] [ CoxpaHuTh KypHan ] [ BhICnaTe Ha mouTy ] [ OYUCTUTE KypHaN ]

Tekywmin Me CTpaHuLa

Puc. 4-87 CwucTemHbIV XXypHan
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> @OYHKUMA aBTOMATUYECKON OTMPABKM NOYTbI - [ToKa3biBaEeT BKMHOYEHA MU (PYHKLUUS UMK

HeT.

> HacTtporku noutbl - 30eCb yKasblBaeTCs MOYTOBLIN AWMK ONs OTNPaBKU U MONyYeHUs
coobLeHnin, agpec cepBepa, MHOoPMaLUsA Mo NOATBEPXKAEHMIO AOCTOBEPHOCTM AaHHLIX, a

Takke pacnucaHue paboTbl yHKUMM aBToOTNpPaBku (Puc. 4-88).

on
Komy:

SMTP-cepeep:

[0 AyTentudnkauma

[] BEMouNTL hyHKUWID SETOOTNPAEKK

Kawaelid AeHs 0TNPAENATE CHCTEMHBIA ¥ypHanN no agpecy : (yyznam)
OTNRAENATE CHCTEMHEIA XYPHAN KA Oke yacoe
[ CoXpaHnTb ] [ Hasag ]

Puc. 4-88 HacTporiku no4TOBOro akkayHTa
e Ot - Baw noutoBbI AWUK, OTKyAa MapLupyTusaTop 6yaeT oTnpaBnaTh XypHarbl.
e Komy — lNMouToBLIN ALWMK, Kyaa ByayT npuxoanTb KypHansol.

e SMTP-cepBep — Baw SMTP-cepep. CoOTBETCTBYET MOYTOBOMY SILLUMUKY, YKa3aHHOMY B

none OT. Ecnu Bkl He 3HaeTe agpec, 3aiauTe Ha COOTBETCTBYHOLLNIA CalT 3a MOMOLLbIO.
e AyteHTUdukaumsa - bonbwnHcTBO SMTP-cepBepoB TpebyoT NponTn ayTeHTudmkaumio,

KOTOpadA noapasymeBaeT BBOO MUMEHU Nosb3oBaTesid Unn naponAa.

& lMpumeuaHue:

Mpu BbIGOpe pexuma AyTeHTUdUKaLmm HeobXxoAMMO B COOTBETCTBYIOLLMX MOMSIX ykasaTb UMS

nonb3oBaTena U naporsib.

e Wmsa nonb3oBatens — [loyToBas ydeTHaa 3anucb, ykasaHHas B none OT. Ta uvacTe,

KOTopasi HaxoauTCs 3a 3HAKOM @, He yKa3biBaeTCs.
e Maponb — Naponb Bawen y4eTHOM NOYTOBOK 3anncu.
e [NopTtBepaunTe naponb — [INd NOATBEPXKAEHMS YKaXKMTE Naponb eLle pas.

. Bknountb (*)yHKLIVII-O aBTOOTNpPaBKU — ABTOMaTn4yeckas OTnpaBKa CUCTEMHDbIX XXypHarioB.
Bbl moxeTe OoTnpaBnATb TeKyLine XXypHalbl B onpeaerieHHoe BpemA KaXkabld OeHb uUnu
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yepes onpe,u,eneHHbuZ BpeMeHHOIZ nepunoad, HO TOJIbKO OAOHO W3 NpaBuil MOXeT ObITb

OEVCTBYIOWNM Ha AaHHbIA MOMEHT. B COOTBETCTBYIOLMX MOMSAX YKaXKUTE BPeEMs WNnn
BPEMEHHOW nepuoa, Kak nokasaHo Ha Puc. 4-86.

Y1066l COXpaHUTbL HAaCTPOWMKU, BOCMONb3YNTECh KHOMKON COXpaHUTb.
HaxmuTe kHonky Hasaa, 4Tobbl BEpHYTLCS B NpeablayLlee OKHO.
» Tun xypHana - [pu Bbibope 6yayT oTobpaxaTbCsa TOMbKO XypHarbl BbIGpaHHOro Tuna

> YpoBeHb XypHana - [pu Bbibope OyayT oToGpakaTbCA TONbKO >KypHasnbl BblIOpaHHOro

YPOBHSI.
» O6HOBUTb - OBHOBUTL OKHO ANsi OTOOPaXeHUs NoCnegHero Cnmcka XypHaros.
> CoxpaHuTb XypHan - CoxpaHuTb BCe XXypHaribl B TEKCTOBLIN dhain.

> OTﬂpaBMTb XypHan no no4yte — OTI'IpaBI/ITb no SJ'IeKTpOHHOﬁ no4yTe BCe TeKyLlne XypHarnbl.
OTI'IpaBKa npon3BoanTCA B py4HOM peXnmMe B COOTBETCTBUU C NapamMmeTpaMin, 3aaHHbIMU B

pasgene "lMapameTpbl oTNpaBkX".
» OuumcTuTtb XypHan — CTepeTb BCe XypHanbl U3 MapLupyTusatopa.

HaxaB kHonky Cniegyrowas, Bbl Nepenaete Ha creaylollylo CTpaHuly, a HaxaB KHOMKY
Mpeabiaywas, BepHeTeCh Ha NPeabiayLLYIo.

4.16.9 Crtatucrtuka

BbibpaB CucTeMHble MHCTPYMEHTbI — CTaTUCTUKA, Bbl MOXETE MPOCMAaTpUBaTb CTATUCTUKY
no MapLupyTMU3aTopy, BKIOYas OOLWMIA U TEKYLMIA TpadmK No NOCrneaHeMY MHTepBarny MakeToB

CTaTUCTUKN.

TeKyuwee COCTOAHWE CTATUCTHKM OTkn4eHo BKNOYNTD

HuTepean nakeToe cTatwcTukmM({5~60): 10 | CRKyHOHE!

ABToOGHOBNEHNE OOHOBUTL

Mpaeuna COpPTMPOBKM: CopTupoBka no Tekywemy KonnuecTey baiit v [ COpocuTe Bre ] [ YOANUTE BCE

Beero TekylWwee cOCTOAHWE
NameHuTe
IP-appec/ MakeToR Baiir MakeTos Balit ICMP Tx UDP Tx SYN Tx
MAC-anpec
CnWCoK nycT.

£ v | 3anucell Ha cTpaHuue. Tekywwi M| 1« | cTpaHuua

Puc. 4-89 Cratuctuka

> Tekywee cocTosiHNE CTaTUCTUKK — BkriodeHo nnu OTKMYEHO. 3HaYeHne No yMOonyaHuo
"OTKMoYeHO". YTOObI BKNIOYMTL OYHKLMIO KNMKHUTE NO KHOMke "BkniounTs". Ecnn dyHKLmMA
OTKIOYEeHa, TO dyHKUMa 3awmtbl oT DoS-atak B okHe "besonacHocTb" Takke Oyaer
OTKMtoYeHa.

> WHTepBan ctaTMcTUkKM nakeToB — 3Ha4yeHne no ymonyanuio 10. M3 Bbinagatowero cnmcka
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MOXHO BblOpaTb 3HayeHue oT 5 o 60 cekyHa. [laHHOe 3Ha4YeHne onpenensieT NPoOMEXYTOK
BpEMEHU MeXOY OTNPaBKOM MAKETOB CO CTAaTUCTUKOMN.

> TMpaBuna coptnpoBku — NpaBuna copTMpPOBKN OTOOpaKaemon CTaTUCTUKM.
lMocTaBbTe ranoyky B nosie ABTOOOGHOBNEHMWE 4151 aBTOMAaTU4ECKOro OOGHOBMEHUS.
Haxmute kHonky O6GHOBUTb, YTOObI OGHOBUTH OKHO HEMEAJSIEHHO.

HaxaB kHonky CopocuTb Bce, Bbl OOHYNUTE BCE 3anmcu.

Haxas kHoMKy YaanuTb Bce, Bbl yaanuTe Bce 3anncu n3 tTabnuupi.

Tabnuua cTaTUCTUKN:

IP-appec/MAC-agpec Otobpaxatotcs IP- u MAC-agpechl C COOTBETCTBYIOLLEN CTAaTUCTUKON.
MakeTbl KonnyectBo nakeToB, NOMyYEHHbIX 1 OTMPAaBEHHbIX MapLUPYTU3aTOPOM.
Bcero
Bant Konuyectso 6aiT, NOMy4YeHHbIX U OTNPaBNEHHbIX MapLLPYTU3aTOpPOM.
KonuuectBo naketoB, MOMy4YeHHbIX W OTMPaBMEHHbIX 3a nocrneaHun
MakeTbl
MHTepBan nakeToB CTaTUCTUKK.
KonuuectBo 6aiT, nonyyeHHbIX W OTMPaBMEHHbIX 3a MNOCneaHui
Baunt
MHTepBan nakeToB CTaTUCTUKK.
KonuuectBo ICMP-naketoB oTtnpaBneHHbix k cet WAN, kak ykaszaHo B
none UHTepBan naketoB cTaTUCTUKKU. [JaHHOE 3Ha4yeHWe npeacTaBneHo
ICMP Tx
Kak OTHOLUeHWe "Tekyliasi cKopocTb nepefayn/ MakcumanbHas CKOpOCTb
Tekywee nepegaun".
3Ha4eHue Konnyectso UDP-nakeToB oTnpaBreHHbIx kK WAN-ceTH, kak ykasaHo B none
WHTepBan nakeToB cTaTUCTUKKU. [JaHHOe 3HAyeHVWe NpeacTaBneHo Kak
UDP Tx
OTHOWWEHMEe "TeKywas CckopocTb nepedadn/ MakcumanbHas CKOpPOCTb
nepegaun".
KonuyectBo TCP SYN -naketoB otnpasneHHbix kK WAN-ceTu, kak yka3aHo B
TCP SYN | none UHTepBan nakeToB cTaTUCTUKU. [JaHHOE 3Ha4yeHWe NpeacTaBrieHo
Tx Kak OTHOLUeHWe "Tekyliasi ckopocTb nepefayn/ MakcumanbHas CKOpOCTb
nepegaudn".
Copocutb | OBHYNMTb 3HaYeHWe 3anucu.
N3meHUTHL
Yoanutb YaanuTb CyLLeCcTBYOLLYIO 3annck B Tabnuue.

Ha kaxgow cTpaHuue OOMmkHO ObiTb 5 3anucen. YTobbl BEPHYTLCS Ha NMpeablayLuyto CTpaHuuy,
Bocnonb3yntecb kHonkon [lpeabiaywiaa. YTtoObl nepentn Ha Creaywwyl  CcTpaHuuy,
BOCMNONb3ynTechb kHonkon CneaytoLlas.
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MpunoxeHune A: HacTto 3agaBaemMble BOMPOChHI

1. Kak MHe HacTpouTb MapLpyTU3aToOp, YTOObLI Nonb3oBaTten ADSL mornu BbiIxoguTh B

UHTepHeT?
1) TMpexge Bcero, HacTporTe ADSL-Mogem Ha ncnonb3oBaHue B pexume mocta RFC1483.

2) TlMogknounte kabenb Ethernet ADSL-mogema k nopty WAN mapLupytmnsatopa. TenedoHHbIN

kabenb nofdkmnoyaeTcs K COOTBETCTBYOLWEMY nopTy ADSL-mogema.

3) Bowngute B MapwpyTtusatop, B MEHI0 B NeBOM 4YacTu dKpaHa 3angute B pasgen Cetb U
BbliGepuTe noameHto WAN. B okHe WAN B pasgene Tun WAN coeguHeHune ykaxute PPPOE.
B nonax Mma nonb3oBatena u lMaponb ykaxuTe COOTBETCTBEHHO MMs MOnb3oBaTensa u

naposib. [Nocne atoro HaxxmuTe KHOMKY CoeauHNTL.

Tun nogxniovests VWAN: PPPoE/PPFoE Poccua v

Moaknovedne PPPoE/PPPoE PoccHA:
HmA none3oearens:
MNaponk:

MoaTeepawre naponk:

Puc. A-1 Tun noakntovyeHns PPPoE

4) Ecnn ycnyrm ADSL-nogkntoyeHus npegocTaBnisioTCs B pPeXMMe MOBPEeMEHHOW onnarthbl,
BblbepuTe [MogknioveHne no TpeboBaHuio wunu [ogknioyeHne BpydHy. B none
MakcrumanbHoe BpeMsl NPOCTOS YKaXKUTE HYXXHOe 3HadeHue. Takke MOXHO BbliGpaTh pexum

MNogknounTs aBTOMaTUYECKMN.

Pexum nogenroyeHns VWAN: (& MopkmounTe No TpeGoBaHnD
MakcumaneHoe Bpema npoctos: | 15 MAHYT(BI) (0 03HAYaET, YTo CoedMHeHne OYOeT aKTUEHLIM MOCTOAHHOD.)
() MogKNIUMTE AETOMATHYECKK
O MogKniounTE No PaCcNUCaHNK
Mepuog BpEMEHN: © : (yyzmm) go : (yuzmm)
O MogkniounTs BPYYHYK

MakcumaneHoe BpemMA NpocToA: MWHYT(bI) (0 03HaYaeT, YTo coegUHEeHWe GYOeT aKTMEHLIM MNOCTOAHHO.)

CoeguHuTk Otknoyeno!

Puc. A-2 Tun noakntoveHns PPPoE
& lMpumeyaHue:

1) WHorpa nogkntodeHne He MoXeT ObiTb NpekpaweHo, JAaxe ecnv  Bbl  ykasanwu
COOTBETCTBYIOLLEE 3Ha4YeHWe B norne MakcumanbHoe BpeMmsi MpOCTosi, T.K. HeKoTopble
npunoxeHusi obpalyatoTcs Kk pecypcam VHTEpHET B (hOHOBOM pexnme.

2) Ecnu Bbl ucnonb3yete kabernb, Npon3BeauTe HACTPONKY MapLLpyTM3aTtopa B COOTBETCTBUM C
NPUBEAEHHBIMA BbILLE UHCTPYKLUMUSIMMA.
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Kak MHe HacTpouTb MapLipyTu3aTop, YToObl nonb3oBatenu Ethernet mornu BbixoguTb

B UHTepHeT?

Bongute B MaplupytMsatop U Haxmute mMeHio CeTb B NEBOM 4YacTM MOHWUTOpA, 3atemM
BblGepute noameHiro WAN. B okHe WAN B none Tun nogkntoveHus WAN BobiGepute
3HauyeHne JuHamudeckun IP-agpec. Haxmute kHonky CoxpaHuTb.

HekoTopble nocTaBlmkn WVIHTEpHET-ycnyr TpebytoT pernctpaumn MAC-agpeca aganTepa,
KoTopbli 6bIn nogknioyeH k DSL/kabenbHomy mogemy B npouecce YycTaHOBKW. Ecnm
nocraBLlLMK UHTepHeT-ycnyr TpebyeT npoussectn peructpaumio MAC-agpeca, songute B
MapLLpyTu3aTop 1 Bbibepute MeHio CeTb B NeBON YacTu aKkpaHa. 3ateM BblIbepuTe NOAMEHI0
KnoHupoBaHue MAC-agpeca. Ecnn MAC-agpec Ballero KomnbioTepa SBRASETCS TEM
caMblM agpecoMm, Haxmute kHornky KnoHuposate MAC-agpec, v 3TOT agpec NosiBUTCS B
none MAC-agpec WAN. Takke MOXHO BBeCTM gaHHoe 3HadeHune B none MAC-agpec WAN.
dopmat MAC-agpeca XX-XX-XX-XX-XX-XX. 3arem Haxmute KHOnky CoxpaHUTb.
CaenaHHble M3MEHeHWs BCTYNAT B CUMY MOCHe nepesarpysku.

MAC-agpec B cetd WAN: 00-32-20-2B-03-04 [ BocctaHoeuTs 3asofckoil MAC-agpec

MAC-anpec Bawero KoMNLKTepa: [ KnoHupoeate MAC-agpec

COoXpaHuTb

Puc. A-3 KnonuposaHne MAC-agpeca

A xo4y ncnonb3oBatb NetMeeting. YTo MHe HyXXHO AnA 3Toro caenaTtb?

Ecnun Bbl 3anyctute NetMeeting B kayecTtBe y3na, Bam He notpebyeTca npegnpuHMMaThb
Kakux-nmbo OencTeui.

Ecnn Obl 3anycTute ero B pexume OTBeTa, BaM NoTpebyeTca HacTpouTb BupTyanbHbin
cepsep unu y3en DMZ, a Takke ybeantbcs B Tom, 4to H323 ALG BKMoYeHa.

UTo6bl HacTpouTb BupTyanbHbii cepBep: BOMAMTE B MapLUpyTU3aTOpP, HaXKMUTE MEHH
Mepeappecaumsa B neBol YacTu 6pay3epa u BbibepuTe nogmeHo BupTyanbHble cepBepbil.
B okHe BupTyanbHble cepBepbl Haxmute KHOMKy [lo6aBUTb HOBYH... 3aTEM B OKHe
[Job6aBuTb uNM U3MEHUTbL 3anucb BUPTyanbHOro cepBepa BBeaute B none [opTt
cepBuca 3HaveHve 11130, a B none IP-agpec, Hanpumep, 192.168.0.198. Haxmunte KHOMKy
BkntoyeHo 1 3aTem CoxpaHUTb.

ID  MopT cepeuca BHYTPEHHIIA NopT IP-Agpec MpoTokon CocToRHke HameHnTs

1 11130 11120 192.168.0.198 Bce BrniyeHo PefakTupoeate YOanuTs

[ nobasutsmosyw | [ Brmowmbece | [ Otkmoumtoeee | [ vaanuTs Bee

Puc. A-4 BupTyarnbHble cepsepbl

- 100 -



1%\ ;%¥¥{] BecnpoBogHon mapwpyTusatop cepumn N c nogaepxkkon ctangaptos 3G/4G

HoGaBuTe NN U3MEHNWTD 3aNMCb BUPTYanbHOMo CEpeepa
MNopT cepenca: 11130 (OG0 R 300

BHYTpEHHMIA NopT: 11120 (304, JecTeMTeNEHO TONBKO ANA 0gHoro CepeMcHOND NOPTa MNW OCTAELTE NOMe NYCTLIM)

IP-agpec: 192 165.0.198

MpoTokon: ‘ Bce V|
CocTosHne: ‘ BrnioueHo V|

CTaHOapTHLIA NOPT Cepenca: ‘ ~-Buibepure— v
[ COXpaHuTE ] [Haaa,,u]

Puc. A-5 OkHo [Jo6aBuTb nnn N3ameHnTb 3anncb BUPTYanbHOIO cepBepa

& lMpumeyaHue:

Mpn obGpalleHun Kk Bawemy kKomnbioTepy um3 cetn WHTepHeT, cneagyet obpawartbca k WAN
IP-agpecy Bawero komnbtoTepa, KOTOPbIN ykasaH B okHe “CocTosiHne”.

4) UYrtobbl akTMBMpoBaTb hyHKUMIO y3en DMZ, sonaute B MapLupyTusaTop, Bbibepute MeHH
Mepeagpecauuns B neson Yyactu 6paysepa n 3atem Bblbepute nogmeHo DMZ. B okHe DMZ
HaxMuTe pagunokHonky BknrouuTtb 1 BBeguTte Baw IP-agpec B none IP-agpec DMZ yana,
Hanpumep, 192.168.0.168. Nocne atoro HaxxmuTe KHOMKY CoOXpaHUTb.

Tekywee COCTORHAME: () Brniounte (&) OTENHOUKTE

IP-agpec yana DMZ: 192.168.0.198

COXpaHuTb

Puc. A-6 DMZ

5) Ons Toro, 4toObl BKkntouMTb H323 ALG: BomauTe B MapLupyTu3aTtop, BblOepute MEHI
BesonacHocTb, Haxogslleecs B NEeBOW 4acTu OKHa Gpaysepa, U BblibepuTe MNOOMEHIO
Hactponku 6aszoBou 3awmtbl. B okHe HacTpoirku 6a3oBor 3awmTbl Bbibepute
paguokHonky BkntounTtb Bosne H323 ALG. HaxmuTe kHonky CoxpaHUTb.
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HacTpoiikn 6a30B0# 3alUMTbI
MexceTeBOR 3KpaH
Mexceresoi 3kpaH SPI: (® Brniounte () BeIKNOUMTE
VPN
Mponyck Tpadiuka PPTP: (&) BrniounTte () BHIKNOYKTE
Nponyck Tpadika L2TP: (&) BrniounTte () BHIKNOYKTE
Mponyck Tpadpuka IPSec: (& BrmiounTe () BEIKMIOUMTE
ALG
FTP ALG: (® Brniunte () BeIKNKOUKTE
TFTP ALG: (&) Benouute () BEIKNOYATE
H323 ALG: O BhIKIHYNTE
RTSP ALG: (&) Brniounte () BeIKNKUYMTE

Puc. A-7 HacTtpowkn 6a3oBoii 3awuThl
Y10 5 poMmKeH Aenatb, YTOObI YCTAHOBUTbL B JIOKanbHOM ceTu Be6-cepBep?

Tak kak mexagy noptom 80 Beb-cepeepa u noptom 80 Beb-ynpaBrneHUss MOryT BO3HUKHYTb
nepekpecTHble MNOMexu, HeobXxoAMMO  Has3HauMTb  ApyroM nopT  Ana  yHKUUK
Beb-ynpasneHus.

UTobbl M3MEHUTb NOPT BeOG-yNpaBrneHus: BOWAWTE B MapLUpyTU3aTop, BblIOepuTe MEHH
BesonacHocTb, pacnonoxeHHoe B feBoW YacTu Opaysepa, W BblbepuTe NOAMEHIO
"YpaneHHoe ynpaBneHue". B okHe YaaneHHoe ynpaBneHue B none NopT Be6-ynpasneHus
ykaxute nobon gpyron Homep kpome 80, Hanpumep 88. Haxmute kHonKy CoxpaHuTb ”
nepesarpyaute mapLipyTusaTop.

YpaneHHoe ynpasneHue
MopT ynpaenedna eed-uHTepdencon:

IP-agpec ynanéHHoro ynpaeneHns: 0.0.0.0 (YKkaxuTe 255.2565.255.255 OnA Bcex)

CoxpaHnTb

Puc. A-8 ¥YpaneHHoe ynpaBneHue

& lMpumeuaHue:

Ecnn onucaHHble Bbille HaAcTpoyiku BCTynawT B cuny, Beeaute 192.168.0.1:88 (LAN IP-agpec
MapLupyTuaaTtopa: lNMopT Beb-ynpaBneHnsi) B agpecHom cTpoke bpaysepa.

3)

Bongute B MapwpyTtusatop, Bblbepute wMeHio [lepeapgpecaumsi B 1neBOoM 4actu
MapLipyTusatopa u Bblbepute nogmeHio BuptyanbHble cepBepbl. B okHe BupTyanbHble
cepBepbl HAXXMUTE KHOMKY [106aBUTb HOBYHO..., a 3aTeM B OkHe [l06aBUTbL U U3MEHUTDb
BUpTyanbHbIN cepBep ykaxuTte B none Mopt cepBuca 3HaveHne 80. B none IP-agpec
ykaxute Baw IP-agpec, Hanpumep, 192.168.0.188. [llocne aTOro HaXMuUTe KHOMKY
BknioyeHo, a 3atem CoxpaHUTb.
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BupTyankbHble cepBepbl

ID  MopTcepeuca BHYTpeHHWA nopT IP-Anpec Mpotokon CoCTORHWE HameHWTE
1 a0 21 192.168.0.188 Bece BrnwoyeHo PenakTupogars Yoanute
[ Dodasuts Hoeywo . | [ Brmountssce | [ OTkmwouuts Bee | [ VaanuTs Bee

Puc. A-9 BwupTyanbHble cepsepbl

Job6aBUTb NN H3MEHNTL 3aNMcb BUPTYanbHOro cepeepa

MopT cepeuca: (OG0 M XX)
BHyTpeHHMIA NopT: (X, [eCTENTENBHO TONBKO ANA 0gHOro CEPEMCHOTO NOPTA MKW OCTABLTE NOMNE NYCThIM)
IP-agpec: 192 165.0.188
MpoTokon: ‘ Bce V|
CocToanne: ‘ BrnoveHo V|
CTaHOapTHLIA NOPT CEPBNCa: ‘ -Bribepure-- v
[ CoxpaHuTe ] [ Hazaa ]

Puc. A-10 OkHo [Jo6aBuTb nnn n3ameHnTb 3annucb BUPTYasribHOro cepsepa
BecnpoBogHble CTaHLMWN He MOTYT NOAKMNIOYUTLCS K MapLipyTU3aTopy.

YbeguTtecb B TOM, YTO CAenaHa OTMeTka B sidenike Bknountb G6ecnpoBogHoOe BellaHue

MapupyTusaTopa.

Mpoeepbre, coBnagaer nm ums SSID 6ecnpoBogHbIX cTaHuMh ¢ umeHem SSID

mMapLupyTm3aTopa.

Y6eamTechb B TOM, 4TO GECMPOBOAHbIE CTAHLMU UCMOSb3YHOT KOPPEKTHBIN KoY LUMGPOBaHMS,

€Cnu Takomn PEXNM BKITHOHEH.

Ecnu 6€C|'IpOBOﬂHOe noaKn4vyeHne yctaHoBIIEHO, HO Bbl HE MOXeETe MNoJlydYnTb AOO0CTyNn K

MapLipyTu3aTopy, npoepbTe IP-agpeca Balmnx 6ecnpoBoaHbIX CTaHLMIA.
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NMpunoxeHune B: HacTponka komnbrotepa

OT0T pasgen NOMOXeT BaM NMpaBUSibHO NMPOM3BECTM YCTAHOBKY M HAacTpounky npoTtokona TCP/IP B
OC Windows XP. lNMpexage Bcero, yoegutecb B ToM, 4To agantep Ethernet pabortaert, npu

HeobXoANMOCTHM NOSb3yNTECh PYKOBOACTBOM K aganTtepy.

1. HacTtpoiuika komnoHeHTa TCP/IP

1) B naHenu 3apgady Windows HaxmuTe KkHOMKy 3anyck, a 3atem nepenaute B [MaHenb

ynpaBrieHus.

2) Haxmute no ukoHke CeTb M nogkntodeHne k VHTepHeT, a 3ateM B MOsIBUBLLUEMCS OKHE

HaXXMUTE BKNaakKy CeTeBble NOAKMIOUYEHUS.

3) Haxmnte I'IpaBOIZ KHOMKOW MbILIM MO UKOHKE MU B MOSIBUBLLEMCSH MEHIO Bbl6epI/1Te pasaen

CBowcTBa.

0AKMHIHEHHE M0 NOKaNEHOA

'—:&: OTENMYHTE

MoAKAHIHEHHA THNE MOCT

C038aTe ApnbIk

MepeMMEHOEATE

CBOHCTEa

Pwc. B-1

4) B npeactaBneHHOM Ha PUCYHKE HWXKE OKHe OBaxabl KnvMkHUTE no pasgeny lMpotokon
MuTtepHeTa (TCP/IP).
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& NNMogxawue HHE Mo JOKAABHON CETH - CHOHCTEA @E]

O fwme MpoEepk.a nogAKMHHOCTH || JononHUTENEHD

Mn OgENYEHHE HEpES!

HE Realtek PCle GBE Family Contraller

K.oMNoHEHTR, HCAONEZYEMBIE 3TN NOGEADYEHMER!

.@. Cny#ta qocTyna K $aknatd W NpMHTERar ceTed kicn
@ MnaHMpoEWME nakeTos oS
g3 [ 1porokon MHTepHeTa [TCRAR)

4 ?

HeoTaHoBMTE. .. CeoicTEa

OnucaHue

MNporokon TCPAP - cTaHgapTHER NpoTokon raoSansHe
CETEN, DOECTMEYHEINWME CEASE MEXAY PASNHIHEIMI
ESEHMOLERCTEYHILL MMM CETAMM,

] Mpu nogkniyeHiY BRIBECTH SHAY0K B 05 1ACTH YSSA0MIEHME

HEenomnATE NpM OrPaHWYEHHOR MM OTCYTCTEYHLLLER
MoK HOYEHKH

] ] [ OTrieHa

Puc. B-2
5) Ortkpoetcsa okHo CBomncTBa TCP/IP, B koTOpoMm ByaeT oTkpbiTa BKnagka IP-agpec.

EcTtb aBa cnocoba HacTpowku npoTtokona TCP/IP:
» HacTtpouTtb IP-agpec aBToMaTU4eCKMN

Boibepute Monyuutb IP-appec aBTomaTtnyecku u MNMonyunts DNS-cepBep aBTOMaTU4eCKM,
Kak NpeacTaBneHo Ha PUCYHKE HUXKeE:
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Crokcrea: [potonon Mure preta (TCP/IP)

Oéwue ANETEPHATHEHAA KEOHPHUIYpaLmHA

MapardeTpel [P FOryT HAZHSYATECA ETORMETHYSCKM, BCAM CETE
NOLAEMKMESET STY BOSMOKHOCTE. B NpoTHEHOM Ciydas napameTpel
IP ri0sHD MDAYYMTE Y CETEEOMD S0 MWHMCTPATOPA.

() NonyaTe |P-alpec aETOMETHYECKM

() Menonesosare cneayowii IP-anpec:

{(#) Nonywre agpec DMS-cepeepa aETOMATHYECKM

() Menonesosate cnedyowme anpeca DNS -cepeepos:

HanonHKTeneH. .

[ ] H OtmeHa ]

Puc. B-3
& lMpumeuaHue:

Ecnn Bbl ucnonbsyete OC Windows 98 wnu Gonee crapyto Bepcuto OC Windows, To
KOMMbIOTEP N MapLUpyTU3aTop HeobxoammMo nepesarpysunTb.
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MpunoxeHune C: Cneundpukaumsn

O6wume napameTpbl

MoppepxuBaemble IEEE 802.3, IEEE 802.3u, IEEE 802.11b, IEEE 802.11g and IEEE

CTaHZapThl 802.11n

ronnepknBaembe | +op) b bppoE. DHEP, ICMP, NAT, SNTP

NPOTOKONbI
1 nopt WAN 10/100/1000 M6wut/c c aBTOCOrnmacoBaHvem C
pasbemMoMm RJ45,

MopTbl 4 nopta LAN 10/100 M6uT/c ¢ aBTOCOrNacoBaHMEM C pasbeMOM
RJ45 ¢ nogoepxkon Asto- MDI/MDIX,
OpamnH USB 2.0 nopt WAN (ansa 3G/4G nogkntoyeHns)
10BASE-T: HeakpaHnpoBaHHasa BUTas napa kar. 3, 4, 5 (makc.
100 m)
EIA/TIA-568 100 Om STP (makc. 100 m)

Tnn kabens 100BASE-TX: HeakpaHMpoBaHHasa BUTasa napa kar. 5, 5e (makc.
100 m)
OkpaHnpoBaHHaga BuTasa napa EIA/TIA-568 100 Om STP (makc.
100 m)

CaeToanoaHble O (Mutanve), ¥ (Cuctema), @ (WLAN), © (WAN),

NHONKATOPBI = (LAN 1-4), <« (USB), ﬁ(WPS)

CepTtndumkaums FCC, CE

MapameTpbl 6ecnpoBogHON CBA3MU

[wvanasoH yactoTt

2,4~2,48351Ty

CkopocTb nepegayu

Crangapt 11n: go 300 M6uT/c (aBTOMaTU4ECKOE NEPEKIOYEHME)

JaHHbIX no | Cranpapt 11g: 54/48/36/24/18/12/9/6 M6uT/c (aBTOMaTn4eCcKoe
6ecnpoBogHOMY nepekstoyeHne)
COEOUHEHWIO Crangapt 11b: 11/5,5/2/1 M6uT/c (ABTOMaTUYEeCKoe NepekroYeHne)
PacwwnpeHve DSSS (LUupokononocHas Moaynsums ¢ NpsiMbiM pacLUuMpeHnemM
4YacToTbl cnekTpa)
Moaynsiums DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
BesonacHocTb WEP/WPA/WPA2/WPA2-Personal/WPA-Personal

270 Mowrt/c: -68 nbm @10% PER;

130 M6wur/c: -68 nbm @10% PER;

108 M6wuT/c: -68 nbm @10% PER;
HyBCTBUTENBHOCTL 54 M6éuT/c: -68 nbm @10% PER;
npMemMHuKa

11 M6ut/c: -85 pbm @8% PER;
6 M6ut/c: -88 npbm @10% PER,;
1 M6wuT/c: -90 pbm @8% PER,;
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MapameTpbl OKpyXxatolen cpeabl

Pa6ouyas Temnepatypa: 0°C"40°C G2°F 104°F)

TemnepaTtypa
Temnepatypa xpaHeHusi; -40°C~70°C(-40°F~158°T")
OTHocuTEnbHass BRAXHOCTb BO3gyxa Mpy  3KCniyatauuu:
10%~90%, 6e3 obpasoBaHMsa KOHOEHCaTa

BnaxHocTb

OTHOocuTEnNbHas BRaXHOCTb BO3dyxa npu xpaHeHun: 5%~90%,
0e3 obpa3oBaHUsA KoHOEHcaTa
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MpunoxeHune D: MMoccapun

> 802.11n — CtaHgapt 802.11n nocTpoeH Ha npeablaywux crtaHgaptax 802.11 nytem
pobasnenns TexHonormn MIMO (MHOrokaHarnbHbIV BXO4/BbIX0A), B KOTOPOW MCNOMb3YyTCA
HECKOMbKO nepefaroLmx U NPUMHUMAIOLLMX aHTEHH, YTO NO3BOMSET YBEMNUYUTL NMPOMYCKHYHO
CMOCOBHOCTL Yepe3 NPOCTPaHCTBEHHOE MyIbTUMNIEKCUPOBaHNE U BOMbLUYD 30HY OXxBaTa
CeTM 3a CcYeT WUCMOMb30BaHUs pPasHOro MPOCTPAHCTBEHHOrO pPacnoSiIOXEHUS aHTEHH,
BO3MOXHO 4Yepe3 CXeMbl KOAMPOBKU, TakMe kak kogmposka Alamouti. KoHcopumym EWC 6bin
cosfaH ang yckopeHus passutusa ctangapta IEEE 802.11n u npoasmxkeHusa cneuyudmkaumm
TEXHOMOTMM B LENsX YhydlWeHnsa B3auMogencTsms Mexay 6ecnpoBOOHBbIMU CETEBbIMU
npoaykTamu cnegyowero noKoneHus.

> 802.11b — Crangapt 802.11b onpegensieT napameTpbl paboTbl GecnpoBoaHON ceTu npu
CKOPOCTM nepedayn aaHHbix 11 M6wut/c, ucnonbdya texHomormto DSSS, n pabotaeT Ha
HenuueH3npoBaHHOM aAnanasoHe 2,4 [Ty ¢ ucnonb3oBaHveM anroputma wundposaHms WEP.

K ceTam ctaHgapTta 802.11b Takke oTHocaTtca cetn Wi-Fi.

> 802.11g - cneumdukauma ons cosgaHua HGecnpoBOAHbIX CeTel CO CKOPOCTbio nepepadu
AaHHbIX o 54 M6wuTt/c, ucnonbaysa texHonornio DSSS, mogynaunto OFDM un paboTtaet Ha
HenuueHanposaHHOM guanasoHe 2,4 [MTu. ObpaTHO COBMECTMM C YyCTPOMCTBaMM CTaHAapTa

IEEE 802.11b. UcnonbsyeTt anroputm wudposaHna WEP.

»> DDNS (Dynamic Domain Name System — Cuctema AMHaMW4Y€CKMX OOMEHHbIX UMEH) —
B03MOXHOCTb Ha3Ha4yeHUs1 (OUKCMPOBAHHOIO Y3NMOBOrO M [OOMEHHOMO WMEHW Ans

OuHamudeckoro Internet IP-agpeca.

»> DHCP (Dynamic Host Configuration Protocol — lNpoTokon HacTpowku OUHaMWYeCKOro
y3na) — [poTokon, KOTOpbI aBTOMaTUYECKU NPOM3BOAUT HacTponky napametpoB TCP/IP

BCEX KOMMbIOTEPOB, NogkntodeHHbIx kK DHCP-cepaepy.

> DMZ (Demilitarized Zone — OdemunutapusoBaHHaa 30Ha) — [laHHas dyHKUMA no3sonsdeT
y3ny rnokanbHoM ceTu obpawatbcsa k WHTepHeT pgns paboTbl cO  cneuuanbHbIMU

NPUNOXEHUSMMN TakUMW, Kak MIHTEepHET-Urpbl U BUOEOKOH(EPEHLIMM.

» DNS (Domain Name System — CuctemMa AOMEHHbIX UMeH) — VIHTEpPHET CepBUC, KOTOPbIN

nepesoguT MMeHa cantoB B IP-agpeca..
> [loMeHHOe umsa — onucaTtenbHoOe UMs AN1s agpeca unu rpynnel agpecos B IHTepHeT.

» DSL (Digital Subscriber Line — uncdppoBass aboHeHTCKass NUHUA) — TexHonorus, Kotopas
Nno3BoNAeT OTNPaBnATb WNW MNOMyYaTb OaHHbIE, UCMOMb3ys CyLlecTByLlmMe Tened)oHHbIe

JINHNN.

> ISP (Internet Service Provider — MoctaBwuk WUHTepHeT-ycnyr) — KomnaHud, koTopas

obecneunBaeT gocTyn B VIHTepHeT.
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MTU (Maximum Transmission Unit — MakcumanbHbIW pa3mep O6noka nepepayv) —

MakcrmanbHbIn pa3Mep naketa AaHHbIX, KOTOprﬁ MOXET ObITb nepenaH.

NAT (Network Address Translation — TexHonmorus nepeBoga ceTeBbiX aApecoB) —
TexHonorus NAT nepesoauT IP-agpec nokansHom cetu B IP-agpec ceTn MHTepHeT.

PPPoE (Point to Point Protocol over Ethernet — NMpoTokon nogkntoyeHus Yepes Ethernet
no npuHuuny Touka-Touka) - PPPOE — 370 npoTokon Ans NoAKMoYeHUs yaaneHHbIX y3nos
cetn WHTepHeT yepe3 NOCTOAHHOE MNOAKMNIoYeHMe, NOCPeACcTBOM MMUTALUU NOOKIHOYEHUS

dial-up.

SSID - WageHtndukatop SSID — 3710 Kkntod, BkAYawwmin B cebs go 32 (makcumym)
OYKBEHHBbIX N LMOPOBLIX CUMBOJIOB, KOTOPbIN MCNONb3YeTCA ANa naeHTudmkaummn nokanbHom
ceTtn. YTobbl 6ecnpoBOAHbIE YCTPOMCTBA CETU MOININ OOMEHNBATBLCS AaHHBIMWU, OHU AOMKHbI
ncnonb3oBaTtb oauH 1 TOT e SSID. O6bI4HO 3TO NapameTp HacTpoKku Ans 6ecnpoBogHON
KapTbl komnbtoTepa. CooTBeTcTByeT ESSID gns GecnpoBogHOM TOYKM JOCTyna M UMEHM

©ecnpoBogHON CeTMU.

WEP (Wired Equivalent Privacy — 3kBuBaneHT npoBoAHOW 3awmTbl) — MexaHusm
WwndpoBaHna Ha ocHoBe 64-, 128- nnn 152-6MTHOrO0 COBMECTHOIO KMo4a, Kak ykasaHO B
crangapte IEEE 802.11.

Wi-Fi — Kommepueckoe Ha3BaHue ctaHgapta 802.11b gna komMMmyHukauum B 6eCnpoBOaHOMN
ceTeBOW 30He, npucsoeHHoe opraHusauuen Ethernet Compatibility Alliance (WECA, cwm.

http://www.wi-fi.net), rpynnoi no paspaboTke NPOMbLILINEHHbIX CTaHOApPTOB, paboTatoLlen

Hag npobnemon B3anmMo3amMeHseMOoCTU yCTponcTB ctaHaapTta 802.11b.

WLAN (Wireless Local Area Network) - BecnpoBogHaa nokanbHas ceTb — rpynna
KOMMbIOTEPOB W CBA3AHHbLIX YCTPOWUCTB, B3aUMOAEWCTBYIOLWNX AOpyr C ApyroMm 4epes

GecnpoBofHyt0 Nepeaavy AaHHbIX B OrpaHUYeHHOM paiioHe.
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MpunoxeHune E: Cnucok coemectumbix 3G/4G USB-mopnemos

Hwke ykasaH CnNucok nNpoTecTUpoBaHHbIX Hamu UMTS/HSPA/EVDO USB-mogemos,
TECTUPOBaHME NPOBOAMNOCH B pabounx ycrnosusx. OBHOBNEHHbINA CMIMCOK COBMECTUMOCTU MOXHO
HaWTK Ha canTe: hitp://www.tp-link.com.

CoBmecTumble 3G/4G USB-mogembl (npoTecTupoBaHbl B paboumnx ycrnoBuUsx)

Poccus

ISP BpeHp Moaenb Ne
E1550
E160
E169
MTC E220
MF112
ZTE MF192
MF627
E150
E1550
BunanH MF100
ZTE MF170
MF180
E1550
E173
MeradhoH HUAWEI E1829
E392
E3276

Yota Quanta LU150

HUAWEI

HUAWEI
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